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AGREEMENT

This Agreement is made and entered into by and between the County of Cook, a public body
corporate of the State of Illinois, through the Office of the Chief Procurement Officer hereinafter
referred to as "County" and Applications Software Technology Corporation, hereinafter referred
to as "Consultant", pursuant to authorization by the Cook County Board of Commissioners on
December 16,2015, as evidenced by the Board Authorization letter attached hereto as Exhibit 11.

BACKGROUND

WHEREAS, in 2006, the Cook County Integrated Criminal Justice lnformation Systems
("CCICJIS") Committee published a Detailed Plan of Action, which called for the implementation
of an Enterprise Service Bus ("ESB") to facilitate the integration of criminal justice information
systems among Cook County criminal justice agencies; and

WHEREAS, in 2014, the County issued a Request for Proposals ("RFP") to install and configure
an ESB and integrate two existing County criminal justice information data exchanges with an

ESB. The proposals were evaluated in accordance with the evaluation criteria published in the
RFP; and

WHEREAS, the County chose AST based on the County's evaluation of the proposal submitted;
and

WHEREAS, the County, through the Cook County Bureau of Technology, wishes to purchase
services from AST to install and configure an ESB and integrate two County data exchanges; and

WHEREAS, the configuration of the ESB also requires the purchase managed services, server
hardware, and hardware support and maintenance from AST; and

WHEREAS, AST represents that it has the professional experience and expertise to provide the
necessary services and further warrants that it is ready, willing and able to perform in accordance
with the terms and conditions as set forth in this Agreement; and

NOW, THEREFORE, the County and Consultant agree as follows:

TERMS AND CONDITIONS

ARTICLE 1) INCORPORATION OF BACKGROUND

The Background information set forth above is incorporated by reference as if fully set forth here.

ARTICLE 2) DEFINITIONS

a) Definitions



b)

The following words and phrases have the following meanings for purposes of this
Agreement:

"Additional Services" means those services which are within the general scope of Services
of this Agreement, but beyond the description of services required under Article 3, and all
services reasonably necessary to complete the Additional Services to the standards of
performance required by this Agreement. Any Additional Services requested by the Using
Agency require the approval of the Chief Procurement Officer in a written amendment to
this Agreement before Consultant is obligated to perform those Additional Services and
before the County becomes obligated to pay for those Additional Services.

"Agreement" means this Professional Services Agreement, including all exhibits attached
to it and incorporated in it by reference, and all amendments, modifications or revisions
made in accordance with its terms.

"Chief Procurement Officer" means the Chief Procurement Officer for the County of
Cook and any representative duly authorized in writing to act on his behalf.

"Services" means, collectively, the services, duties and responsibilities described in Article
3 of this Agreement and any and all work necessary to complete them or carry them out
fully and to the standard of performance required in this Agreement.

"Subcontractor" or "Subconsultant" means any person or entity with whom Consultant
contracts to provide any part of the Services, of any tier, suppliers and materials providers,
whether or not in privity with Consultant.

"Using Agency" shall mean the department of agency within Cook County including
elected officials.

Interpretation

i) The term "include" (in all its forms) means "include, without limitation" unless
the context clearly states otherwise.

ii) All references in this Agreement to Articles, Sections or Exhibits, unless
otherwise expressed or indicated are to the Articles, Sections or Exhibits of this
Agreement.

Words importing persons include firms, associations, partnerships, trusts,
corporations and other legal entities, including public bodies, as well as natural
persons.

Any headings preceding the text of the Articles and Sections of this Agreement,
and any tables of contents or marginal notes appended to it are solely for
convenience or reference and do not constitute a part ofthis Agreement, nor do they
affect the meaning, construction or effect of this Agreement.

iii)

iv)



Words importing the singular include the plural and vice versa. Words of the
masculine gender include the correlative words of the feminine and neuter genders.

All references to a number of days mean calendar days, unless expressly indicated
otherwise.

c) Incorporation of Exhibits

The Contract documents, which are comprised of this Professional Services Agreement and all of
its Exhibits, are intended to be read as consistently as possible. However, in the event that there
is a conflict between or among any of the documents specified in subsection c) Incorporation of
Exhibits, the terms of the Professional Services Agreement shall control unless the text of another
document explicitly provides that it applies notwithstanding the terms of the Professional Services
Agreement.

This Contract shall be interpreted and construed based upon the following Order of Precedence.
Such order of precedence shall govern to resolve all cases of conflict, ambiguity or inconsistency
between Exhibits:

v)

vi)

Exhibit 1

Exhibit 2

Exhibit 3

Exhibit 4

Exhibit 5
Exhibit 6
Exhibit 7
Exhibit 8

Exhibit 9

Exhibit 10
Exhibit 11

Exhibit 12

Statement of Work
Criminal Justice Information Services (CJIS) Security Policy
Version 5.3

Cook County Information Technology Special Conditions (ITSCs)
Business Associate Agreement
Schedule of Compensation
Cook County Travel Policy
Identifi cation of Sub-Contractors/Suppliers/Sub-Consultant Form
Minority and Women Owned Business Enterprise Commitment MBE/WBE
Utilization Plan
Certification for Consulting or Auditing Services
Evidence of Insurance
Board Authorization
Economic Disclosure Statement

Notwithstanding the following Order of Precedence, where a conflict exists between any
Exhibit and Exhibit 4, Business Associate Agreement, then the Business Associate Agreement
shall prevail with regard to the use of disclosure of protected health information

ARTICLE 3) DUTIES AND RESPONSIBILITIES OF CONSULTANT

a) Statement of Work/Scope of Services

This description of Services is intended to be general in nature and is neither a complete description
of Consultant's Services nor a limitation on the Services that Consultant is to provide under this
Agreement. Consultant must provide the Services in accordance with the standards of



b)

performance set forth in Section 3c. The Services that Consultant must provide include, but are
not limited to, those described in Exhibit 1, Statement of Work, which shall be performed in
accordance with any security requirements set forth in the Statement of Work and the standards
set forth in Exhibit 2. Criminal Justice Information Services (CJIS) Security Policy Version 5.3,
and Exhibit 3. Cook County Information Technolo$z Special Conditions (ITSCs) and the terms of
this Agreement set forth herein. To the extent the performance of the Services includes the use or
disclosure of protected health information, the Consultant shall comply with Exhibit 4, Business
Associate Agreement

Deliverables

In carrying out its Services, Consultant must prepare or provide to the County various
Deliverables. "Deliverables" include work product, such as written reviews,
recommendations, reports and analyses, produced by Consultant for the County.

The County may reject Deliverables that do not include relevant information or data, or do
not include all documents or other materials specified in this Agreement or reasonably
necessary for the purpose for which the County made this Agreement or for which the
Codnty intends to use the Deliverables. If the County determines that Consultant has failed
to comply with the foregoing standards, it has ten (10) business days from the discovery to
notify Consultant of its failure. [f Consultant does not correct the failure, if it is possible
to do so, within 30 days after receipt of notice from the County specifying the failure, then
the County, by written notice, may treat the failure as a default of this Agreement under
Article 9.

Partial or incomplete Deliverables may be accepted for review only when required for a
specific and well-defined purpose and when consented to in advance by the County. Such
Deliverables will not be considered as satisfying the requirements of this Agreement and
partial or incomplete Deliverables in no way relieve Consultant of its commitments under
this Agreement.

Standard of Performance

The Services shall be performed in accordance with the recognized professional standards
and practices in the industry, and Consultant's personnel, project manager,
subcontractor(s) and any other person(s) employed or engaged by Consultant in connection
with this Agreement. ("Personnel"). Consultant's Personnel shall have the requisite ability,
expertise, knowledge and skill, as appropriate to the duties assigned, to perform the
Services and prepare the Products in accordance with such professional standards and
industry practices, and in accordance with all applicable milestones and deadlines indicated
in Exhibit 1. Statement of Work. Consultant shall promptly re-perform, at no additional
charge to County, any Services that fail to satisfy the requirements of this Agreement and
any Exhibits attached hereto.

Consultant must assure that all Services that require the exercise of professional skills or
judgment are accomplished by professionals qualified and competent in the applicable

c)



discipline and appropriately licensed, if required by law. Consultant must provide copies
of any such licenses. Consultant remains responsible for the professional and technical
accuracy of all Services or Deliverables furnished, whether by Consultant or its
subcontractors or others on its behalf. All Deliverables must be prepared in a form and
content satisfactory to the Using Agency and delivered in a timely manner consistent with
the requirements of this Agreement.

If Consultant fails to comply with the foregoing standards, Consultant must perform again,
at its own expense, all Services required to be re-performed as a direct or indirect result of
that failure. All such deficiencies have to be reported to the Consultant within thirty (30)
calendar days of completion of work under Exhibit l, Statement of Work.Any review,
approval, acceptance or payment for any of the Services by the County does not relieve
Consultant of its responsibility for the professional skill and care and technical accuracy of
its Services and Deliverables. This provision in no way limits the County's rights against
Consultant either under this Agreement, at law or in equity.

Personnel

i) Adequate Staffing

Consultant must, upon receiving a fully executed copy of this Agreement, assign and
maintain during the term of this Agreement and any extension of it an adequate staff of
competent personnel that is fully equipped, licensed as appropriate, available as needed,
qualified and assigned exclusively to perform the Services. Consultant must include
among its staff the Key Personnel and positions as identified below. The level of staffing
may be revised from time to time by notice in writing from Consultant to the County and
with written consent of the County, which consent the County will not withhold
unreasonably. If the County fails to object to the revision within 14 days after receiving the
notice, then the revision will be considered accepted by thg County.

Key Personnel

Consultant must not reassign or replace Key Personnel without the written consent of the
County, which consent the County will not unreasonably withhold. "Key Personnel"
means those job titles and the persons assigned to those positions in accordance with the
provisions of this Section 3.d(ii). The Using Agency may at any time in writing notify
Consultant that the County will no longer accept performance of Services under this
Agreement by one or more Key Personnel listed. Upon that notice Consultant must
immediately suspend the services of the key person or persons and must replace him or
them in accordance with the terms of this Agreement. A list of Key Personnel (Key Roles)
is found in Exhibit 1, Statement of Work.

Salaries and Wages

Consultant and Subcontractors
performing Services under this

must pay all salaries and wages due all employees
Agreement unconditionally and at least once a month



e)

without deduction or rebate on any account, except only for those payroll deductions that
are mandatory by law or are permitted under applicable law and regulations. If in the
performance of this Agreement Consultant underpays any such salaries or wages, the
Comptroller for the County may withhold, out of payments due to Consultant, an amount
sufficient to pay to employees underpaid the difference between the salaries or wages
required to be paid under this Agreement and the salaries or wages actually paid these
employees for the total number of hours worked. The amounts withheld may be disbursed
by the Comptroller for and on account of Consultant to the respective employees to whom
they are due. The parties acknowledge that this Section 3.d (iiD is solely for the benefit of
the County and that it does not grant any third party beneficiary rights.

Minority and Owned Women's Business Enterprises Commitment

In the performance of this Agreement, including the procurement and lease of materials or
equipment, Consultant must abide by the minority and women's business enterprise
commitment requirements of the Cook County Ordinance, (Article IV, Section 34-267
through 272) except to the extent waived by the Compliance Director, which are set forth
in Exhibit 6. Consultant's completed MBE/WBE Utilization Plan evidencing its
compliance with this requirementare apart of this Agreement, in Form I ofthe MBE/WBE
Utilization Plan, upon acceptance by the Compliance Director. Consultant must utilize
minority and women's business enterprises at the greater of the amounts committed to by
the Consultant forthis Agreement in accordance with Form 1 ofthe MBE/WBE Utilization
Plan.

Insurance

Consultant must provide and maintain at Consultant's own expense, during the term of this
Agreement and any time period following expiration if Consultant is required to return and
perform any of the Services or Additional Services under this Agreement, the insurance
coverages and requirements specified below, insuring all operations related to this
Agreement.

i) Insurance to Be Provided

Workers Compensation and Employers Liability

Workers Compensation Insurance, as prescribed by applicable law,
covering all employees who are to provide a service under this Agreement
and Employers Liability coverage with limits of not less than $500.000 each
accident or illness.

Commercial General Liabilitv (Primary and Umbrella)

Commercial General Liability lnsurance or equivalent with limits of not less

than $2.000.000 per occurence for bodily injury, personal injury and
property damage liability. Coverages must include the following: All

f)

(l)

(2)



(3)

(4)

premises and operations, products/completed operations, separation of
insureds, defense and contractual liability (with no limitation endorsement).
Cook County is to be named as an additional insured on a primary, non-
contributory basis for any liability arising directly or indirectly from the
Services.

Subcontractors performing Services for Consultant must maintain limits of
not less than $1.000.000 with the same terms in this Section 3J(2).

Automobile Liability (Primary and Umbrella)

When any motor vehicles (owned, non-owned and hired) are used in
connection with Services to be performed, Consultant must provide
Automobile Liability Insurance with limits of not less than $1.000.000 per
occurrence limit, for bodily injury and property damage. The County is to
be named as an additional insured on a primary, non-contributory basis.
Professional Liability

When any professional consultants perform Services in connection with this
Agreement, Professional Liability Insurance covering acts, errors or
omissions must be maintained with limits of not less than $2.000.000.
Coverage must include contractual liability. When policies are renewed or
replaced, the policy retroactive date must coincide with, or precede, start of
Services on this Agreement. A claims-made policy which is not renewed
or replaced must have an extended reporting period of 2 years.

Subcontractors performing Services for Consultant must maintain limits of
not less than $1.000.000 with the same terms in this Section 3.i(4).

Valuable Papers

When any designs, drawings, specifications and documents are produced or
used under this Agreement, Valuable Papers Insurance must be maintained
in an amount to insure against any loss whatsoever, and must have limits
sufficient to pay for the re-creation and reconstruction of such records.

Additional Requirements

(1) Consultant must furnish the County of Cook, Cook County, Office of the
Chief Procurement Officer, 118 N, Clark St., Room 1018, Chicago, IL
60602, original Certificates of lnsurance, or such similar evidence, to be in
force on the date of this Agreement, and Renewal Certificates of lnsurance,
or such similar evidence, ifthe coverages have an expiration or renewal date

occurring during the term of this Agreement. Consultant must submit
evidence of insurance on the County Insurance Certificate Form (copy
attached as Exhibit 10) or equivalent prior to the effective date of the

(s)

ii)



(2)

Agreement. The receipt of any certificate does not constitute agreement by
the County that the insurance requirements in this Agreement have been
fully met or that the insurance policies indicated on the certificate are in
compliance with all Agreement requirements. The failure of the County to
obtain certificates or other insurance evidence from Consultant is not a
waiver by the County of any requirements for Consultant to obtain and
maintain the specified coverages. Consultant must advise all insurers of the
provisions in this Agreement regarding insurance. Non-conforming
insurance does not relieve Consultant of the obligation to provide insurance
as specified in this Agreement. Nonfulfillment of the insurance conditions
may constitute a violation of this Agreement, and the County retains the
right to terminate this Agreement or to suspend this Agreement until proper
evidence ofinsurance is provided.

The insurance must provide for 60 days prior written notice to be given to
the County in the event coverage is substantially changed, canceled or non-
renewed. All deductibles or self-insured retentions on referenced insurance
coverages must be borne by Consultant. Consultant agrees that insurers
waive their rights of subrogation against the County of Cook, its employees,
elected officials, agents or representatives.

The coverages and limits furnished by Consultant in no way limit
Consultant's liabilities and responsibilities specified within this Agreement
or by law. Any insurance or self-insurance programs maintained by the
County of Cook apply in excess of and do not contribute with insurance
provided by Consultant under this Agreement.

The required insurance is not limited by any limitations expressed in the
indemnification language in this Agreement or any limitation placed on the
indemnity in this Agreement given as a matter of law.

Consultant must require all Subcontractors to provide the insurance
required in this Agreement, or Consultant may provide the coverages for
Subcontractors. All Subcontractors are subject to the same insurance
requirements as Consultant unless otherwise specified in this Agreement.
If Consultant or Subcontractor desires additional coverages, the party
desiring the additional coverages is responsible for its acquisition and cost.

The County's Risk Management Office maintains the rights to modify,
delete, alter or change these requirements. "Risk Management Office"
means the Risk Management Office, which is under the direction of the
Director of Risk Management and is charged with reviewing and analyzing
insurance and related liability matters for the County.

(4)

(3)

(s)

(6)

10



g) Indemnification

The Consultant covenants and agrees to indemnifr and save harmless the County and its
directors, commissioners, officials, employees, agents and representatives, and their
respective heirs, successors and assigns, from and against any and all costs, expenses,
attorneys' fees, losses, damages and liabilities incurred or suffered directly or indirectly
from or attributable to any third party claims arising out of or incident to the intentional
misconduct or negligent performance or nonperformance of the Contract by the Consultant,
or by the officers, agents, employees, contractors, subcontractors, licensees or invitees of
the Consultant. The Consultant expressly understands and agrees that any Performance
Bond or insurance protection required of the Consultant, or otherwise provided by the
Consultant, shall in no way limit the responsibility to indemnify the County as hereinabove
provided. Notwithstanding above, with respect to third party claims, the County must also
provide reasonable cooperation (at the Consultant's expense), full authority to defend or
settle the claim or suit; and the Consultant shall have no obligation to indemnify the County
under any third party settlement made without the Consultant's written consent.

Confidentiality and Ownership of Documents

Consultant acknowledges and agrees that information regarding this Contract is confidential
and shall not be disclosed, directly, indirectly or by implication, or be used by Consultant in
any way, whether during the term of this Contract or at any time thereafter, except solely as

required in the course of Consultant's performance hereunder. Consultant shall comply with
the applicable privacy laws and regulations affecting County and will not disclose any of
County's records, materials, or other data to any third party. Consultant shall not have the
right to compile and distribute statistical analyses and reports utilizing data derived from
information or data obtained from County without the prior written approval of County. In
the event such approval is given, any such reports published and distributed by Consultant
shall be fumished to County without charge.

All documents, data, studies, reports, work product or product created as a result of the
performance of the Contract (the "Documents") shall be included in the Deliverables and
shall be the property of the County of Cook. It shall be a breach of this Contract for the
Consultant to reproduce or use any documents, data, studies, reports, work product or product
obtained from the County of Cook or any Documents created hereby, whether such
reproduction or use is for Consultant's own purposes or for those of any third party. During
the performance of the Contract Consultant shall be responsible of any loss or damage to the
Documents while they are in Consultant's possession, and any such loss or damage shall be

restored at the expense of the Consultant. The County and its designees shall be afforded full
access to the Documents and the work at all times.

Patents, Copyrights and Licenses

If applicable, Consultant shall furnish the Chief Procurement Officer with all licenses
required for the County to utilize any software, including firmware or middleware, provided
by Consultant as part of the Deliverables. Such licenses shall be clearly marked with a

h)

11



i)

reference to the number of this County Contract. Consultant shall also furnish a copy of such
licenses to the Chief Procurement Officer. Unless otherwise stated in these Contract
documents, such licenses shall be perpetual and shall not limit the number of persons who
may utilize the software on behalf of the County.

Consultant agrees to hold harmless and indemnify the County, its officers, agents, employees
and affiliates from and defend, as permitted by Illinois law, at its own expense (including
reasonable attorneys', accountants' and consultants' fees), any suit or proceeding brought
against County based upon a claim that the ownership and/or use of equipment, hardware
and software or any part thereof provided to the County or utilized in performing Consultant's
services constitutes an infringement of any patent, copyright or license or any other property
right.

In the event the use of any equipment, hardware or software or any part thereof is enjoined,
Consultant with all reasonable speed and due diligence shall provide or otherwise secure for
County, at the Consultant's election, one of the following: the right to continue use of the
equipment, hardware or software; an equivalent system having the Specifications as provided
in this Contract; or Consultant shall modify the system or its component parts so that they
become non-infringing while performing in a substantially similar manner to the original
system, meeting the requirements of this Contract.

Examination of Records and Audits

The Consultant agrees that the Cook County Auditor or any of its duly authorized
representatives shall, until expiration of three (3) years after the final payment under the
Contract, have access and the right to examine any books, documents, papers, canceled
checks, bank statements, purveyor's and other invoices, and records ofthe Consultant related
to the Contract, or to Consultant's compliance with any term, condition or provision thereof.
The Consultant shall be responsible for establishing and maintaining records sufficient to
document the costs associated with performance under the terms of this Contract.

The Consultant further agrees that it shall include in all of its subcontracts hereunder a

provision to the effect that the Subcontractor agrees that the Cook County Auditor or any of
its duly authorized representatives shall, until expiration ofthree (3) years after final payment
under the subcontract, have access and the right to examine any books, documents, papers,

canceled checks, bank statements, purveyor's and other invoices and records of such
Subcontractor involving transactions relating to the subcontract, or to such Subcontractor
compliance with any term, condition or provision thereunder or under the Contract.

In the event the Consultant receives payment under the Contract, reimbursement for which
is later disallowed by the County, the Consultant shall promptly refund the disallowed
amount to the County on request, or at the County's option, the County may credit the amount
disallowed from the next payment due or to become due to the Consultant under any contract
with the County.

To the extent this Contract pertains to Deliverables which may be reimbursable under the

L2



k)

Medicaid or Medicare Programs, Consultant shall retain and make available upon request,
for a period of four (4) years after furnishing services pursuant to this Agreement, the
contract, books, documents and records which are necessary to certify the nature and extent
of the costs of such services if requested by the Secretary of Health and Human Services
or the Comptroller General of the United States or any of their duly authorized
representatives.

If Consultant carries out any of its duties under the Agreement through a subcontract with
a related organization involving a value of cost of $10,000.00 or more over a l2 month
period, Consultant will cause such subcontract to contain a clause to the effect that, until
the expiration offour years after the furnishing ofany service pursuant to said subcontract,
the related organization will make available upon request of the Secretary of Health and
Human Services or the Comptroller General of the United States or any of their duly
authorized representatives, copies ofsaid subcontract and any books, documents, records
and other data ofsaid related organization that are necessary to certify the nature and extent
of such costs. This paragraph relating to the retention and production of documents is
included because of possible application of Section 1861(v)(l)(I) of the Social Security
Act to this Agreement; if this Section should be found to be inapplicable, then this
paragraph shall be deemed inoperative and without force and effect.

With regard to any Security Audit as provided in Exhibit 1, Statement of Work, such audit
shallbe completed between the Consultant and the County or its designee. Notwithstanding
any participation by the County or its Using Department in the security audit process, such
participation or acceptance shall not relieve the Contractor of any responsibilities or
liability it might have with regard to the Services provided pursuant to this Agreement.
Additionally, County shall not incur any liability with regard to any security audit as a
result of its engagement in the Security Audit process or any acceptance by the County.

Subcontracting or Assignment of Contract or Contract Funds

Once awarded, this Contract shall not be subcontracted or assigned, in whole or in part,
without the advance written approval of the Chief Procurement Officer, which approval shall
be granted or withheld at the sole discretion of the Chief Procurement Officer. In no case,
however, shall such approval relieve the Consultant from its obligations or change the terms
of the Contract. The Consultant shall not transfer or assign any Contract funds or any interest
therein due or to become due without the advance written approval of the Chief Procurement
Officer. The unauthorized subcontracting or assignment of the Contract, in whole or in part,
or the unauthorized transfer or assignment of any Contract funds, either in whole or in part,
or any interest therein, which shall be due or are to become due the Consultant shall have no
effect on the County and are null and void.

Prior to the commencement of the Contract, the Consultant shall identify in writing to the
Chief Procurement Officer the names of any and all Subcontractors it intends to use in the
performance of the Contract by completing the Identification of Subcontractor/Supplier/
Subconsultant Form ("ISF") attached hereto as Exhibit 7. The Chief Procurement Officer
shall have the right to disapprove any Subcontractor. All Subcontractors shall be subject to
the terms of this Contract. Consultant shall incorporate into all subcontracts all of the

13



provisions of the Contract which affect such subcontract. Copies of subcontracts shall be
provided to the Chief Procurement Officer upon request.

The Consultant must disclose the name and business address of each Subcontractor,
Lobbyist, and any other person or entity whom the Consultant has retained or expects to
retain in connection with the County's selection of Consultant for this Agreement, as well as

the nature of the relationship, and the total amount of the fees paid or estimated to be paid.
The Consultant is not required to disclose employees who are paid or estimated to be paid.
The Consultant is not required to disclose employees who are paid solely through the
Consultant's regular payroll. "Lobbyist" means any person or entity who undertakes to
influence any legislation or administrative action on behalf of any person or entity otherthan:
(1) a not-for-profit entity, on an unpaid basis, or (2), himself.

"Lobbyist" also means any person or entity any part of whose duties as an employee of
another includes undertaking to influence any legislative or administrative action. If the
Consultant is uncertain whether a disclosure is required under this Section, the Consultant
must either ask the County, whether disclosure is required or make the disclosure.

The County reserves the right to prohibit any person from entering any County facility for
any reason. All Consultants and Subcontractor of the Consultant shall be accountable to the
Chief Procurement Officer or his designee while on any County property and shall abide by
all rules and regulations imposed by the County.

D Professional Social Services

flntentionally Omitted]

ARTICLE 4) TERM OF PERFORMANCE

Term of Performance

This Agreement takes effect when approved by the Cook County Board and its term shall
begin on January lr 2016 ("Effective Date") and continue until December 31, 2018 or
untilthis Agreement is terminated in accordance with its terms, whichever occurs first.

Timeliness of Performance

Consultant must provide the Services and Deliverables within the term and within
the time limits required under this Agreement, pursuant to the provisions of Article
4.a and Exhibit 1. Further, Consultant acknowledges that TIME IS OF THE
ESSENCE.

Neither Consultant nor Consultant's agents, employees nor Subcontractors are

entitled to any damages from the County, nor is any party entitled to be reimbursed
by the County, for damages, charges or other losses or expenses incurred by
Consultant by reason of delays or hindrances in the performance of Services
whether or not caused by the County.

a)

b)

i)

ii)
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a)

b)

c) Agreement Extension Option

The Chief Procurement Officer may at any time before this Agreement expires elect to
renew this Agreement for two (2) additional one-year periods under the same terms and

conditions as this original Agreement, except as provided otherwise in this Agreement, by
notice in writing to Consultant. After notification by the Chief Procurement Officer, this
Agreement must be modified to reflect the time extension in accordance with the provisions
of Section 10.c.

ARTICLE 5) COMPENSATION

Basis of Payment

The County will pay Consultant according to the Schedule of Compensation in the attached
Exhibit 5 for the successful completion of services.

Method of Payment

All invoices submitted by the Consultant shall be in accordance with the cost provisions
contained in the Agreement and shall contain a detailed description of the Deliverables,
including the quantity of the Deliverables, for which payment is requested. All invoices
for services shall include itemized entries indicating description of the services provided
during the period of the invoice. All invoices shall reflect the amounts invoiced by and the
amounts paid to the Consultant as of the date of the invoice. Invoices for new charges shall
not include "past due" amounts, if any, which amounts must be set forth on a separate

invoice. Consultant shall not be entitled to invoice the County for any late fees or other
penalties.

In accordance with Section 34-177 of the Cook County Procurement Code, the County shall
have a right to set offand subtract from any invoice(s) or Contract price, a sum equal to any
fines and penalties, including interest, for any tax or fee delinquency and any debt or
obligation owed by the Consultant to the County.

The Consultant acknowledges its duty to ensure the accuracy of all invoices submitted to the
County for payment. By submitting the invoices, the Consultant certifies that all itemized
entries set forth in the invoices are true and correct. The Consultant acknowledges that by
submitting the invoices, it certifies that it has delivered the Deliverables, i.e., the goods,

supplies, services or equipment set forth in the Agreement to the Using Agency, or that it has

properly performed the services set forth in the Agreement. The invoice must also reflect
the dates and amount of time expended in the provision of services under the Agreement.
The Consultant acknowledges that any inaccurate statements or negligent or intentional
misrepresentations in the invoices shall result in the County exercising all remedies available
to it in law and equity including, but not limited to, a delay in payment or non-payment to
the Consultant, and reporting the matter to the Cook County Office of the Independent
Inspector General.

When a Consultant receives any payment from the County for any supplies, equipment,
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c)

goods, or services, it has provided to the County pursuant to its Agreement, the Consultant
must make payment to its Subcontractors within l5 days after receipt of payment from the
County, provided that such Subcontractor has satisfactorily provided the supplies,
equipment, goods or services in accordance with the Contract and provided the Consultant
with all of the documents and information required of the Consultant. The Consultant may
delay or postpone payment to a Subcontractor when the Subcontractor's supplies,
equipment, goods, or services do not comply with the requirements of the Contract, the
Consultant is acting in good faith, and not in retaliation for a Subcontractor exercising legal
or contractual rights.

Funding

The source of funds for payments under this Agreement is identified in Exhibit 5, Schedule
of Compensation. Payments under this Agreement must not exceed Two Million Three
Hundred Twenty One Thousand Two Hundred and Sixty Five Dollars and Zero Cents
($2,321,265.00) without a written amendment in accordance with Section 10.c. Any travel
related expenses shall be inclusive of the not to exceed amount shown in Exhibit 5,

Schedule of Compensation and reimbursement for such expenses shall be in accordance
with the Cook County Travel Polic), attached hereto as Exhibit 6. Notwithstanding the
foregoing, travel costs that arise from Additional Services Fees as described in Exhibit l,
Statement of Work, 9.4. Additional Service Fees shall be limited to the rates described in
9.8 AST Rate Card.

Non-Appropriation

If no funds or insufficient funds are appropriated and budgeted in any fiscal period of the
County for payments to be made under this Agreement, then the County will notify
Consultant in writing of that occurrence, and this Agreement will terminate on the earlier
of the last day of the fiscal period for which sufficient appropriation was made or whenever
the funds appropriated for payment under this Agreement are exhausted. Payments for
Services completed to the date of notification will be made to Consultant. No payments
will be made or due to Consultant and under this Agreement beyond those amounts
appropriated and budgeted by the County to fund payments under this Agreement.

Taxes

Federal Excise Tax does not apply to materials purchased by the County by virtue of
Exemption Certificate No. 36-75-0038K. Illinois Retailers' Occupation Tax, Use Tax and
Municipal Retailers' Occupation Tax do not apply to deliverables, materials or services
purchased by the County by virtue of statute. The price or prices quoted herein shall include
any and all other federal and/or state, direct and/or indirect taxes which apply to this Contract.
The County's State of Illinois Sales Tax Exemption Identification No. is E-9998-2013-07.

Price Reduction

If at any time after the contract award, Consultant makes a general price reduction in the

d)

e)

f)
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price of any of the Deliverables, the equivalent price reduction based on similar quantities
and/or considerations shall apply to this Contract for the duration of the Contract period. For
purposes of this Section 5.f., Price Reduction, a general price reduction shall include
reductions in the effective price charged by Consultant by reason of rebates, financial
incentives, discounts, value points or other benefits with respect to the purchase of the
Deliverables. Such price reductions shall be effective at the same time and in the same

manner as the reduction Consultant makes in the price of the Deliverables to its prospective
customers generally.

g) Consultant Credits

To the extent the Consultant gives credits toward future purchases of goods or services,
financial incentives, discounts, value points or other benefits based on the purchase of the
materials or services provided for under this Contract, such credits belong to the County and

not any specific Using Agency. Consultant shall reflect any such credits on its invoices and

in the amounts it invoices the County.

ARTICLE 6) DISPUTES

Any dispute arising under the Contract between the County and Consultant shall be decided by the
Chief Procurement Officer. The complaining party shall submit a written statement detailing the
dispute and specifying the specific relevant Contract provision(s) to the Chief Procurement Officer.
Upon request of the Chief Procurement Officer, the party complained against shall respond to the
complaint in writing within ten (10) business days of such request. The Chief Procurement Officer
will reduce her decision to writing and mail or otherwise fumish a copy thereof to the Consultant.
The decision of the Chief Procurement Officer will be final and binding. Within 60 Business Days
after issuance of the final decision, any party to the dispute may appeal the final decision to the
Circuit Court of Cook County. Dispute resolution as provided herein shall be a condition precedent

to any other action at law or in equity. However, unless a notice is issued by the Chief Procurement
Officer indicating that additional time is required to review a dispute, the parties may exercise their
contractual remedies, if any, if no decision is made within sixty (60) days following notification to
the Chi.ef Procurement Officer of a dispute. No inference shall be drawn from the absence of a
decision by the Chief Procurement Officer.

Notwithstanding a dispute, Consultant shall continue to discharge all its obligations, duties and
responsibilities set forth in the Contract during any dispute resolution proceeding unless otherwise
agreed to by the County in writing.

ARTICLE 7) COOPERATION WITH INSPECTOR GENERAL AND COMPLIANCE
WITH ALL LAWS

The Consultant, Subcontractor, licensees, grantees or persons or businesses who have a County
contract, grant,license, or certification of eligibility for County contracts shall abide by all of the
applicable provisions of the Office of the Independent Inspector General Ordinance (Section 2-281

et. seq. of the Cook County Code of Ordinances). Failure to cooperate as required may result in
monetary and/or other penalties.
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The Consultant shall observe and comply with the laws, ordinances, regulations and codes of the
Federal, State, County and other local government agencies which may in any manner affect the
performance of the Contract including, but not limited to, those County Ordinances set forth in the
Certifications attached hereto and incorporated herein. Assurance of compliance with this
requirement by the Consultant's employees, agents or Subcontractor shall be the responsibility of
the Consultant.

The Consultant shall secure and pay for all federal, state and local licenses, permits and fees required
hereunder.

ARTICLE 8) SPECIAL CONDITIONS

a) Warranties and Representations

In connection with signing and carrying out this Agreement, Consultant:

i) warrants that Consultant is appropriately licensed under Illinois law to perform
the Services required under this Agreement and will perform no Services for which
a professional license is required by law and for which Consultant is not
appropriately licensed;

ii) warrants it is financially solvent; it and each of its employees, agents and

Subcontractors of any tier are competent to perform the Services required under
this Agreement; and Consultant is legally authorized to execute and perform or
cause to be performed this Agreement under the terms and conditions stated in this
Agreement;

warrants that it will not knowingly use the services of any ineligible consultant or
Subcontractor for any purpose in the performance of its Services under this
Agreement;

warrants that Consultant and its Subcontractors are not in default at the time this
Agreement is signed, and has not been considered by the Chief Procurement Officer
to have, within 5 years immediately preceding the date of this Agreement, been

found to be in default on any contract awarded by the County;

represents that it has carefully examined and analyzed the provisions and

requirements of this Agreement; it understands the nature of the Services required;
from its own analysis it has satisfied itself as to the nature of all things needed for
the performance of this Agreement; this Agreement is feasible of performance in
accordance with all of its provisions and requirements, and Consultant warrants it
can and will perform, or cause to be performed, the Services in strict accordance

with the provisions and requirements of this Agreement;

iii)

iv)

v)
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represents that Consultant and, to the best of its knowledge, its Subcontractors are

not in violation of the provisions of the Illinois Criminal Code, 720ILCS 51338 as

amended; and

acknowledges that any certification, affidavit or acknowledgment made under oath
in connection with this Agreement is made under penalty of perjury and, if false, is
also cause for termination under Sections 9.a and 9.c.

1) Hardware Warranty

Notwithstanding any language contained in this Article 8, subpart a), the parties agree that product
warranty and limitations are as specified in the applicable hardware license and support and
maintenance agreement as referenced in Appendix 4 of Exhibit 1, Statement of Work and do not
overlap with Professional Services warranties included in this Agreement.

It is understood that all products purchased by Consultant for purposes of this Contract shall be
purchased on behalf of and in the name of the County and such warrantees shall pass to the County.
Notwithstanding the foregoing, with regard to any products (hardware or software) purchased by
other means, Consultant hereby assigns to the County all warranties, indemnities, and other
commitments that Consultant has obtained or shall obtain from the manufacturers and suppliers
of, and which are otherwise applicable to, any third party products purchased or licensed by the
County from or through Consultant hereunder, to the fullest extent that the foregoing may be so

assigned. Consultant warrants and covenants that it shall exercise commercially reasonable efforts
to enforce on the County's behalf any such warranties, indemnities, and other commitments, to the
extent that they cannot be so assigned, as necessary or appropriate at any time during which such
warranties, indemnities and other protections are in effect. Consultant further warrants and
covenants that it shall, at all such times, reasonably work with and coordinate the efforts of such
manufacturers and suppliers to ensure that the County promptly obtains any required warranty or
other service.

2) Professional Services Warranty

EXCEPT AS OTHERWISE EXPRESSLY PROVIDED HEREIN OR IN ANY APPLICABLE
STATEMENT(S) OF WORK OR OTHER EXHIBITS, CONSULTANT MAKES NO
REPRESENTATIONS OR WARRANTIES TO THE COUNTY, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING IMPLIED WARRANTIES AND
CONDITIONS OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE WARRANTIES PROVIDED HEREIN OR IN ANY APPLICABLE STATEMENT OF
WORK ARE THE SOLE AND EXCLUSIVE WARRANTIES PROVIDED TO COUNTY IN
CONNECTION WITH THE PROVISION OF THE SERVICES.

The County's sole and exclusive remedy for any breach of warranty shall be either (1) Consultant
correcting the non-conforming Service at no additional charge to County or (2) Consultant
refunding to County amounts paid that are attributable to the defective Service from the date
Consultant received notice of same. In order to receive warranty remedies, the County must
promptly report deficiencies in writing to Consultant no later than thirty (30) days after the date

vi)

vii)
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the County identifies the deficiency and within thirty (30) calendar days of completion of work
under Exhibit 1, Statement of Work.

3) Limitation of Liability

SUBJECT TO EXCLUSTONS LTSTED rN SECTTON 8(3xiii) BELOW, TN NO EVENT SHALL
EITHERPARTY BE LIABLE FOR SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE
OR EXEMPLARY DAMAGES OR LOST PROFITS EVEN IF SUCH PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES IN ADVANCE.

i. Limitation on County Liability

Except as provided in the Exclusions section 8(3)(iii) below, the County's aggregate
liability shall be limited to actual provable direct damages not to exceed the amount of the
Contract as awarded by the Cook County Board of Commissioners, which amount is set
forth on the Board Authorization Letter less all amounts paid to Consultant hereunder. In
no event shall the County's liability be the aggregate amount of multiple contracts.

ii. Limitation on Consultant Liability:

Except as provided in the Exclusions section 8(3)(iii), Consultant's maximum liability for
any claim or series of related claims arising underthis Contract is limited to actual provable
direct damages not to exceed the amount paid by the County to Consultant for the affected
solution or Consultant Services during the 12 months preceding the event giving rise to the
claim.

iii. Exclusions.

Notwithstanding any language contained in sections 8(3Xi) or 8(3)(ii), there shall be no
limit on liability for (i) either party's breach of the confidentiality provisions of this
Contract, or (ii) Consultant's breach of its obligations to protect the loss or breach

confidential data, or (iii) bodily injury or death caused by the negligence or intentional
misconduct of the Consultant.

b) Ethics

i) In addition to the foregoing warranties and representations, Consultant warrants:

(1) no officer, agent oremployee of the County is employed by Consultant or
has a financial interest directly or indirectly in this Agreement or the
compensation to be paid under this Agreement except as may be permitted
in writing by the Board of Ethics.

(2) no payment, gratuity or offer of employment will be made in connection
with this Agreement by or on behalf of any Subcontractors to the prime
Consultant or higher tier Subcontractors or anyone associated with them, as

an inducement for the award of a subcontract or order.
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c) Joint and Several Liability

If Consultant, or its successors or assigns, if any, is comprised of more than one individual
or other legal entity (or a combination of them), then under this Agreement, each and
without limitation every obligation or undertaking in this Agreement to be fulfilled or
performed by Consultant is the joint and several obligation or undertaking of each such
individual or other legal entity.

Business Documents

At the request of the County, Consultant must provide copies of its latest articles of
incorporation, by-laws and resolutions, or partnership or joint venture agreement, as

applicable.

e) Conflicts of Interest

i) No member of the governing body of the County or other unit of government and
no other officer, employee or agent of the County or other unit of government who
exercises any functions or responsibilities in connection with the Services to which
this Agreement pertains is permitted to have any personal interest, direct or indirect,
in this Agreement. No member of or delegate to the Congress of the United States

or the Illinois General Assembly and no Commissioner of the Cook County Board
or County employee is allowed to be admitted to any share or part of this Agreement
or to any financial benefit to arise from it.

Consultant covenants that it, and to the best of its knowledge, its Subcontractors if
any (collectively, "Consulting Parties"), presently have no direct or indirect
interest and will not acquire any interest, direct or indirect, in any project or contract
that would conflict in any manner or degree with the performance of its Services
under this Agreement.

Upon the request of the County, Consultant must disclose to the County its past

client list and the names of any clients with whom it has an ongoing relationship.
Consultant is not permitted to perform any Services for the County on applications
or other documents submitted to the County by any of Consultant's past or present
clients. If Consultant becomes aware of a conflict, it must immediately stop work
on the assignment causing the conflict and notify the County.

Without limiting the foregoing, if the Consulting Parties assist the County in
determining the advisability or feasibility of a project or in recommending,
researching, preparing, drafting or issuing a request for proposals or bid
specifications for a project, the Consulting Parties must not participate, directly or
indirectly, as a prime, Subcontractor or joint venturer in that project or in the
preparation of a proposal or bid for that project during the term of this Agreement

d)

ii)

iii)

iv)
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or afterwards. The Consulting Parties may, however, assist the County in reviewing
the proposals or bids for the project if none of the Consulting Parties have a
relationship with the persons or entities that submitted the proposals or bids for that
project.

The Consultant further covenants that, in the performance of this Agreement, no
person having any conflicting interest will be assigned to perform any Services or
have access to any confidential information, as defined in Section 3.h of this
Agreement. If the County, by the Chief Procurement Officer in his reasonable
judgment, determines that any of Consultant's Services for others conflict with the
Services Consultant is to render for the County under this Agreement, Consultant
must terminate such other services immediately upon request of the County.

Furthermore, if any federal funds are to be used to compensate or reimburse
Consultant under this Agreement, Consultant represents that it is and will remain
in compliance with federal restrictions on lobbying set forth in Section 319 of the
Department of the Interior and Related Agencies Appropriations Act for Fiscal year
1990,31 U.S.C. $ 1352, and related rules and regulations set forth at 54 Fed. Reg.
52,309 ff. (i989), as amended. If federal funds are to be used, Consultant must
execute a Certification Regarding Lobbying, which will be attached as an exhibit
and incorporated by reference as if fully set forth here.

0 Non-Liability of Public Officials

Consultant and any assignee or Subcontractor of Consultant must not charge any official,
employee or agent of the County personally with any liability or expenses of defense or hold any
official, employee or agent of the County personally liable to them under any term or provision of
this Agreement or because of the County's execution, attempted execution or any breach of this
Agreement.

ARTICLE 9) EVENTS OF DEFAULT, REMEDIES, TERMINATION, SUSPENSION
AND RIGHT TO OFFSET

a) Events of Default Defined

Consultant Default

The following constitute events of default:

i) Any material misrepresentation, whether negligent or willful and whether in the
inducement or in the performance, made by Consultant to the County.

ii) Consultant's material failure to perform any of its obligations under this
Agreement including the following:

(a) Failure due to a reason or circumstances within Consultant's reasonable
control to perform the Services with sufficient personnel and equipment or
with sufficient material to ensure the performance of the Services;

v)

vi)
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b)

(b) Failure to perform the Services set forth in the Statement of Work -Exhibit
1, or inability to perform the Services satisfactorily as a result of insolvency,
filing for bankruptcy or assignment for the benefit of creditors;

(c) Failure to promptly re-perform within a reasonable time Services that were
rejected as failing to conform to Statement of Work-Exhibit 1;

(d) Discontinuance of the Services scoped Statement of Work-Exhibit l, for
reasons within Consultant's reasonable control; and

(e) Failure to comply with any other material term of this Agreement, including
the provisions concerning insurance and nondiscrimination.

iii) Any change in ownership or control of Consultant without the prior written
approval of the Chief Procurement Officer, which approval the Chief Procurement
Officer will not unreasonably withhold

iv) Consultant's default under any other agreement it may presently have or may enter
into with the County during the life of this Agreement. Consultant acknowledges
and agrees that in the event of a default under this Agreement the County may also
declare a default under any such other Agreements.

v) Failure to comply with Article 7 inthe performance of the Agreement.

vi) Consultant's repeated or continued violations of County ordinances unrelated to
performance under the Agreement that in the opinion of the Chief Procurement
Officer indicate a willful or reckless disregard for County laws and regulations.

Events of Countv Default

Any of the following shall constitute a "County Event of Default" hereunder:

(i) The County fails to make timely payments as described in this Agreement;

(ii) The County fails to perform any of the other material provisions of this
Agreement.

Remedies

Consultant Default

In the event of default by the Consultant, the Chief Procurement offrcer shall give the
Consultant a written notice of the default in the form of a cure notice ("Cure Notice"), with
an opportunity to cure the default within the specified cure period ("Cure Period"), which
shall not be less than thirty (30) days.

On receipt of the Cure Notice from the County, the Consultant shall provide a written
response with the timeline, and action plan to correct, cure, and/or remedy the Consultant
event of default. If the Chief Procurement Officer accepts the Consultant's action plan to
correct the identified defaults, the County will define the time by which the Consultant
must fulfill its corrective obligations within thirty (30) days or such other time as the Chief
Procurement Officer approves.

The Chief Procurement Officer may give a Default Notice with an intent to terminate, if
the Consultant fails to affect a cure within the agreed upon cure period. Whether to declare
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Consultant in default is within the sole discretion of the Chief Procurement Officer but
nothing shall impair the ability or rights of Consultant to dispute the basis for that decision
to declare default or seek damages arising from a default declaration that is wrongful in a
court of competent jurisdiction.

When a Default Notice with intent to terminate is given as provided in this Section 9.b and
Section 1 1, Consultant must discontinue any Services, unless otherwise directed in the
notice, and deliver all materials accumulated in the performance of this Agreement,
whether completed or in the process, to the County. After giving a Default Notice, the
County may invoke any or all of the following remedies:

i) The right to terminate this Agreement as to any or all of the Services yet to be
performed effective at a time specified by the County;

ii) The right of specific performance, an injunction or any other appropriate equitable
remedy;

iii) The right to money damages;

ir) The right to withhold all or any part of Consultant's compensation under this
Agreement;

v) The right to consider Consultant non-responsible in future contracts to be awarded
by the County.

If the Chief Procurement Officer considers it to be in the County's best interests, he may
elect not to declare default or to terminate this Agreement. The parties acknowledge that
this provision is solely for the benefit of the County and that if the County permits
Consultant to continue to provide the Services despite one or more events of default,
Consultant is in no way relieved of any of its responsibilities, duties or obligations under
this Agreement, nor does the County waive or relinquish any of its rights.

The remedies for an event of default under the terms of this Agreement are not intended to
be exclusive of any other remedies provided, but each and every such remedy is cumulative
and is in addition to any other remedies, existing now or later, at law, in equity or by statute.
No delay or omission to exercise any right or power accruing upon any event of default
impairs any such right or power, nor is it a waiver of any event of default nor acquiescence
in it, and every such right and power may be exercised from time to time and as often as
the County considers expedient.

Countv Default

Upon the occuffence of a County Event of Default as set out in Section 8(a), the Consultant
shall provide written notice of such County Event of Default to the County ('Notice to
Cure"), and the County shall have thirty (30) days after receipt of a Notice to Cure to
correct, cure, and/or remedy the County Event of Default described in the Notice to Cure.

The remedies under the terms of this Agreement are not intended to be exclusive of any
other remedies provided, but each and every such remedy is cumulative and is in addition
to any other remedies, existing now or later, at law, in equity or by statute. No delay or
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c)

omission to exercise any right or power accruing upon any event of default impairs any
such right or power, nor is it a waiver of any event of default nor acquiescence in it, and
every such right and power may be exercised from time to time and as often as the County
considers expedient.

Termination of Oracle Products and Support; Early Termination

i. Termination of Oracle Hardware and Oracle Support and Maintenance

Termination of hardware, hardware maintenance and support services are subject to the
applicable Ordering Document and the applicable hardware license and support and
maintenance agreement as referenced in Appendix 4 of Exhibit 1, Statement of Work.

ii. Early Termination
In addition to termination under Sections 9.a and 9.b of this Agreement, the County may
terminate this Agreement, or all or any portion of the Services to be performed under it, at
any time by a notice in writing from the County to Consultant. The County will give notice
to Consultant in accordance with the provisions of Article I 1. The effective date of
termination will be the date the notice is received by Consultant or the date stated in the
notice, whichever is later, which shall not be less than thirty (30) calendar days. If the
County elects to terminate this Agreement in full, all Services to be provided under it must
cease and all materials that may have been accumulated in performing this Agreement,
whether completed or in the process, must be delivered to the County effective 10 days
after the date the notice is considered received as provided under Article 11 of this
Agreement (if no date is given) or upon the effective date stated in the notice.

After the notice is received, Consultant must restrict its activities, and those of its
Subcontractors, to winding down any reports, analyses, or other activities previously
begun. No costs incurred after the effective date of the termination are allowed. Payment
for any Services actually and satisfactorily performed before the effective date of the
termination is on the same basis as set forth in Article 5, but if any compensation is
described or provided for on the basis of a period longer than 10 days, then the
compensation must be prorated accordingly. No amount of compensation, however, is
permitted for anticipated profits on unperformed Services. The County and Consultant
must attempt to agree on the amount of compensation to be paid to Consultant, but if not
agreed on, the dispute must be settled in accordance with Article 6 of this Agreement. The
payment so made to Consultant is in full settlement for all Services satisfactorily performed
under this Agreement.

Consultant must include in its contracts with Subcontractors an early termination provision
in form and substance equivalent to this early termination provision to prevent claims
against the County arising from termination of subcontracts after the early termination.
Consultant will not be entitled to make any early termination claims against the County
resulting from any Subcontractor's claims against Consultant or the County to the extent
inconsistent with this provision.
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d)

If the County's election to terminate this Agreement for default under Sections 9.a and 9.b
is determined in a court of competent jurisdiction to have been wrongful, then in that case
the termination is to be considered to be an early termination under this Section 9.c.

Suspension

The County may at any time request that Consultant suspend its Services, or any part of
them, by giving thirty (30) calendar days prior written notice to Consultant or upon
informal oral, or even no notice, in the event of emergency. No costs incurred after the
effective date of such suspension are allowed. Consultant must promptly resume its
performance of the Services under the same terms and conditions as stated in this
Agreement upon written notice by the Chief Procurement Officer and such equitable
extension of time as may be mutually agreed upon by the Chief Procurement Oflicer and
Consultant when necessary for continuation or completion of Services. Any additional
costs or expenses actually incurred by Consultant as a result of recommencing the Services
must be treated in accordance with the compensation provisions under Article 5 of this
Agreement.

No suspension of this Agreement is permitted in the aggregate to exceed a period of 45
days within any one year of this Agreement. If the total number of days of suspension
exceeds 45 days, Consultant by written notice may treat the suspension as an early
termination of this Agreement under Section 9.c.

Right to Offset

In connection with performance under this Agreement, the County may offset any excess
payments incurred:

if the County terminates this Agreement for default or any other reason resulting
from Consu ltant' s performance or non-performance ;

if the County exercises any of its remedies under Section 9.b of this Agreement;
or

iii) if the County has any credits due or has made any overpayments under this
Agreement.

The County may offset these excess costs by use of any payment due for Services
completed before the County terminated this Agreement or before the County exercised
any remedies. If the amount offset is insufficient to cover those excess payments,
Consultant is liable for and must promptly remit to the County the balance upon written
demand for it. This right to offset is in addition to and not a limitation of any other remedies
available to the County.

e)

i)

iD

Delays
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Consultant agrees that no charges or claims for damages shall be made by Consultant for any
delays or hindrances from any cause whatsoever during the progress of any portion of this
Contract, but Consultant is permitted to submit a change order pursuant to the Project Change
Order Process described in Appendix 1 of Exhibit 1, Statement of Work.

s) Prepaid Fees

In the eventthis Contract is terminated by either party, for cause or otherwise, and the County
has prepaid for any Deliverables, Consultant shall refund to the County, on a prorated basis
to the effective date of termination, all amounts prepaid for Deliverables not actually
provided as ofthe effective date of the termination. The refund shall be made within fourteen
(14) days of the effective date of termination.

ARTICLE 10) GENERAL CONDITIONS

a) Entire Agreement

General

This Agreement, and the exhibits attached to it and incorporated in it, constitute the
entire agreement between the parties and no other warranties, inducements,
considerations, promises or interpretations are implied or impressed upon this
Agreement that are not expressly addressed in this Agreement.

No Collateral Agreements

Consultant acknowledges that, except only for those representations, statements or
promises expressly contained in this Agreement and any exhibits attached to it and
incorporated by reference in it, no representation, statement or promise, oral or in
writing, of any kind whatsoever, by the County, its officials, agents or employees,
has induced Consultant to enter into this Agreement or has been relied upon by
Consultant, including any with reference to:

(a) the meaning, correctness, suitability or completeness of any provisions or
requirements of this Agreement;

(b) the nature of the Services to be performed;
(c) the nature, quantity, quality or volume of any materials, equipment, labor

and other facilities needed for the performance of this Agreement;

(d) the general conditions which may in any way affect this Agreement or its
performance;

(e) the compensation provisions of this Agreement; or

(0 any other matters, whether similar to or different from those referred to in
(a) through (e) immediately above, affecting or having any connection with

i)

ii)
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this Agreement, its negotiation, any discussions of its performance or those
employed or connected or concerned with it.

No Omissions

Consultant acknowledges that Consultant was given an opportunity to review all
documents forming this Agreement before signing this Agreement in order that it
might request inclusion in this Agreement of any statement, representation, promise
or provision that it desired or on that it wished to place reliance. Consultant did so

review those documents, and either every such statement, representation, promise
or provision has been included in this Agreement or else, if omitted, Consultant
relinquishes the benefit of any such omitted statement, representation, promise or
provision and is willing to perform this Agreement in its entirety without claiming
reliance on it or making any other claim on account of its omission.

Counterparts

This Agreement is comprised of several identical counterparts, each to be fully signed by
the parties and each to be considered an original having identical legal effect.

Contract Amendments

The parties may during the term of the Contract make amendments to the Contract but only
as provided in this section. Such amendments shall only be made by mutual agteement in
writing.

In the case of Contracts not approved by the Board, the Chief Procurement Officer may
amend a contract provided that any such amendment does not extend the Contract by more
than one (1) year, and further provided that the total cost of all such amendments does not
increase the total amount of the Contract beyond $150,000. Such action may only be made
with the advance written approval of the Chief Procurement Officer. If the amendment
extends the Contract beyond one (1) year or increases the total award amount beyond
$150,000, then Board approval will be required.

No Using Agency or employee thereof has authority to make any amendments to this
Contract. Any amendments to this Contract made without the express written approval of
the Chief Procurement Officer is void and unenforceable.

Consultant is hereby notified that, except for amendments which are made in accordance
with this Sectionl0.c. Contract Amendments, no Using Agency or employee thereof has

authority to make any amendment to this Contract.

d) Governing Law and Jurisdiction

This Contract shall be govemed by and construed under the laws of the State of Illinois. The
Consultant inevocably agrees that, subject to the County's sole and absolute election to the
contrary, any action or proceeding in any way, manner or respect arising out of the Contract,

iii)

b)

c)
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e)

or arising from any dispute or controversy arising in connection with or related to the
Contract, shall be litigated only in courts within the Circuit Court of Cook County, State of
Illinois, and the Consultant consents and submits to the jurisdiction thereof. In accordance
with these provisions, Consultant waives any right it may have to transfer or change the
venue of any litigation brought against it by the County pursuant to this Contract.

Severability

If any provision of this Agreement is held or considered to be or is in fact invalid, illegal,
inoperative or unenforceable as applied in any particular case in any jurisdiction or in all
cases because it conflicts with any otherprovision or provisions of this Agreement or of
any constitution, statute, ordinance, rule of law or public policy, or for any other reason,
those circumstances do not have the effect of rendering the provision in question invalid,
illegal, inoperative or unenforceable in any other case or circumstances, or of rendering
any other provision or provisions in this Agreement invalid, illegal, inoperative or
unenforceable to any extent whatsoever. The invalidity, illegality, inoperativeness or
unenforceability of any one or more phrases, sentences, clauses or sections in this
Agreement does not affect the remaining portions of this Agreement or any part of it.

Assigns

All of the terms and conditions of this Agreement are binding upon and inure to the benefit
ofthe parties and their respective legal representatives, successors and assigns.

Cooperation

Consultant must at all times cooperate fully with the County and act in the County's best
interests. If this Agreement is terminated for any reason, or if it is to expire on its own
terms, Consultant must make every effort to assure an orderly transition to another provider
of the Services, if any, orderly demobilization of its own operations in connection with the
Services, uninterrupted provision of Services during any transition period and must
otherwise comply with the reasonable requests and requirements of the Using Agency in
connection with the termination or expiration.

Waiver

Nothing in this Agreement authorizes the waiver of a requirement or condition contrary to
law or ordinance or that would result in or promote the violation of any federal, state or
local law or ordinance.

Whenever under this Agreement the County by a proper authority waives Consultant's
performance in any respect or waives a requirement or condition to either the County's or
Consultant's performance, the waiver so granted, whether express or implied, only applies
to the particular instance and is not a waiver forever or for subsequent instances of the
performance, requirement or condition. No such waiver is a modification of this
Agreement regardless of the number of times the County may have waived the

f)

s)

h)
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perfonnance, requirement or condition. Such waivers must be provided to Consultant in
writing.

D Independent Consultant

This Agreement is not intended to and will not constitute, create, give rise to, or otherwise
recognize a joint venture, partnership, corporation or other formal business association or
organization of any kind between Consultant and the County. The rights and the
obligations of the parties are only those expressly set forth in this Agreement. Consultant
must perform under this Agreement as an independent Consultant and not as a

representative, employee, agent, or partner of the County.

This Agreement is between the County and an independent Consultant and, if Consultant
is an individual, nothing provided for under this Agreement constitutes or implies an
employer-employee relationship such that:

i) The County will not be liable under or by reason of this Agreement for the payment
of any compensation award or damages in connection with the Consultant
performing the Services required under this Agreement.

ii) Consultant is not entitled to membership in the County Pension Fund, Group
Medical Insurance Program, Group Dental Program, Group Vision Care, Group
Life Insurance Program, Deferred Income Program, vacation, sick leave, extended
sick leave, or any other benefits ordinarily provided to individuals employed and
paid through the regular payrolls of the County.

iu) The County is not required to deduct or withhold any taxes, FICA or other
deductions from any compensation provided to the Consultant.

Governmental Joint Purchasing Agreement

Pursuant to Section 4 of the Illinois Govemmental Joint Purchasing Act (30 ILCS 525) and
the Joint Purchase Agreement approved by the Cook County Board of Commissioners
(April 9, 1965), other units of government may purchase goods or services under this
contract. In the event that other agencies participate in a joint procurement, the County
reseryes the right to renegotiate the price to accommodate the larger volume.

Comparable Government Procurement

As permitted by the County of Cook, other government entities, if authorized by law, may
wish to purchase the goods, supplies, services or equipment under the same terms and
conditions contained in this Contract (i.e., comparable govemment procurement). Each
entity wishing to reference this Contract must have prior authorization from the County of
Cook and the Consultant. If such participation is authorized, all purchase orders will be

issued directly from and shipped directly to the entity requiring the goods, supplies,
equipment or services supplies/services. The County shall not be held responsible for any
orders placed, deliveries made or payment for the goods, supplies, equipment or services

i)

k)
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supplies/services ordered by these entities. Each entity reserves the right to determine the
amount of goods, supplies, equipment or services it wishes to purchase under this Contract.

D Force Majeure

Neither Consultant nor County shall be liable for failing to fulfill any obligation under this
Contract ifsuch failure is caused by an event beyond such party's reasonable control and
which is not caused by such party's fault or negligence. Such events shall be limited to acts
of God, acts of war, fires, lightning, floods, epidemics, or riots.

ARTTCLE 11) NOTICES

All notices required pursuant to this Contract shall be in writing and addressed to the parties
at their respective addresses set forth below. All such notices shall be deemed duly given if
hand delivered or if deposited in the United States mail, postage prepaid, registered or
certified, retum receipt requested. Notice as provided herein does not waive service of
summons or process.
If to the County: Deputy Chief Information Officer

69 W. Washington, Ste.2700

and

Chicago, Illinois 60602
Attention : Department D irector

Cook County Chief Procurement Officer
1 l8 North Clark Street. Room 1018

Chicago, Illinois 60602
(Include County Contract Number on all notices)

Shaji Zechariah
Executive Vice President
Appl icati ons S oftware Techno lo gy C orporation
1755 Park Street, Suite 100

Naperville, IL 60563

Changes in these addresses must be in writing and delivered in accordance with the
provisions of this Article I 1. Notices delivered by mail are considered received three days
after mailing in accordance with this Article I 1. Notices delivered personally are

considered effective upon receipt. Refusal to accept delivery has the same effect as receipt.

ARTTCLE 12) AUTHORTTY

Execution of this Agreement by Consultant is authorized by a resolution of its Board of Directors,
if a corporation, or similar goveming document, and the signature(s) of each person signing on
behalf of Consultant have been made with complete and full authority to commit Consultant to all
terms and conditions of this Agreement, including each and every representation, certification and
warranty contained in it, including the representations, certifications and warranties collectively
incorporated by reference in it.

If to Consultant:
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1. Executive Summary

This Statement of Work (SOW) is intended to document the scope, roles, responsibilities, tasks and
timeframe for the implementation of the Oracle Enterprise Service Bus (ESB) at Cook County, lllinois
(The County). This SOW will be the governing project document, outlining project milestones as

mutually agreed to by both parties.

This Executive Summary Section is intended as an overview of the County's objectives for the project,
scope and timeline for the ESB implementation project. Following the Executive Summary, the terms of
the SOW are documented in the appropriate level of detail.

1.1 Background

The County has undertaken a project to build a criminaljustice information system, which will give the
County the following benefits:

o More accurate, timely, and informed decision-making by law enforcement officers, prosecutors,
defense attorneys, judges, probation officers and corrections officers.

. lmproved access to criminal justice information for criminaljustice agencies and the public.
r Real-time access to critical criminal justice information.
o More rapid and more accurate identification of suspected offenders.
r More timely and proactive notification of key events.
r lmproved/expedited case processing.
r lmproved compliance and mitigation of liabilities.
o Reduction or elimination of redundant data entry costs.
o More cost-efficient use of finite resources.
o Enhanced public safety through more complete, accurate and timely information at key decision

points.

ln order to obtain the above benefits, the County will engage AST to implement Oracle ESB software and
perform data/service integration using ESB. The installation of Oracle ESB software and implementation
of two service/data interfaces will enable the County to prepare for the subsequent phases of
integration of services throughout the Cook County criminal justice system and other County systems.

L.2 Project Strategy and Obiectives

The core objective of the project is establishing an integrated criminal justice system for the County
using Oracle ESB and related technologies; and integrate new andlor existing applications from various
agencies through data, standard services and application business processes. lmplementation of ESB

will also provide a foundation for the County to extend the future applications integrations for the
enterprise.

L.Z.L Business Objectives

The business objectives for County's ESB implementations include:

o lmprove operational efficiencies among County member agencies

Cook County Statement of Work - Enterprise Service Bus lmplementation
Page 1



o Standardize data capture and sharing
. lmprove access to core and shared data
o Provide technology infrastructure to allow secure data exchanges among County agencies, other

local bodies, state, federal agencies and external partnersystems asthe need defines.
o Establish the technology platform and frameworks for deploying national standards
o Establish CriminalJustice lnformation System (OlS) compliance
o Establish Health lnsurance Portability and Accountability Act (HIPAA) compliance as required by

future amendments (HIPM not included in current scope)
o ldentify core data services and develop common service definitions for reusability and policy

enforcement
o Create an abstraction layer to provide application systems isolation which would allow their

independent functioning
o Strengthen data sharing, agency process collaboration and decision support at all levels through

Service Oriented Architecture (SOA) adoption across County agencies
o Enable a SOA shared services platform that can be leveraged by other agencies in the future
r Getting the right data to the right agency at the right time with end to end audit trail

1.3 Project Scope

The project scope includes the installation and configuration of Oracle Enterprise Service Bus (ESB)and

the implementation and deployment of the two identified data exchange interfaces.

1.3.1 Hardware lnstallation

AST will procure and install the hardware necessary to implement the ESB. This hardware is described in

Section 2.3 ("Hardware").

t.3.2 Software lnstallation and Configuration

The County will procure licenses for all software applications listed in this Section. The County will
procure licenses for all necessary Oracle software applications from a third party vendor through County
Contract No. 1390-12899. AST will install and configure the Oracle ESB-related technology components
listed below:

o Weblogic Suite
r SOA Suite
o Business Process Management Suite
r Weblogic Server Management Pack

r SOA Management Pack

o API Gateway
r Managed File Transfer
. Oracle Virtual Machine (OVM)

Additionally AST will install and configure the following additional software for the exclusive use of the
project as part of the implementation:

o SVN (Source Control)
. Apache JMeter

o SoapUl

o Oracle Database Enterprise Edition
o Diagnostics Pack
r Tuning Pack
r Real Application Clusters
e Advanced Security
o Audit Vault and Database Firewall
r HTTP Server
r Oracle Linux

Cook County Statement of Work - Enterprise Service Bus lmptementation
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The County will provide the SVN, Apache JMeter and Soap Ul software applications. AST will
perform installation and configuration of this software to use with the SOA/ESB Platform. Also,
AST will use County software such as MS-Office, Cherwell and any other County-owned
software as needed by the project, as approved by the County and as permitted by the County's
software license agreements.

1.3.3 Data Exchange lntegration to be lmplemented

Data Exchange integration to be implemented the current scope of project are:

Cha rging lnformation Feed

Mittimus Feed

See Table 2.5: Data Exchange Details (page 11).

L.4 Proiect Timeline

The following is the high level project timeline with an expected project start date of January 1,,201,6. A
detailed project schedule will be established at the start of the project. The project will be implemented
in two phases:

r Phase l: Oracle ESB Suite lnstallation and Configuration

r Phase ll: Data Exchanges lmplementation

The project phase timelines may overlap; the following is the graphical representation of the timeline:

Toble 7.4: Project Timeline
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2. Scope of Services

This Section describes the scope of services associated with the implementation of the Enterprise
Service Bus (ESB).

2.t lmplementation Services

The implementation scope of services includes:

r Project Management: Establish the necessary charter, governance, tools, and resources to
create and maintain a Project Office including coordination and collaboration with County
project management personnel.

r Project Preparation/Definition: lnvolves reviewing existing documentation and working with
key project members to validate scope, planning, constraints, project organization,
previously develo ped requ i re ments, a na lysis, a nd a rtifacts.

. Requirements Analysis and Design: lncludes reviewing functional and technical
requirements, including information security controls, business process documentation in
order to develop County specific requirements and system design.

. System lnstallation, Configuration, Development: lncludes installation of system hardware,
environment(s), configuring, developing business and technical security requirements,
services, components and the like.

o Testing: lncludes creation of test strategy, plan and scripts, test execution and validation of
the design requirements including security component and monitoring.

r Training and Knowledge Transfer: lncludes the development of training materials,
conducting Train-The-Trainer training for users and technical staff and knowledge transfer to
the County staff.

. Go-Live: lncludes production deployment of the solution, services and components, etc.

o Extended Production Support: Provide extended post-production support for 30 days.

o Post-Production (Managed Service) Support: Provide extended remote production support
for Years L-2, which may be extended for two one-year terms.

2.2 Oracle Software

The following Oracle software packages and related technologies are to be implemented as part of the
ESB project. The County will purchase the following software packages independent of this Agreement.
The software versions will be the latest stable version of the applications at the time of project initiation.

Cook County Statement of Work - Enterprise Service Bus lmplementation
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Toble 1.2: Softwore Footprint

Oracle Database Oracle Database Enterprise Edition ULA* 1

Oracle Database Diagnostics Pack ULA* 1

Oracle Database Tunins Pack ULA* 7

Oracle Database Real Application Clusters ULA* 7

Oracle Database Advanced Securitv ULA* 7

Web Tier HTTP Server ULA* 1

Application Server WebLogic Suite ULA* 1

lntesration Services SOA Suite for Oracle Middleware ULA* 1

SOA Suite - Manasement SOA Management Pack ULA* 1

Oracle Database - Security Audit Vault and Database Firewall ULA* 1

BPM Suite - Management Unified Business Process Manasement Suite ULA* 1

Application Server - Management WebLoeic Server Manasement Pack ULA* L

WebService - Security API Gateway ULAX L

File Transfer Manased File Transfer ULA* 1

at Oracle Linux Per Server 1

Virtual Machine Oracle Linux Per Server 1

Related Technologies:

The "OpenSource" software included in the Related Technologies is per County directive. lf it is
determined that the software listed as OpenSource requires licensing, the County shal! be responsible
to procure the !icenses.

* Software ltems assumed to be previously procured by the County.

Cook County Statement of Work - Enterprise Service Bus lmplementation
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2.3 Hardware

The following is the scoped hardware for the project to be implemented in Phase-1:

Toble 2.3: Hardware Footprint (lncludes upgroded hordwqre models for Enterprise SOA Deptoyment)

Proposed Hardware for Enterprise SOA/ESB Deployment

Eniironnr€nt Tyre HardwaJe Component Qilaftity

Production Application Server Oracle Server X5-2 (16 cores per server) 2

DR Application Server Oracle Server x5-2 (16 cores per server) 1

Dev Application Server Oracle Server X5-2 (15 cores per server) I

Test Application Server Oracle Server X5-2 (16 cores per server) 2

Stage/Train Application Server Oracle Server X5-2 (15 cores per server) 2

Oracle.Se,rver X5-2{116 aotea per.'situei) 8

Note: Table 2.3 does not list the hardware for AST's work-station or any non-Oracle products such as

SVN, JMeter etc. See Appendix 3: lnitial Hardware Architecture.

2.4 Oracle Hardware lnstallation and Configuration

The scope includes installation of Oracle SUN Server X5-2 and Oracle ZFS Storage 2S3.2 at the County's
primary data center. AST will purchase this hardware pursuant to the terms of the Agreement. See

Section 9 ("Payment and Pricing"). The services provided by AST shall include installation of the servers,
operating systems, connecting to the County's network, and making the servers available to provision
different application environments.

Cook County Statement of Work - Enterprise Service Bus lmplementation
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Enirii6nmeirt Ty.pe tltrdwarc componeot ,quantily

Produ ction Storage Appliance Oracle ZFS Storage ZS3-2 1

DR Storage Appliance Oracle ZFS Storage ZS3-2 1

Dev/Test/Stage/Tral n Storage Appliance Oracle ZFS Storage ZS3-2 1

Oracli! ZFS Storage 253-2 3

Enrtlronmint Type Haidtiiar€ 'cqr.npqnent QiiantqY:r,

Production Database Oracle Server X5-2 (8 cores per server 2

DR Database Oracle Server X5-2 (8 cores per server 1

Dev/Test Database Oracle Server X5-2 {8 cores per server 1

Stage/Tra in Database oracle Server X5-2 (8 cores per server 1

Production DMZ Oracle Server X5-2 (8 cores per server 2

DR DMZ Oracle Server X5-2 (8 cores per server 1

Dev/Test/Stage/Train DMZ oracle Server X5-2 (8 cores per server L

Production OVM Manager Oracle Server x5-2 (8 cores per server) 1

Oiaale.ierver x5.2,{8'coies peli.rfeiver} to



The Oracle hardware will provide the failover capabilities to the ESB environment and will be deployed
in the County's secondary datacenter after the initial testing is complete.

Oracle Linux will be used as the Operating System and Oracle Virtual Machine (OVM) will provide the
a pplicatio n se rver vi rtua lization a nd fa ilover ca pa bi I ities.

These ESB servers will leverage County's existing load balancer, DNS, Certificates, back-up and archival
processes.

2.5 Oracle Hardware Warranty and Hardware and Systems Support

AST, on behalf of and in the name of the County, shall purchase the Oracle Hardware and Systems
Support for a period of three years. The terms of the Oracle Hardware Warranty and Oracle Hardware
and Systems Support Policy are set forth in the Oracle Manufacturer's Statement of Terms, attached as

Appendix 4 to the SOW.

2.6 ESB Environment lnstallation and Configuration

The installation and configuration willfollow a four-step process to ensure a successful environment
build for County's ESB implementation - these are Planning, lnstallation, Configuration and Verification.

The key objectives are to:

e Define Oracle Fusion Middleware
lnfrastructure Standard I nsta llation
Topology

o Create roadmap for installing and
configu ring

. Create roadmap for verifying
system environment

The ESB Environment lnstallation tasks are
listed below.

Table 3.5: ESB lnstollqtion ond Configuration Steps

,,u*w\,,*
Wffiry

Verify system environment Before beginning the installation, verify that the minimum system and

network requirements are met.

Obtain the appropriate
software

To create the topology described in this guide, obtain the Oracle SOA/BPM
I nfrastructu re softwa re.

Determine instal lation
directories

Verify that the directories that will be needed can be created and/or
accessed by the installer, and exist on systems that meet the minimum
requirements.

lnstall the software Run the installation program to install the software. This transfers the
software to your system and creates the Oracle home directory.

Cook County Statement of Work - Enterprise Service Bus lmptementation
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Create a WebLogic domain Use the configuration wizard to create and configure the WebLogic domain.

Administer and prepare the
domain for high availability

lnstall/Configure additional tools and resources to administer the domain
and configure it for highly availability.

Configuration Configure ESB environments for administration, security, logging, archiving
and other activities.

During the verification phase, the following steps will be followed to ensure the environment is installed
and configured accurately:

Oracle Middleware components will be installed in five different environments which will be created
using the virtual servers. Development and Disaster Recovery environments will be single node (virtual)
while Test, Training and Production Servers will be clustered for high availability.

Prior to installation and configuration of the environment, AST and County willjointly identify and
finalize the version of the proposed software to be installed.

The installation shallfollow the best practices approach described in Oracle's enterprise deployment
guide and recommendations for Oracle Fusion Middleware for high availability architecture and security.

AST will build five environments; Development, Test, Training/Stage, Production and Disaster Recovery
(DR) Environment. The test environment shall be created as "gold" and then cloned for the Stage and
Production Environment, the below picture provides the sequential build of various environments.

Statement of Work - Enterprise Service Bus lmplementation
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Verify certification and
system requirements.

Verify Oracle Fusion Middleware lnfrastructure installation and configuration.

ldentify a proper installation
user account

Verify that the installation user has the proper permissions to install and
configure the softwa re.

Select the installation and
configu ration d i rectories.

Verify that the Applications are able to create the necessary directories for
installation and configuration, according to the recommended directory
structu re.

Launch of ESB Systems Verify that all ESB components are able to Start and Shutdown successfully

Access to ESB Systems Verify the availability of various screens of ESB Components
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2.7 Data Exchanges lmplementation
AST will have the overall responsibility to plan, design and deliver the scoped data exchanges/interfaces
and shall perform the following tasks-

o

o

Metadata Mapping

Business Processes

Transformation Rule

Document data flow mapping (ldentifying all data sources, connections, and interfaces
between systems and transfer of data including high level description of the data
received, processed and transferred.)

Security Controls (Authentication and Authorization)
r lntegration with County Single Sign-On Solution as service consumer to support

. AD/ADFS integration in multi-forest environment for authentication
using SAML 2.0/WS-Federation protocols

o Authorizations for operations/business process/service/interface are
specific and are native to the SOA platform with ACLs and RBACs

Security Standards / Frameworks (CJlS, NIEM, NIST 800-53, and HIPAA HITECH, as

required by future amendments) (HIPAA not included in current scope)

Audit Compliance Requirements

Non-Repudiation (Reporting functionality to identify the data transferred via the
interface to ensure that all data elements of a transaction sent to a system were
received.) And for sanity of the SOA platform components subject to audit,
processes/procedures be put in place.

Security Audit Logging and Data Retention Requirements

o Assist County to perform a Data Classification Assessment

o

o

o

o

Cook County Statement of Work - Enterprise Service Bus lmplementation
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o Network (DNS Entry, URLs)

o Performance

o Availability

o Sizing

o Archiving (Data Backup and Recovery Controls)

o Platform and Application monitoring (Security Audit Logging)

o Develop, document, and create business process data flow diagrams

o Develop, document, and create all application hardware components, software
operating systems, and databases

o Develop, document, and create the System Architecture diagrams (all environments;
development, test, production, etc.) including all ingress and egress points, connections
to servers, and network support devices.

o Develop, document, and create standard operating procedures for system and technical
Runbooks

o Develop, document, and create a permissions based matrix for Access Control Lists
(ACL's) and Role Based Access Controls (RBAC)

o Mapping, Protocol conversion, Routing and Orchestration

o Synchronous and Asynchronous Communication, Reliability of Message Delivery

o lntegration with County Single Sign-On Solution as service consumer to support
. Security (SAML, AD lntegration), in multi-forest environment

o System and application administration controls

o Non-Repudiation including encryption, decryption, key-storage, and/or digital
certificates

o lntegration with third party security information and event management systems -
McAfee Security lnformation Event Management (SIEM)

o lntegration with third party application security scanning tools - HP Web lnspect

o Using XML, REST services

o Using BPMN, BPEL language

Cook County Statement of Work - Enterprise Service Bus lmplementation
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JDeveloper

'/ Secure services using Oracle WebService Manager and/orAPl Gateway

Data exchange integration to be implemented in the current scope of project are Charging lnformation
Feed and Mittimus Feed, the details of the exchange implementations are listed in the table below.

Toble 2.6 Dato Exchonge Detoils

::strr,:tii:]1ili*4$fr'(ll:i.ll?i€:tl::::.:::l?::a::a:a:|*:lga;
Dah Erdrffift

\ Name Chareine lnformation Feed Mittimus Feed

2 Pa rtici pants Clerk of the Circuit Court of Cook County [Clerk],
Cook County State's Attorney's Office [SAO]

Clerk of the Circuit Court of Cook

County [Clerk], Cook County
Sheriffs Office ICCSPI

3 Messase Flow Single-direction, SAO to Clerk Single-direction, Clerk to Sheriff
4 Cu rrent

Tech nology
a,

b.

SAO - SQL to fixed-length flat file; flat file
delivered to Clerk via ftp

Clerk - flat file to vsam on mainframe

a. Clerk - Each Mittimus record
delivered to Clerk's Server via

Message Queuing (MQ)

b. Clerk - Writes the data
remotely into a row of an SQL

table in the Sherriff's
database.

c. Sheriff - Accesses the data in

their database.

5 Subject Matter Criminal Felony Charging lnformation Criminal Prisoner Movement
lnformation, Charges, and

Disoosition
5 Description SAO reviews and approves criminal felony charges

on a daily basis. SAO must provide a record of the
approved charges on a per-defendant basis to Clerk
so that Clerk may then develop a Court Call for
multiple dates within a7-day timeframe - i.e. some
of the included/approved cases wlll appear before
a judge tomorrow, some in two days, some in
three, etc. Currently, SAO queries their case

management system for eligible cases 3 times
daily, moves defendant/case, charge, and other
related data to a SQL staging database, and once
daily constructs a flat file from the new cases in the
staging table and send the flat file to Clerk on a
daily basis. Any interruption in this process results
in a significant interruption or possible stoppage in

case hearings. This transfer is critical to normal
court operation. This transfer has been in place

since 2010 with minimal downtime.

At the request of the Sherifl
Mittimus documents that are
printed are sent to the Sheriff
electronically as a series of MQ
messages.

Cook County Statement of Work - Enterprise Service Bus lmplementation
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2.8 Reports

Oracle Enterprise Manager, Oracle Weblogic, Oracle Enterprise Repository and other tools provides
standard out-of-box reports and will be part of the scope of implementation. A framework will be put in
place to identify up to 10 data elements per data exchange integration along with service/interface
specific data to generate usage reports using BAM. During the design phase requirements will be
collected for up to 3 of medium complexity reports. Listed below are the two out-of-the-box reports.

lmoge 2.7.1: Governonce Report

(chr-aaryl.*l OlAPrrF(,'i-a+rwr, a (r o)

lmoge 2.7.2: Weblogic Jova Virtuol Machine Report

'1i'

ffiW
ffi
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2.9 Change Management

AST shall develop change management strategy to facilitate a smooth transition for ESB implementation
andintegrationoftwodataexchanges. Tosupporttechnologyandbusinessprocesschangeandtheir
potential impacts, AST's Project Manager will be responsible for assisting County in the following
activities:

process changes.

" Create transition (support) plans to manage the impacts of the project.

AST's Project Manager shall lead planning and creation of the change management strategies in

coordination with County's Project Manager. The County shall be responsible for the execution of
change management strategy and final approval of any change being deployed into a production
environment.

2.9.L Communication Strategy

AST shall assist County in developing a communication strategy/plan. The County will utilize this strategy
and effectively communicate with the stakeholders to ensure that they have a clear understanding of
the functionality and the associated benefits being deployed, impact on the data collection/exchange
and the timing of the implementation.

The communication plan can assist with ensuring that the stakeholders can:

Cook County Statement of Work - Enterprise Service Bus lmplementation
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z.LO Testing/QualityManagement

AST shall lead the testing and validation of the hardware installation and data exchanges/interfaces
scoped. As part of the project, the team shall create a testing strategy and plan and test scripts. All
custom components will be unit tested prior to system integration testing. AST shall perform the System
lntegration testing and assist the County in conducting the User Acceptance Testing. Confidential data
shall not be used or copied outside of the County environment, without the express written consent of
the County.

The testing scope will include technology, interfaces and business processes within the Oracle ESB,

interfaces to other systems. All critical and major issues identified during the testing will be corrected
before the final "Go-Live." The project shall conduct multiple rounds of testing as described in the table
below:

Any custom program (interfaces, Uls, reports, extensions, data conversions, and

other customizations) will be unit tested by the project's combined AST-County

technical team and then by the functional team before they are made available
for system integration testing. This technical QA process ensures that the code

rrr' meets the business requirements identified for the customization

System integration testing is one of the most critical parts of an implementation
project. lntegration testing will test the complete set of the County's processes.

The steps in system integration testing include:

. A group of functional users will run all test scripts related to a given

process. This makes sure that the hand-offs between modules are

tested as well as each script within the process.

. Testing will include testing of Security components such as redaction
and adherence to OWASP.

I As each script is tested, the results are recorded in a testing results log.

r lf the scripts pass the test, all related customizations can be moved to
the User Acceptance Testing environment.

. lfanyscriptsfailthetest,the resultsaredocumented. Theitem mustbe
analyzed, the fix must be identified, and the complete process with the
failure must be re-tested after the fixes have been incorporated.

. Failed items are tracked on the Test Failure Resolution Log.

Actual results shall be documented by AST and compared to the expected results
to ensure the business processes are working according to the design.

The best practices suggest that all key users participate in User Acceptance
Testing. The issues and results will be documented and verified against expected
results. This helps mitigate risks by identifying all the major issues with the
Technology before going live.

User acceptance requires the resolution of security vulnerabilitles related to ESB

systems that have been identified as High or Critlcal and a plan to resolve the
remaining vulnerabilities.

The end result of the process should be a preliminary acceptance of the systems.

All issues will be documented and will be reviewed with the County Team. When
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:' conducted to make the final 'Go/No Go' decision for the implementation project
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z.LL lssue Management

The project management team shall continually review all open issues and shall maintain an active log of
issues including people issues, process issues, system issues, information security issues, infrastructure
issues, Oracle SRs, patches and patch-sets. lssues will be defined and logged bythe project team and
classified as system, business flow, infrastructure or others in orderto streamline the resolution process.
As part of the issue resolution process, each issue shall be categorized by severity and type, and
assigned an owner.

2.t2 Risk Management

The project management team shall manage project risks in working with County and shall look for the
opportunities to prevent and mitigate risks. The Project Steering Committee shall serve as the primary
risk management and review board. On an on-going basis, Project Governance Team (AST and County)
shall review all open issues and identify those that will impact the overall project. A risk log shall be
maintained for the project by AST Project Manager.

2.t3 Training

AST shall be responsible for creating a County-specific training plan and material for the ESB

implementation and providing training using a Train-The-Trainer method. AST will train key County
users/trainers (Up to 1-0 County staff members), and they will in turn conduct the end-user sessions as

required. The training material can either be in a Microsoft Word/PowerPoint format which may be
editable for County's future use.

The County Staff/Project Manager, or their designate, will review and approve all training material prior
to its delivery.

Table 2.12.7: Troining Roles ond Responsibilities

Plan Training

Create Training Material

QA Training Material

Review/Approve Tra ini ng

Material
According to pre-defined criteria

Deliver Train-The-Trai ner
Training (Technical Training)

Deliver lnitial Training to County SME/Lead

Plan and Deliver End User
Training

Deliver End User Training

Schedule Training Students, Rooms, Sessions

Prepare Training Site Computers, facility

All training will be performed at the County site, and will use County equipment. The training location

Statement of Work - Enterprise Service Bus lmplementation
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should include training aids such as a projector, whiteboard and workstations. The training workstation
should include a fully licensed version of all relevant software running against a training database which
contains data for the County system users.

Train-The-Trainer Training shall include the following Technical Training (specific to ESB implementation)
and the hours of training.

Toble 2.72.2: Troining Course ond Hours

1 Oracle Database Administration 4

2 Oracle Weblogic Suite Administration 8

3 Oracle SOA Suite Administration 8

4 Oracle BPM Suite Administration 8

5 Oracle API Gateway Administration 4

6 Oracle Enterprise Governance Administration 4

7 Oracle Webloglc Management Pack Administration 8

8 Oracle SOA Management Pack Administration 8

9 Oracle Advanced Security 2

10 Oracle Audit Vault and Database Firewall 2

Total Training Hours 56

Optionally, AST can offer additional advanced role-based Training to County staff including Architects,
Administrators, Developers, Project Manager and Project Executives for an additionalfee, as described
in Section 9.9 ("Advanced Training.")

2.t4 Transition/Cutover Approach

AST shall create a cutover and transition plan for production deployment. This plan shall be shared with
all project stakeholders prior to Go Live. AST shall conduct the Knowledge Transition (KT) session for
County. The KT may be in either a Microsoft Word or PowerPoint format that will be editable for
County's future use.

Table 2.13: Knowledge Transfer
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3. Project Roles and Responsibilities

3.1 Key Roles

All staff will be assigned to perform the Services on such basis (e.g., full time assignment or otherwise)
as needed to ensure that the Services are provided in workmanlike manner and in accordance with this
Agreement. Other than circumstances beyond AST's control (for example, death, medical disability,
resignation, termination or military recall), designated AST staff to key roles shall not be removed from
the project without thirty (30) days prior written notice to the County. The replacement staff for the key
positions shall possess the required qualifications and skills to fulfillthe responsibilities of the role. The
County shall have the right to review and approve such personnel, and such approval shall not be
un reasona bly withheld.

The following AST roles are designated Key Roles: Project Manager and Solution Architect.

AST's responsibilities with regard to Key Roles are also set forth in Article 3 of the Professional Services
Agreement.

3.2 AST and County Responsibilities

The table below identifies the lead responsibility for all the important tasks on the project. The
assignment of roles and responsibilities has been made in order to achieve a continuous and eff.ective
transfer of knowledge to facilitate the long term support of the system by County staff.

Table 3.7: Description of Responsibility Levels

Lead Ownership of the task and performing majority of the work.

Co-Lead Co-ownership of the task, sharing responsibilities

Assist Help the task owners by actively creating part of the deliverable or performing part of
the activity

Cook County Statement of Work - Enterprise Service Bus lmplementation
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3.2.1 Responsibility Matrix

The following is the responsibility matrix:

Tobte j.1.L: ProjectTeom Roles ond Responsibilities
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Wt$lIt:
Project
Executive

Provide guidance and
direction to the project team.

Project Oversight N/A N/A

Project
Manager

Responsible for Project
Management activities in
working with County Project
Manager for the ESB project.

Allocation - 5O% to 100% over
the period of Project.

Project Governance Co-Lead Co-Lead

Proiect Plannine Co-Lead Co-Lead

Proiect Manasement Co-Lead Co-Lead

Change Management
Plannins

Assist Lead

Status Reporting and Project
Team Communication

Lead Assist

lssues Resolution Co-Lead Co-Lead

Consulting Resource

Allocation
Lead N/A

Countv Resou rce Allocation N/A Lead

Scope Control Co-Lead Co-Lead

Project Communication to
Stakeholders

Assist Lead

Production Deolovment Lead Assist

Deliverabl e Acceptance N/A Assist

lnternal Communication N/A Lead

Business

Analyst

Responsible for requirement
definition and analysis.
Creates i nterface specification
document, knowledge
transfer documents, and test
cases.

Allocation - 25o/o to 100% over
the period of Project.

Requirements Analysis and

Definition
Lead Assist

Functional Design Lead ASSiSt

lnterface Desisn Lead Assist

Conduct Design Sessions/

CRP'S
Lead Assist

Conduct lntegration Testing Lead AsSiSt

Create User Acceptance Test
Cases

Assist Lead

User Accepta n ce Testi ng Assist Lead

Create Trainine Material Lead Assist

Review Training Material with
Countv

Lead Assist

Train-The Trainer Delivery Lead Assist

End User Training Delivery Assist Lead

Production Deployment and

Sta bilization
Lead Assist

Perform a Data Classification
Assessment

N/A Lead

Solution
Architect

ldentify and Manages the
technical requirements,
architecture and design,
provider technical direction to
team. Provide Training and
Knowledge Transition to
County.

Allocation - 50o/o to 100% over
the period of Project.

Analyze Technical and

Securitv Reouirements
Lead Assist

Plan Technical Architectu re Lead Assist

Solution Design Lead Assist

lnterface Desien Lead Assist

Establish Design and Build
Standa rds

Lead Assist

Process Flow Design Lead Assist

Design review Lead Assist

Svstem Testine Lead Assist
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User Acceptance Testing Assist Lead

Production Deployment and

Sta bilization
Lead Assist

Developer
(soA

Consultant)

Build and Unit Test all Data
Exchange lntegrations.

Allocation - 100% during
implementation and 50%
during support.

Technical Design Lead Assist

Development of Data

Exchange Programs
Lead Assist

Modifications to
Target/Source svstems

Assist Lead

Unit Testine Lead Assist

Svstem Testing Lead Assist

Production Migration Lead Assist

DBA/Middlewa
re Admin

Responsible for installing all
the ESB components in DEV,

TEST, STAGE, PROD and DR

Environments.

Allocation -25%to 100% over
the period of Project.

Software lnstallation Lead Assist

Environment Creation
(Dev/Test/Traini ne/Prod/DR)

Lead Assist

I nfrastru ctu re/Syste m

Configuration
Lead

Co-Lead

Analyze, track, resolve issues Lead Assist

Backup and Recovery Assist Lead

Patch Application Lead Assist

Production Migration Lead Assist

Sys Admin, AD

Admin, Third
Party Admin,
Hardware
Admin

Responsible for Hardware and
OS installation and VM
Configuration.

Allocation -25%lo L00%

during ENV set-up.

Prepare Data Center(s) for
Hardware lnstallation

Assist Lead

lnstall Oracle Sun Server

Hardware
Lead Assist

Configure VMs Lead N/A

AD and 3rd Party Software
Confieuration

N/A Lead

Production Migration Lead Assist

Managed
Services

Support Lead

Managed Service Support
Allocation -tO%ro25% Managed Service Support Lead Assist

*AST will configure the Oracle agents to make use of the County backup and restore setup. AST will do
all server installations and software implementations. The County is responsible for data center
readiness and identification of pre-requisite resources.

3.3 County Staff Roles and Time Commitments

Listed below are the expected County Roles, the approximated time commitments over the course of
the project, for each group. The County may divide these roles among multiple resources at their
discretion provided the same productivity is achieved.

Toble 3.2: Countv Roles
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Project Manager 1, Ability to manage large projects; understanding of
County business processes, escalation process

and approval process; good communication skills.
Planning and communication skills; Knowledge of
interdepartmental and interpersonal dynamics
within County. Plays role of Training Coordinator
for County

so%

SME/Business Analyst ,),
One per Application area (Clerk of the Clrcuit
Court of Cook County [Clerk], Cook County State's
Attorney's Office [SAO], Cook County Sheriffs
Office [CCSP]) with complete understanding of
County data exchange systems, ability to perform
a Data Classification Assessment

to%

Solution Architect 1 Knowledge of Oracle Middleware environment
and ability to review and approve the design

document; provides architecture feedback and
necessary details to AST team for County's
technical and security standards

25%

DBA/Middleware Admin 1 Database administration experience; knowledge
of current County systems and technology
procedures for database system back-up and

archive

5%

Sys Admin, Network
Admin, Hardware Admin

1 Knowledge of County Networking, Linux

Ad min istration i nfrastructu re and ca pacity; able
to configure Back-up, Archive, Firewall, Load

balancer, DNS Entry and other network
configuration, AD and any Third-Party Software
Configuration

t0%

Support Lead/Manager 1 Ability to manage and support the ESB technology
implantation at County.

25o/o

The County's personnel will be assigned to the project as per the above staffing profile. Key users and
management time will be made available for the duration of the project for interviews, system
demonstrations, system testing, decision-making and other tasks related to this project.
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4. Project Schedule
The following is the preliminary project schedule. This will be revised in consultation with the County
project management at the start of the project.

,t 
.,1

1.1.1

Fri 111116

I 235 days : Fri 111116
l,i

17 days '. Fri 111116

lhu 11124116

Thu 111241'16

Mon 1/25116

'......---i,,------.- . -,.-.-.------.-,. . -, ",-""i
Fti 1t1t16 t tnu lnnA i

Fti 111116 : fhu 1l7ho

Fri 111116 ; Thu 117116
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5 days Fri 111116 t fhu 117116

5 days Fri 111t16 fhu 117116

1.1:1.'i:1

11.1.1 1:1

I .1.1 .1 .1 2

1.1.1.1.1.3
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't.1.1.1.2
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5 days
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Review & Approve Plan
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Mon2l29h6

Mon 2!ze!16

Y::".i?!2!i16
Ni0n ltlv,/ ti)

: M: €SB Adrnini$trati$n Best Fracticcs Sreat*d I 0 days

t{l: Data Exchanges lmplementations Requirement Spec n da,,c
Created v vuY r

tlra;n2!7Uj\

Mon 2/22116

' &,'!an 212$l'l{3

llttlll 1111! il7

1.1.11

.t _,1.,1,t.1

Solution Design 35 days Tue 3/1/16 Mon 4/18/16

Design Best Practice and Standards 15 days Tue 3/{/{6 , Mon 3121116

1.1 11 11 Architecture Goals 1 5 days Tue 3/1/16 Mon 3121116

1.1.11 1.2

1.'1.1 1.1.3

tlttt.i
1111 15

11111f'

Data Exchange and Format Design

Design Principles

Design Patterns

ESB Platform Solution Design

Pilot Data Exchanges Solution Design

'15 days

1? 
d9Y.

1 ! 9,Y:
15 days

'15 days

Iue 311116

Tue 3/1/16

: Mon 3/21l16

1Mon3l21l16 :

l

l

Tue 3/1/16 1 Mon3121116

Tue311116 
, 

Mon 3121t16

Tue 3/1/16 Mon3121116
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1.1.11.2

'1.,1.11.2.1

1.1.11.2 1 1

Technical Design - ESB Platform

Physical Architecture Design

TBD

35 days Tue 311116 : Mon #18/16

20 days Tue 31221'16 i Mon 4/18/16

: 20 days Tue 3/1/16 I Mon 3/28/16 .

; 
20 daVs Tue 3/1l'16 | Mon3l?t9l16

. 20 daVs Tue 3/1/16 
I 

Uon 31128fl6

20 days Tue 3/1/16 Mon 3/28/16

20 days Tue 3/1/16 Mon 3/28116

, L:1:11'12,
. 1.1.11.2.2.1

,a 1.1:11.2.3

1 1.1 .11 2.3 1

Access Management Design

TBD

Database Design

raD

1.',t.11.2.4 Storage Design

TBD 20 days Tue 3/1/16 Mon 3/28/16| 1.1.11.2.4.1

1.1.11.2.5

i 1.1 .11 .2.5.1

1.1.11.2.6

i 1.1.11 2.6.j

1.'i..11.2.7

1.1.11 271

Resources Design

TBD

lntegration Points Design
-iBD

Notifications Design

TBD

.l

:

l

)

20 days : Tue 3/l/{6 i Mon 312:8116

20 days ' Tue 3/1/16 : Mon 3/28l"16

2ll0 !1!" . rue 3!1t16 , Mon 3t281't0

20 days Tue 3/1/16 M,on 3/28116

20 days Tue 3/1/16 1 Mon 3/28/16
i_l

?9*9uvr rue 3/1/16 " M:l 
9/29119*

20 clays Tue 3/1/16 I Mon 3/28/16 :

"-'"--"-.''------:.'---"---- - -....- l ----' - - "' l

20 days rue a/lll! i y9l:1?916 _ lit
20 days Tue 3/{/16 I Mon 3/28/16 l

20 days : Tue 3/'1116 I Mon 3/28116 
i

20 days : Tue 3t1116 i Mon 3i28i 16 l

20 days : Tue 311116 . Mon 3128116 
|

:1.1.11.2.8
i'-- -- --- -, .

, 1.1.11.2 8 1

fetwgf ogsisn

TBD

1.1.',t1.2.9 Project Management

cgrycl 
.?lojecl slgtls 

.Yeeti 
ns:

Report and Manage Status

Review and Mitigate Risks

1_111?? 1

1 
1 11.?2

1.1.11.2 9.3

11'1:111'10
: 1.1.11.2.10.1
l
, 1.1.11.2.10.2

Perform Quality Assurance 4 days Tue 3/1/16 Fti 314116

Review Deliverables

Review Project Risks

2 days

2 days

Tue 311116 Wed 312116

Thu 3i3l16 Fri314116

1.1.11.3 Solution Design - Data Exchange 3sdays , Tue3/l/16 : Mon118/16 
i

lnterface Specifi cations 35 days : fue3l1l16 Mon 4i1Bl16

ESB Platform Build

Build Source Control lntegration Environments

TBD

1.1.11.3.1

1.1 .11.3.2 Metadata Mapping 35 days , Tue 3/1/16 i Mon 4/18i16

1 1 12 M: Technical Design Completed 0 days Mon 4i 18116 Mon 4118/16

i 1.1.J3 M: lnterfase ne$igrl Completed fl ciays t,4orr 4l1B,r1S , Iuorr 4ll8i16 
:

1.1.14 Build

:1.1.14.1

11.1.14.1.1
: . ..... .--. -,---. - .,.,,,, ,,.- - ,,

1 .1 .14.1.1 .1

1.1.14.1.2

1.1.14.'t.2.1

Platform lnstallation - DEV

Hardware lnstallation

3591"-, l'"4i"29i19 I M:16J11/19
a

10 days : lue 41261'16 ] Mon 5/9/16

1 .1 .14.1 .2.1 .1

1.1.14.1.2.2

t.t.tit z.z.i

1.1.14.1.2.3

1 .1 .14.1.2.3.'l

1.1.14.1.2.4

TBD

Software lnstallation

ieo -- "

Gonfiguration

iBD

Testing

1 0 days Tue 4l _2!fi6 i Mon 5/9/16

10 days Tue 5/10/16 Mon 5/23116

10 days Tue 5/10/16 Mon 5/23116

10 days : Tue 5124116 : Mon 6/6/16

10 days . Tue 5124116 : Mon 6/6/16

5 days : Tue,t7t16 i Mon 6i13i16

20 days : Tue 6/14116 Mon7l'lll16

:1.1.14.1.2.4.1
t"-....-..--'.-.-..
.1.1.14.1.3

TBD

Platform lnstallation - TEST

't.1.14.1.3.1 Software lnstallation 5 days , Tue 6/14116 : Mon 6/20/16
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1114.1.3.1 .1

1.1.14.1.3.2

TBD

Configuration

5 days Tue 6114116 : Mon 6/20116

10 days f ue 6t21t16 Mon 714t16

1 .1 .14.1 .3.2.1

1.1.14.1.3.3

:1114 1331'
i. 1.1.14.1:4 

l
,,t.1.14.1.4.1

TBD

Testing

TBD

:1

l9*v: ryeot2l!:9:.Y:::"!!4!13 
:

5 !::":lv"- r:ll: 7 t5!16 : Y9! 1t!!9 ,

5 days rue 7t5116 I Mon 7i I 1/16 
I

Platform lnstallation - STAGE

Software lnstallation

20 days Tue 7/5/16 Mon 8/1/16

5 days Tue 7/5/16 Mon7t11t16
), 1.1 .14.1.4.1 .1

1.1.14.1.4.2 Configuration

i 1.1.14 1.4.2.1 TBD I toory. : Tue7t12t16 ; Mon7t25t16 
|

i '1.1.14.1.4.3 Testing 5 days Tue7t26t16 I Mon 8/1/15 
i

, 1.1.14.1.4.3.1 TBD ' 5 days fue7t26t16 ] Mon g/1/16 
I

,t.,t.14.2

1 .1 .14.2.1

t.t.ti,.z,.i

1.1.14.2.3

1.1.14 2.4

1.1.14.2.5

Develop Business Process

Apply Security

Develop Components

,Y. CI,Ev Enu1glIent 0_reat**

M: TEST Envir0nment Created

l$ : $TAGf; l?RAtN, l{S Envirsr}rnerrt Srseted

, 5 d?v' _.*I'9J15116 : y'lJl1li16 j
I tOdays : Tue7l12l16 : Mon7l25l16 .

8,0, 9?Y' . I'" 111ei16 - j Y",. 91911-6*

B0days : fue4l19l16 i Mon3/8/16

80 days : Tue 4119t16 I Mon 818/16

0 days &iton $1"1 3116 : Mon 5/13116
^.-*i--:-- :' - -

0 day$ Man7l11l18 I Mon 7/1 1l1S

0 day$ Mon 811116 I fdo* S11116

-;;i; --
1.1.17

1:1:L8--- -J":l!"s1.1.18.1 Develop Testing Strategy and Plan

1.1.18.2 Create System Test Cases

11: 
d1"_ . r:" lifj6 t \yi:t26ll:9*

{5 days lue 4119116 I Mon 5/9/16

30 days Tue 5/10/16 Mon 6/20/16

1 1.18.2.1 30 days : Tue 5/'10/16 i Mon 6/20/16

i1.1.18.3

: 1:1:18 3 1

1 't.t.n.+

Conduct System lntegration Testing 40 days : fue7l12l16 i Mon 9/5/16

TBD 40 days Tue 7112116 ; Mon 9/5/16
:

Tue 9/6/16 : Mon 9/12115Conduct Load Test I 5 days

I t.l.ta.S ConductSystem Stress Testing I 5 days , Tue 9/6/16 : Mon 9/t2l16

1 1.1 18.5.1 : TBD 5 days Tue 9/6/16 . Mongt'12116

1 .1 .18.6.1 : TBD r 15 days Tue 9/6/16 i Mon 9/26116

r1.1.'i3

r1.1.20

fS: Ye$t $tratesy e reate** il davs Mon 519116 i Moa 513116

fU: Ts$t C*$*J$cript Scvel*ped i 0 day$

, 0 days

Mon 612$i16 lI Mon S1?*116

&4: Systern Te$ting Cornpleted Mon 915116 I Mor;9/51'lll

ll{: Load and Sire$$ Testing C*mple*6d

llS: U,&T e*mpleted

fraining and Knowledge Transfer (KT)

Prepare Training gnvironment

tr\40n g/12116r1.'i.??

i1.1.23
I

, 1.1.24

; 1.1.24-1

r.l rjdvs llorr !126110 i*Qn 9/26, 16
I

45 days Tue 6l21n' I Mon 8!22116

5 days fue 6121116 | Mon 6127116

59"y: i r-f 9121116 : MT,61?116- 
.

20 days fue 6128116 't Mon7125116

TBD

Prepare Trajning Materiaf s

TBD 20 days Tue 6/28i16 Mon7125l'16
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1.1.24.3

1.1 .24 3 1

t.t)i,.,q

I .1.24.4.1

t.t.ii.i'
112451

t_t_t3

Reviev and Approve Training Materials

TBD

't 0 days ]-ue 7126116
:

10 days . fue7126116

5 days , Tue 8/9/16

Mon 8/8116 
:

tvtgn s{elt0 
:

Mon 8/15/16 I

Mon 8/15/16 :

Mon 8t22116

Mon 8122116

Yon 
illsl.16 

:

Y.l8.12_?1! *:
Thu {0/20/16 :

, " - 9gndY_.i511]""'rql!s
TBD

Conduct Technical User Training

TBD

M: Training lvlaterial$ Prspared

5 days

I 5 days

I 5 days

, 0 days

i,"-eisii6
Tue 8/16/16

ir" eiroiro

Mon 7/251'16

1. 1.-?.9

1.1.27

1.1.27.1

M; Training (frain-The-Trainer) & KT e sr*p,eted

Production Deployment 18 days f ue 9127116

I 0 day$ t{:an &12211E,

Prepare for Production 5 days fue 9127116

1.1.27.1.1 Assess Production Readiness 5 days Tue 91271'16

Mon {0/3/16

Mon 10/3/16

1.1.27.1.1 1

i 1.1.27.1.2

i 1.1.27.1.2.1
i
.1.1.27.2

TBD

Review Support Plan

Review and Update Help Desk Strategies

Production lmplementation

5 dals ._ rt:?s!?7!16

s da.y; . !"" ?!?1t16*
5 days f ue 9127116

l5 days Tue 91271'16

Mon 10/3/16

Mon 10/3/16
-*-..--.-.--- ..:
Mon 10/3/16 

:

Mol lol17119 l
Wed 1O112116 t

Mon {0/3/16 l

Mon 10/3/'16 I

,t.1.27.2.1 Platform lnstallation - DR 12 days fue 91271'16

5 days Tue 9127116Software lnstallation

5 days Tue 9127116

9_:lligu',li,ol
TBD

5 days , Tue 10/'U'16 . Mon 10/10/'16

5 days Tue 1Ot4t16 Mon 10/10/16

1.1.27.2.1.1

1.1.27 .2.1 .1 .1

1.1.27.2.1.2

r ritlil.zt
1.1.27.2.1.3 Testing 2 days r Tue 10/11/{6 : Wed 10/'t216

1.1.27.2.1 .3 1

1.1.27.2.2

1..1.27',.2.2.1

TBD

Platform lnstallation - PROD

Software lnstallation

] 2d'y:* 
-rY:10/111J9

: 13 days , Tue 9!27116

r Sdays , Tue9l27l16

' 
y-"9_l_%3119

, mu tOltglts

I Mon 10/3/16

1.1.27.2 2.1.1 5 days fue0127116 I Mon 10/3/16

1.1.27.2.2.2

1.1.27.2.2.2.1

Gonfigyration

TBD
] 

5 daVs . Tue 10/4/16 i Mon 10/10/16

r 5 days fue fi14116 I Mon 10/10/16

'1.1.27.2.2.3 Testing , 3 days Tue 10/11116 I Thu {0/13/16

1.1.27.2.2.3.1 : TBD 3 davs Tue 10/1 1/16 : Thu 10/13/161.1.27.2.2.3.1 ' TBD 3 days Tue 10/1 1/16 , Thu 10/13/16

't.1.27.2.3

1 1.27.2.3.1

Prod and DR Regression Testing

TBD

2 days Fti 10114116 Mon 10/17l16

2 days Fri 1O114116

1.',t.27.3 GO-Live 3 days Tue 10/18/16 Thu 10/20/16

TBD

llin: Production lmplen*entati*n F[an e re&ted

3 d?I: Tue 10/18/'16 i fhu 10120h6

lMon 1013116 Mon 1013116

M: DR Environment Created * davs f\,{0n 10117/16 l\,i:$n 1SJ17/16

: 1.1 .27.3.1

11.1.:E

11r9

I L1t'
I

I I rr
i.-..-..--..............-.."....

: 1.1.32

1 1.1 .32.1

I 1.1.33

lU: PRoB E!'?vir0'!n:eftt e reatcd

..M: 
po!1y1lly 

for:fisurati*n {s* Ll\lc} 6*mpleted

Warranty Support

7 + 30 week days of Support

M: prod$ction ${*bilixatlon $upp*rt

0 days , Mon '1011?116

t d1vl , .1nu 
tnfin{la

25 days , Fri 10121116
. '-''- '-'..--i----

25 days : Fri 10121116

0 day$ : Tnu 1 1124116

t{,on 1*!17116

ThLr 10120116

Thu 1'll24l'16

rhu 11124116

Thu 11t24118
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5. Project Deliverables

5.1 List of Deliverables

ln accordance with Exhibit 1 of the Contract, Table 7 provides a summary of the AST deliverables that
will either be developed or updated after phase release based on AST's lmplementation Methodology.
Non-services based deliverables, such as for hardware and Oracle Hardware and Systems Support
purchases will be invoiced at the time AST purchases the component.

The following table includes key project deliverables for the implementation

Toble 5.L: List of Deliverobles

tMP-01 Project Mobilization

tMP-02 Project Kick-Off

tMP-03 Project Charter

tMP-04 Project Plan

rMP-05 Requirements Specifi cations Com plete

rMP-05 lnitial Sun Servers lnstalled

tMP-07 Development Environment Created

tMP-08 ESB Administration Best Practices Published

rMP-09 Data Exchanges lmplementations Spec Complete

tMP-10 Technical Design Complete

tMP-11 lnterface Design Com plete

tMP-12 Test Environment Created

tMP-13 Test Strategy and Plan Created

tMP-14 Test Scripts Completed

tMP-15 System Testing Completed

rMP-16 Load Testing Completed

tMP-17 User Acceptance Testing Completed

tMP-18 Training Materials Created

rMP-19 Training Environment Created

tMP-20 Train-The-Trainer Training Delivered

tMP-21 Production lmplementation Plan Created

tMP-22 Production Environment Created

tMP-23 Disaster Recovery (DR) Environment Created

tMP-24 Production Go-Live

tMP-25 Production Stabilization Support Complete

tMP-26 Extended Production Support for 2 years to be optionally
extended for two one-year terms

Cook County Statement of Work - Enterprise Service Bus lmplementation
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These deliverables may be amended/combined/split by written mutual consent between AST and the
Cou nty project ma nagers.

5.2 Deliverable Acceptance Process

The Deliverable acceptance process is outlined in Appendix 2 of this document.
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5.3 Deliverable Definitions

The table that follows provides the expected content and completion criteria of the deliverables required for the County's Enterprise Service Bus

lmplementationproject. All non-systemeventdeliverableswill beprovidedinelectronicformat. Whenrequested,hardcopieswill beprovided.
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Toble 5.3: Expected Content ond Completion Criterio lor project Deliverables
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rMP-01 Project Mobilization lnitiate the Project Phase Assemble pro.iectteam and provide

Orientation to the Consulting Team

Deliverable includes Preliminary
Consultins Staff List

Live Event Event Complete

tMP-02 Project Kick-Off lntroduce the Project to the
Cou nty

Conduct Project Kick-off meeting and
provide an overview of
. Project Scope
. Project Schedule
Deliverable includes Microsoft Power
Point Project Approach Presentation

Live Event Event Complete

tMP-03 Project Charter Provide guidelines on how
the County and AST will work
together to achieve the
common project objectives.

AST and County PM's will work
together to develop pro.ject

governance. The deliverable material
includes:
. Project Management Approach
. Project Organization chart
. Project Methodology
. lssue Management Approach
. Project Status Approach
. ChanBe Management Approach
. Risk Management Approach
. Risk logs

Microsoft Word
Document

County provides approval of
the document(s)

tMP-04 Project Plan Develop a Project Work
Plan/Schedu le

Develop Project Plan complete to the
point that major milestone and

deliverables are included.
The deliverable material includes:
o WBS
. Project Baseline -

o Note: This plan represents the
initial version of the pro.iect plan. lf
new tasks or other changes are

required, the plan can be updated
o Resource assignments at task level

(Without levelins)

Microsoft Project
and PDF

County provides approval of
the document
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IMP-05 Requirements
Specifications

This is a listing of the known
business requirements
provided by the County for
the specific data exchanges

scoped

Review operational, technical, and

information security processes with
the County's team.
The deliverable materlal includes:
. Documented Functional/Non-

. 
Functional Requirements

Microsoft word
Document

County provides approval of
the document

tMP-05 lnitial Sun Servers lnstalled Complete the installation of
the initial servers for the ESB

pro.iect

Complete lnitial Sun Server installation
ln the primary site and make it
available for Software installation

. System lnstallation and

Configuration Document;
. lnitial hardware layout
. Preliminary diagram for

Hardware lavout;

Live Event Event Complete

tMP-07 Development Environment
Created

Build ESB Development
Environment

The deliverable is complete when the
instance is available for configuration
and includes
. lnstallation and configuration ofthe

base Oracle ESB software in the
Development environment

o This will be a single node non-

clustered environ ment
. Updated Development

Environ ment System Architectu re
lif npcripdl

Live event Event Complete
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tMP-08 ESB Administration Best
Practices

Provide Best Practices for the
ESB lmplementation

The deliverable will document the
best practices for SOA, BPM, API

Gateway, Database and Weblogic
Server administration and SOA

Governance Approach and standards
. SOA Governance
o SOA Implementation Road Map;
o updated system Architecture (if

needed)
. SOA Security Best Practices
. ESB Admin Best Practices

Docu mentation
. Naming Standards and Deployment

Structures

Microsoft Word
Document

County approval for the
document

tMP-09 Data Exchanges

lmplementations Spec

Specification Document for
Data Exchanges

Create Specification Document for
Data Exchange including the following.
This is the initial specification before
beginning development

. MaPPing document

. Meta Data definitions

. IEPD definitions

. lnterfacelmplementation
Specification Document;

Microsoft Word
Document

County provides approval o{

the document

tMP-10 Technical Design Document Provide Technical
Architecture for ESB

Environment

This deliverable shall describe the
architecture for the ESB

implementation. lt will also include
Naming standards

. System Architecture;

. Updated SOA lmplementation
Roadmap (lncluding security
best oractices)

MS Microsoft Word
Document

County provides approval of
the document
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tMP-11 lnterface Design Document lnterface design for Data

Excha nges lmplementations
lnterface design document shall
provide the design for the specific
interfaces and business process

identified for data exchange of two
systems. This is the initial specification
before beginning development.

. lnterface Design Document
Iha<plincl

Microsoft Word
Document

County provides approval of
the document

IMP-12 Test Envlronment Created Build ESB Test Environment The deliverable is complete when the
instance is available for configuration
for System Testing and includes:
o lnstallation and configuration ofthe

base Oracle ESB software in the
Test environment

r This will be a multi node clustered
environ ment (if infrastructu re/
hardware is available)

. System lnstallation Document
Updates

. Updated Test Environment System

Architecture as needed;

Live Event Event complete

I M P-13 Test Strategy and Plan Create e Testing Strategy,
PIan

Document to provide the details of
strategy and plan for lntegration and
User Acceptance Testing. The Test
Plan content will include:
. Testing Strategy Approach

o Test Plan

o Test Data Setup
Document

o Testing
Responsibilities

o Testing
Envi ronments

o Regression Test Plan

It will not include data or any specific
scena rio

Microsoft Word
Document

County provides approval of
thedocument

Cook County Statement of worx - Enie.prise s;i;" Br; t;p[runt.tion
Page 35



tMP-14 Test Scripts Complete Test scripts authored and
approved to ensure the full
system is appropriately
tested against requirements

Assist the County to create test scripts
to support the testing.

. Test Scripts;

. Unit Test Cases;

Microsoft
Word/Excel
Document

County provides approval of
the document

tMP-15 System Testing Completed Plan and execute System
lntegration TestinB

The deliverable includes:
. Perform System lntegration Testing

according to Plan using Test scripts
. Create Test Data

Compare results against expected
results pass/fail and findings

. Document lssues for retesting in

the next round
. Test Cases

. Test Results

Live Event Testing completed, issues

documented

tMP-16 Load Testing Completed Plan and execute Stress/Load
Testing

The deliverable will include:
o Evaluate use of automated tools for

load testlng
o Perform Stress Testing according to

plan

. Document test results
r Document test issues

. System Readiness Document
o Test Cases

o Updated System Architecture (as

ncpdpd\

Live Event Testing completed, issues

documented

tMP-17 User Acceptance Testing
Completed

Plan and execute User
Acceptance Testing

The deliverable will include:
o Perform User Acceptance Testing

according to plan using test scripts
. Compare results against expected

results and document passfail and

findings
. Test Results;

On!lne Testing Testing completed, User

Acceptance Test Results

documented and remedia I

actions documented as per

the testing plan document
guidellnes.

tMP-18 Training Materials Prepare training materials The deliverable will include:
. Trainins materials

Microsoft Word
Document/MS PPT

Training Material delivered
tothe County.
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tMP-19 Trainlng Environment
Created

Build ESB Training
Environment

The deliverable will lnclude:
. lnstallation and configuration ofthe

base Oracle ESB software in the
Training environment

. System lnstallation and

Configuration Docu ment
o Updated Training Environment

Svstem Architecture (as needed).

Live Event Event Complete

tMP-23 Traln-The-Trainer Training
Delivered

Conduct Train-the-Trainer
Training for Users and
Technical Training

The deliverable will include:
r Conduct "Train-The-Trainer"

training Classes for County Users
. Conduct Training Classes for

Technical Team - Administrator

Live Event Event Complete

IMP-21 Production lmplementation
Plan Created

Go-Llve I mplementation Plan The deliverable will include a

production cutover plan and list the
tasks, resource and timeline for
production deployment

. Go live lmplementation Plan

MS Office (Excel) County provides approval of
the document

tMP-22 Production Environment
Created

Build ESB Production
Environment

The deliverable will include:
o lnstallation ofthe base Oracle ESB

software in the Production
environment in a multi node
clustered environ ment

. Make Production Environment
available for configuration

. System lnstallation and

Configuration Docu ment
. Updated Productlon Environment

System Architecture
. SOA Service Change Management

Prnap<(.

Live event Event Complete
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tMP-23 Disaster Recovery (DR)

Environment Created

Build ESB Test Environment The deliverable will include:
. Documentation on

backup/recovery and other
recommended malntenance

. lnstallation ofthe base Oracle ESB

software in the DR environment
. This will be a single node non-

clustered environ ment with the
simila r ca pacity as of Development
Enviro n ment

. System lnstallation and

Configuration Docu ment
o Updated Disaster Recovery

Environment System Architecture ;
. Disaster Recovery

I mplementation/Execution
Document

Live Event Event Complete

IMP-24 Production Go-Live Production Go-Live The deliverable will include:
. Production Confi guration Complete
. Production Validation Complete
. Production System made available

to users
. Updated System Maintenance and

Support Document
. Deployment Document,
. Reeression Testins Results

Live Event Production System available
to the users - System is

"Live".

rMP-25
Production Stabilization
Su pport

Production Support
Complete

The deliverable will include:
. Provide 4 weeks of Production

Support after Go-Live
o Review and Resolve lssues
o Transition all Open lssues to

Extended Managed Services team
o Updated System Maintenance

Document

Live Event Event Complete

IMP-26
Extended Production Support
(Managed Services) for 2 years

to be optionally extended for
two one-year terms

Provide the Tier-2 and Tier-3
Post Production Support for
Five Years after Go-Live

Provide remote su pport for the
environment and applications for the
du ration.

Live Event Support period Complete as

per scope

Cook County Statement of Work - Enterprise Service Bus lmplementation
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6. lmplementation Methodology

AST will use its Enterprise Domain Model (EDM)
Methodology for the ESB lmplementation project.
EDM provides a comprehensive process, with standard
methods, controls, oversight, and guidelines to ensure
that all of our clients' projects and programs are
conducted in a disciplined, proven, well-managed, and
consistent manner.

Anchored in PMI standards, and tailored for Oracle
implementations, EDM puts appropriate emphasis on
key areas that are particularly challenging for
e nterprise lT projects : resou rce ava ila bility,
prototyping the future state, change management,
and knowledge transfer. lt is a thorough approach to
achieving a project's goals by embracing, controlling,
coordinating, and driving each successful component
of an engagement. Key features and benefits of our
EDM methodology include:

PHASES OF EDM

lmplementation phases of
diagram below:

EDM are shown in the

Standard methods, controls and oversight
guidelines to efficiently and effectively
manage project and program activities and
risks from both a granular and an enterprise
perspective.

Extensive repository of re-useable tools,
templates, sizing spreadsheets and test
scripts.

Well-defined stages and a logical approach to
software configuration evolving from clearly
defined requirements and efficient business
processes rooted in industry best practices to
a fully functioning prototype that confirms the
viability of the solution.

Measu rable Performa nce M ilestones to
enhance system and process reliability
eliminating surprises during the critical
phases ofthe project.

Substantial emphasis on quality control,
change management, knowledge transfer,
and training from Day One to foster
acceptance at all levels of the organization
and build a sustainable program of
continuous im provement.
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7. Support and Maintenance

7.L Post-ProductionSupport

The County requires seven (7) calendar days of production run without unplanned system downtime
due to critical issues except due to Oracle hardware infrastructure issues before the production support
begins.

AST shall provide 30 calendar days of extended production support to stabilize the ESB environments.
The post-production support will be provided primarily by the staff members from the implementation
team along with the support personnel from the managed services group. The services provided will
include:

installation and the scoped data exchanges

and deployment

patches/solutions and implement the same as needed.

the support period

7.2 Extended Post-Production (Managed Service) Support

AST shall provide the extended Production (Managed Services Support) Service for two (2) years after
the initialgo-live of the ESB infrastructure listed in this statement of work and the scoped data
exchanges, which may be extended for two one-year terms. AST shall provide up to 0.5 FTE equivalents
for the support services during the support period. The support services shall include diagnosis and
resolution of issues related to the ESB infrastructure and the data exchanges scoped.

The County and AST shall, during the six months following the initial Go-Live Phase 1 and Phase 2
(baseline period), measure and monitor support needs and service levels, with the intent of using such
measured activityto confirm and reasonably adjustthe support model, the resource staffing levels
and/or SLAs with the County. This may result in mutually agreed upon adjustments to the services and
fees. Upon completion of the baseline period of six months, the service level agreement (SL's) listed in

this statement of work will begin to be reviewed and enforced.

Scoped Services:

Managed services will include the following services -
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AST and the County on a case-by-case basis. AST will provide the County with regular reports of
all available patches and an assessment of the importance of each respective patch to the scope
of the project

ln addition to other items listed in this statement of work (SOW), the following assumptions apply:

continental United States. Extended post-production support services may be managed outside
of the continental United States where permitted by the express written approval of the County.
AST may not perform any work outside of the continental United States in which personnel have
access to CJIS, HIPAA, or other confidential data.

proposed County environments and applications at minimum annually or in the event of an

internal transfer or termination.

to County systems at a minimum annually or upon County request.

employee requiring access to the system.

Exchanges.

shall meet the requirements of Policy Area 12: Personnel Security, as set forth in Exhibit 2 to this
Agreement ("Criminal Justice lnformation Services (CJIS) Security Policy Version 5.3").

(incident type).

to technical quality testing process and approved by AST (which approval will not be
unreasonably withheld, delayed or conditioned) before it can be added as an in-scope
application component. lf AST reasonably believes the addition of such development as an in
scope application development will impact its service delivery and/or fees, AST will raise a
change request pursuant to the Change Order process listed in Appendix 1. The new items will
not be added to scope until the approval ofthe associated changer order,

locations, users and services, etc.) used in the managed services solution will be reviewed 6

months after the final acceptance of phase 1- and 2, to determine if any mutually agreed upon
adjustments to the services, fees and contract are required.

Exclusions:

work with Oracle on behalf of the County in resolving problems related to in-scope vendor
software and hardware. Notwithstanding the aforementioned exclusions, AST agrees to enforce
on behalf of the County all rights of the Oracle Hardware Warranty that do not pass through to
the County, as set forth in Section 2.5.
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document are not in the scope of this statement of work (SOW).

outbound interface is not in the scope of this SOW, unless it has been otherwise specifically
included in this SOW.

or leased networks including, but not limited to, Local Area Networks (LAN), Wide Area
Networks (WAN), and leased lines, firewall, server/data back-up, data archive, load balancer,
DNS, AD, Exchange is not in the scope of this SOW, unless it has been otherwise specifically
included in this SOW;

workstation and/or desktop issues is not in the scope of this SOW, unless it has been otherwise
specifically included in this SOW;

such as middleware platform and database upgrades or new data exchange implementations,
are not in scope of seruices.

County or a third party engaged by the County are not scoped and is subject to the SOW Change
Order process listed in Appendix L.

Level 1 Helpdesk:

The County will be responsible to provide the Level 1 Helpdesk support. The primary responsibility of
the County Level 1 Helpdesk is to provide a single point of contact for the County SOA/ESB user
community, to gather initial information on the Service lncident and/or Service Request, to resolve
Service lncidents which are within their scope of service, and to forward unresolved Service lncidents
and/or Service Requests to the AST Managed services support resource.

The County's Level 1 Helpdesk agents will:

a combination of knowledge of the applications and scripted solution responses for recurrent or
common user issues

member, document and transfer tickets requiring level 2/3 response, maintain the opening and
closing of tickets for tracking purposes and track call response metrics for internal process
improvement effons.

ln addition, the County will:
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desks within each business area scoped, individuals to be notified in situations where escalation
is necessary)

System). Service incidents are related to a single reported problem. Multiple problems grouped
into a single service incident are equivalent to multiple service incidents and are tracked
accordingly

provide the Services described in this SOW, including an appropriate means of tracking incidents
and generating appropriate incident management statistics to enable service level reporting.
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Managed Services Tasks and Deliverables:

A. Service Deliverv Management

Ongoing Service delivery management will be focused on managing the delivery of the services and
deliverable Materials included in this Statement of Work, including coordinating AST Support
personnel, project communications, reporting, procedural activity, and contractual activity.

AST will participate in monthly status meetings and prepare status reports. These meetings will be
moved to quarterly basis once the ESB solution in scope stabilizes.

ASTwill prepare an Annual Plan presentation on an annualbasis. The plan will include (a)a review
and assessment of the immediately preceding Annual Plan; (b) a review and assessment of the
impact on the Services of the County's operational and lT strategies and plans to the extent made
known to AST; (c) a discussion of major ESB platform maintenance activities undertaken during the
previous year and/or any planned future ESB platform maintenance activities; and (d) review any
plans for major maintenance activities planned for the year.

B. Transition to Manaeed Services Support

This is the time period during which the support services are provided mainly by the implementation
team. During this time period, the implementation team is responsible for all support consisting of
(but not limited to) production break/fix tickets, batch/interface management, system
administration, security and data base administration. ln parallel, the AST team will be performing
Transition to Managed Services tasks. AST will provide the transition support services after the
Phase l and 2 production go-live.

C. Troubleshoot and Resolve lssues (Level 2/Level 3 Support)

The Troubleshoot and Resolve service provides for diagnosis and problem resolution for Service
lncidents caused specifically by breaks in the scoped ESB infrastructure and data exchanges. This
service does not address Service lncidents directly related to the software updates from the
software vendor (Oracle Corporation). AST will provide an average of 0.5 FTE equivalents of support
resources to troubleshoot and resolve issues. Tasks shall include:

breaks in scoped ESB installation and data exchanges;

established criteria

AST)

AST Responsibilities

lncident
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including escalation to application software supplier (Oracle Corporation) if required

consistent with the agreed-upon lTlL-based change management procedures

of support

defects.

Countv Responsibilities

D. Minor enhancements

AST shall provide support up to L60 hours a year for minor enhancements to the existing ESB

environment. Minor Enhancements are defined as discrete units of work, each less than 40 hours
per request activity including, but not limited to modifications to scoped data exchanges including
new functionality. This is an add-on service and willonly be performed if there are excess hours
available after completing the Break/Fix and system maintenance functions. All requests must be
approved in writing by the designated County Coordinator for production support. The work shall
begin only after AST and County approves the work estimates in writing.

AST Responsibilities

Countv Responsibilities
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E. Technical Support
AST will be responsible for identification of vendor (Oracle) mandated patches, fixes and updates
that require analysis. AST will work with the County to determine the need to apply said patches,
fixes and updates to the County Application Environment. lf the decision is made by the County to
proceed with the application of said patches, fixes and updates, AST will work with the County to
coordinate the installation of said patches, fixes and updates. Once applied AST will test the patches,
fixes and updates and coordinate the User Acceptance Test with the County. Once these items have
been successfully tested in accordance with the County testing strategy and approved by the
County, AST will perform the migration of the patches, fixes and updates to Production.

F. SOA Software lnfrastructure Suoport
AST shall provide support for maintenance of the Oracle SOA software infrastructure to assist in
providing high level of system availability. The following are the high level tasks:

determined by the County

scoped)

files

Countv Responsibilities

Maintain a maintenance contract for the Oracle software for the period of this agreement. Provide
final approval of which patches, fixes and updates will be implemented and the timing of
implementation based upon other initiatives.

7.2.L lncident Types

Requests for assistance are categorized within five support levels:

render critical business functions unavailable i.e. business is halted or impaired and no work
around is available.

example, performance is unacceptably slow).

The majority of the functions are still usable. Some circumvention may be required to
reestablish normal service.

tasks.
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7.2.2 Support Hours

Oracle ESB support will be provided during normal business hours as below (except for Critical issues):

o 8:00 AM to 5:00PM CST Monday-Friday (expect public holidays)

Support request emails other than for Critical issues received after business hours and on weekends will
be reviewed the next business day and appropriate response will be taken based on the priority listed
above. Critical issues as defined in the subsection "service Level Agreement - Response Times" shall be
worked on a continuous basis until resolved orthe priority is changed.
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7.2.3 Service Level Agreement - Response Times

Toble 7.2.3: SLAs Response Times

Medium

Regular

Maintenance

1.

2.

3.

1.

2.

3.

Acknowledgment via telephone/email (within 8 hours during business hours).
Begin analysis and work on these within 2 business days
Communicate confirmation of scope and impact of incident within 4 business days of
contact.
Log Service Request (SR) with Oracle, if necessary.
Communicate efforts and results once every week until resolved or the priority changes

Acknowledgment via telephone/email (wlthin 2 business days).
Begin analysis and estimate work on these items within 5 business days
Communicate confirmation of scope and impact of incident within 5 business days of initial

4. Log Service Request (SR) with Oracle, if necessary.
5. Communicate efforts and results once every week until resolved or the priority changes

1. Work will be performed during normal business hours
2. Planned production migration will be done over non business hours or weekends
3. Needed communication will be provided to the County Support Manager.

7.2.4 Bucket of Hours for Additional Work

lncluded as part of the cost schedule, the County will have an additional bucket of hours for use toward
work not scoped in this document, including the types identified below. No work shall be performed

against this bucket of hours without written approval from the Countv's designated proiect manager.
The County shall apply AST's rate card listed in Section 9.8 in determining the fees for the additional
work.

The scope of the work may include the below task list, including but not limited to:
r lmplementation of additional CCCIJIS Data/Process interfaces
o Creation of CCICJIS SOA Road Map to include the additional partner systems identified in the

CCICJIS strategic plan
. lmplementation of new products/features onto SOA platform
. Support for creation and implementation of audit processes for SOA platform

Statement of Work - Enterprise Service Bus lmptementation
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t. Acknowledgment via telephone/email wlthin t hour of notification.
2. Communicate confirmation of scope and impact of incident within 2 hour of initial contact.
3. Assign resources to work on the problem within 2 business hours.
4. Log Service Request (SR) with Oracle, if necessary.
5. Communicate efforts and results once every 2 hours until resolved or the priority changes.
6. All Break Fix Critical issues require immediate escalation to County Support Manager.
7. Assign resources to be available and work on incident 24/7 unlil resolved.

L. Acknowledgment via telephone/email (within 4 hours during business hours).
2. Communicate confirmation of scope and impact of incident within 8 hours of inltial contact.
3. Begin analysis and work on these within 8 hours and continue to work on this until the issue is

resolved or the priority changes.
4. Log Service Request (SR) with Oracle, if necessary.

5. Communicate efforts and results once every business day until resolved or the priority changes.

Cook County



. lmplementation of regulatory standards on SOA platform
I lmplementation of policies and compliance requirements on SOA platform
e Production/Operations support for newly created data/process interfaces

7.2.5 Optional Services (Not Scoped)

The County at its sole discretion may choose to engage AST for the following additional non-exclusive list
of services which are currently not scoped:

o Development of additionaldata exchanges and/or enhancements to existing data exchanges

o Additional production support of systems and applications beyond the scoped services

o Additional services around security, single sign-on and other technology initiatives

The additional scope will be handled through SOW Change Order process listed in Appendix L: Project
Change Order Process.
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8. Schedule of Performance Credit for Failing to Meet
Project Milestones and SLAs

AST shall provide quarterly reports highlighting AST's performance against established service level
requirements, during the implementation and after Go Live, for the life of the contract. AST shall
provide an annual schedule of quarterly reports. lt is a Service Level Violation tofail to provide a

quarterly report as scheduled. For any quarter for which AST fails to provide a report within 30 days of
the date set forth in the annual schedule, AST shall credit the County's account 5200, notwithstanding
the performance credit limitations described in this Section.

ln the event that the AST team fails to meet the service level requirement outlined below, it shall
investigate the root cause to determine if any trends exist. lf any trends exist, it shall create a corrective
plan of action. AST shall present the County with the data on such trends, a copy of the corrective plan

of action and regular updates on the success of the plan of action on an interval consistent with the
quarterly reporting.

For the purposes of the helpdesk SLAs a "Failure to Respond" occurs when the AST team is in confirmed
receipt of a service ticket and the AST team fails to respond to the County within the timeframe defined
in the Service Level Agreement (SLA). AST and the County shall agree on a process for the submission of
helpdesk tickets.

All performance and other credits due to the County shall be applied on the following monthly invoice. lf
the County is entitled to two separate credits, the credits shall be independent from each other. Credits
shall be itemized in the appropriate reports to ensure full transparency. For example, if the County is

entitled to two 5200.00 credits, the two credits are from the base monthly amount and thus the County
shall receive two credits in the amount of $400.00.

ln no case shall a combination of monthly credits amount to more than S400.

For each of the below SLAs: (L) measurements are quarterly after go-live, except the completion of
milestones, which shall be reported during the full lifecycle of the project. (2) the AST team shall
affirmatively monitor for SLA compliance and notify the County of SLA violations, (3) if requested, the
AST team shall give the County raw data to validate SLA compliance and calculation of credits and (a)

the AST team shall provide an executive summary of raw data that explains service level compliance,
calculated credits, data trends, and emerging and ongoing issues.

The credits listed below shall not limit the rights of the County to take further legal action, but does
exclude further performance credits, in the event of a material breach of AST's obligations under this
Agreement. Where a credit is due under this Section, the County may reasonably withhold the amount
of any pending performance credit from any pending invoice to AST or withhold such amount from a

future invoice to AST. Any performance credit issues that may result in payment to the County shall be

immediately escalated to the Steering Committee for review, evaluation, and decision.
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AST's completion of "milestones
and/or deliverables".

The pricing and fees are based
on milestones (i.e., a set of
deliverables) and not a single
deliverable.

For any deliverable that is not
delivered in accordance with the
defined acceptance criteria and in a
reasonably timely manner by AST,

then the team be provided ten (10)

business days to either remedy the
issue or provide an acceptable plan

for remedy (that may extend
beyond the five days).

Due to the collaborative nature of
this ESB project, AST's ability to
achieve milestones will be

dependent (in varying levels

depending on the milestone) the
County team.

For any deliverable for which AST

fails to deliver within thirty days of
the estimated Milestone as per the
mutually accepted project plan, or
date mutually agreed upon by the
parties, AST shall credit the
County's account 5200.00.

This credit shall not apply where

any such failure to deliver a

deliverable in a reasonably timely
manner is caused in whole or in
part by any party other than the
AST team.

The milestone shall be completed
within thirty days of the estimated
Milestone as per the mutually
accepted project plan, or at another
date as mutually agreed upon by the
pa rti es.

AST managed services team's
response time shall be at or
below the response times listed
as Critical priority.

For any month that the AST team
fails to respond and meet this

service level, it shall credit the
County's accou nt 5200.00.

This is the maximum monthly credit
for Critical responses.

Prompt acknowledgment via

telephone/email within t hour.
Communicate confirmation of
scope and impact of incident
within 2 hour of initial contact.
Assign resources to work on the
problem within 1 business hour.
Log Service Request (SR) with
Oracle, if necessary.

Communicate efforts and results
once every 2 hours until resolved

or the priority changes.
All Break Fix Critical issues

require immediate escalation to
County Support Manager.
Assign resources to be available
and work on incident 24/7 until
resolved.

AST managed services team's
response time shall be at or

1. Acknowledgment via

telephone/email (within 4 hours
during business hours).

For any month that the AST team
fails to respond and meet this
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below the response times listed
as high priority.

2. Communicate confirmation of
scope and impact of incident
within 8 hours of initial contact.

3. Begin analysis and work on these
within 4 hours and continue to
work on this until the issue is

resolved or the priority changes.
4. Log Service Request (SR) with

Oracle, if necessary.

5. Communicate efforts and results
once every 8 hours until resolved
or the orioritv chanses.

service level, it shall credit the
County's account S150.00.

This is the maximum monthly credit
for High responses

AST managed services team's
response time shall be at or
below the response times listed
as Medium priority.

1. Acknowledgment via
telephone/email (within 8 hours
during business hours).

2. Begin analysis and work on these
within 2 business days

3. Communicate confirmation of
scope and impact of incident
within 2 business days of initial
contact.

4. Log Service Request (SR) with
Oracle, if necessary.

5. Communicate efforts and results
once every week until resolved or
the priority changes

For any month that the AST team
fails to respond and meet this
service level, it shall work with the
County's team to address

correcting the process moving
forward.

AST managed services team's
response time shall be at or
below the response times listed
as Low priority.

1.. Acknowledgment via

telephone/email (within 2

business days).
2. Begin analysis and estimate work

on these items within 5 business
days

3. Communicate confirmation of
scope and impact of incident
within 5 business days of initial
contact.

4. Log Service Request (SR) with
Oracle, if necessary.

5. Communicate efforts and results
once every week until resolved or
the prioritv chanses

For any month that the AST team
fails to respond and meet this

service level, it shall work with the
County's team to address

correcting the process moving
forward.

Enhancement Suggestions
(Submitted to AST helpdesk)

General System/App lication/
User Support, Software
Updates, and other Non-
Warranty ltems (including
Applicatlon Support, lssue

Resolution Due to County, etc.).

No SLAs

Specific SLAs can be determined and
finalized as part of a Post Go Live

Support Agreement.

N/A
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9. Payment and Pricing

9.1 Payment

lnvoices must conform to the terms set forth in Article 5, Section (b) of the Professional Services
Agreement.

9.1.1 lmplementation Services

ln accordance with Section 9.2, the County shall pay for lmplementation Services by Deliverable. Upon
the County's Acceptance (see Appendix 2: Deliverable Acceptance) of any Deliverable or Milestone set
forth in Section 9.2, AST will submit an invoice to the County in the amount of the Deliverable. The total
amount for implementation services shall not exceed S1,381,200.

9.L.2 Managed Services

AST shall submit a monthly invoice to the County for the amount of Managed Services Fees. The
Managed Services Fee is 5180,000, per year. The County will pay that amount monthly, at a rate of
S15,000, paid in advance.

9.1.3 Hardware and Oracle Hardware and Systems Support Fees

AST shall submit an invoice for all non-services based deliverables, including hardware and Oracle
Hardware and Systems Support, at the time AST purchases the deliverable. The total amount for
hardware shall not exceed S3Z0,ttO. The total amount for the Oracle Systems and Support Policy shall
not exceed 579,955.

Note: The County will pay for three years of the Oracle Hardware and Systems Support policy in
advance to make certain that the County will obtain the policy at Oracle's current rate.

9.L.4 Travel

AST travel expenses are incorporated into pricing for implementation services, managed services and all
other services under this Agreement, except as set forth in Sections 9.4 Additional Service Fees and 9.8
AST Rate Card.

9.2 lmplementation Services Pay Schedule

The following are the implementation Services Payment Schedule.

Toble 9.L: Poyment Schedule by Milestone
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tMP-02 iect Kick-Off s41,400 t/22/2076

rMP-03 Proiect Charter s69,000 7/2s/20L6

tMP-04 Project Plan s69,ooo L/2s12016

rMP-0s Requirements Specifications Complete s6s,ooo 2/29/20L6

tMP-06 lnitial Sun Servers lnstalled s41,400 211U20L6

tMP-07 Development Environment Created s96,60o 6/7312OL6

tMP-08 ESB Administration Best Practices Published s69.000 2/29/2016

rMP-09 Data Exchanges lmplementations Spec Complete s69,000 2122/2016

tMP-10 Technical Design Complete s6e,ooo 4/78/2016

IMP-11 lnterface Design Com plete s59,0oo 4/78/20L6

tMP-12 Test Environment Created s69,ooo 7 /LL/2076

tMP-13 Test Strategy and Plan Created s69,000 s/9/2016

tMP-14 Test Scripts Complete 527,600 6120/20L6

tMP-15 System Testing Completed s27,600 9/sl20t6

rMP-16 Load Testing Completed s5e,000 9/72/20L6

tMP-17 User Acceptance Testing Completed 527,600 9/26/2076

tMP-18 Training Materials Created 527,600 7/2s/2076

rMP-19 Training Environment Created s41,400 811./20t6

tMP-20 Train-The-Trai ner Trainine Delivered $21,600 8122/2076

tMP,21 Production lmplementation Plan Created 527,600 7013/20L6

tMP-22 Production Environment Created s69,000 ra/L7120!6

tMP-23 Disaster Recovery (DR) Environment Created s69,000 LO/L7/2076

rMP-24 Production Go-Live s6e,oo0 LO/20/2076

rMP-25 Production Stabi lization Support Complete s28,800 tLl24/2016

SWi|llliig,;z,,ffi|ll Wil!&hd

*NOTE - Milestone dates will be finalized during the project initiation phase in consultation with the
Cou nty Project Manager.
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9.3 Extended Production Support Services (Managed Services) Fees

The extended production support services included in the scope for two years (24 months) after go-live
is 5360,000. lt may be optionally extended for two one year terms for a fee of StSO,OOO/year

9.4 Additional Services Fees

lncluded as part of the cost schedule, the County will have a discretionary bucket of hours for use
toward any additional out-of-scope work. No work shall be performed against these hours without
written approval from the County's designated project manager. The County shall apply AST's rate card
listed in Section 9.8 to determine the fees for the additional work. The total amount of additional
services fees shall not exceed S180,000.

9.5 Oracle Hardware Purchase, Systems Support Fees

The Oracle hardware costs and three year warranty fees for the first 3 years is listed below:

lffil(ri ii*1{| ir.::1i1i1i.1:|ii;ffi|lfillr|lti1rllllil$rilli llffi lW{titffififfi
HW.O1 Oracle Hardware Costs 7/L176 s320,110

HW.O2
3 Year Oracle Hardware and Systems Support Fees
(Starts at the time of purchase)

L/111.5 s79,9ss

ili**$ ,#iffiitl:i,:!):1 lffiIlltr t{6,# itra*uryarq eso.r
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9.6 Pricing Summary

Listed below is the pricing summary.

Toble 9.7: Pricing Summory

9.7 Estimated Payment Schedule by Fiscal Year

The following is the estimated payments by Fiscal Year:

Toble 9.2: Payment Schedules by Fiscol Yeor

ffiltll
Hardware s320,110 So so So so s320,110
Oracle Hardware and
Systems Support (3 Years)

s79,9ss lncluded lncluded TBD TBD s79,9ss

lmplementation Services s1,38r.,200 so so so So s1,391,200
Managed Services s1s,000 S18o,ooo S16s,ooo TBD TBD s360,000
Addltional Services $13s,000 s4s,000 so SO So s180,000
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9.8 AST Rate Card

Below hourly labor rate card will be applied for any additional services. No work shall be performed
without a written approval from the County. The hourly and travel rates will increase annually at CPI+Z%

Toble 9.5: Hourly Rate Card

ffi W#4fti,ry&l; it,trliii
iffi tl,iil#w)

3.001 Project Manager s2o0 s240

3.002 Solution Architect s19s s23s

3.003 SOA Consultant - Developer S180 5220

3.004 Trainer S16s s20s

3.005 DBA/Midd lewa re Ad mi n istrator Srzo 5210

3.006 Business Analyst s160 s200

3.007 Sys Admin, Hardware Admin Sroo Szoo

3.008 Managed Services Lead - Support s200 5240

3.009 SOA Consultant - Support s180 s220

9.9 Advanced Training

Listed below is the optional advanced Oracle training recommended (not scoped). The County can
procure these training based on the needs and the number of people required to be trained. The listed
tra[ning classes are web-based Live Virtual Class.

Toble 9.6: Additionol Troining Cost

:if,:ffi$#UffiIXWZ, ffrir rllirlillliintr*i:]:;zr:.,.:g:?itlll]|. illiiiililililllirilltlliriiiiiiiiiiiilil :.a,

Oracle SOA Suite

12c: Architecture
and Administration

Architect,
Adminlstrator

lnstall and configure Oracle SOA Suite l"2c based on the Oracle
Enterprise Deployment Guide reference model. Learn advance

configuration of resources and deploy SOA Composite
applications, test, and monitor, troubleshoot, and explore
performance tuning features to create an optimal environment
for executing SOA Composite applications.

S4,2oolperson

Oracle SOA Suite

L2c: Essential

Concepts

Project Manager,
Executives, Users

This training addresses challenges in enterprise integration and
introduces Service-Oriented Architecture (SOA) concepts and

technologies, as well as capabilities of core components of
Oracle SOA Suite

$2,520/person

Oracle BPM 12c

Essentia ls

Project Manager,
Executives, Users

Learn how to use Oracle BPM 12c to collaboratively discover
and define process models. Explore enterprise maps to value
chain models to detailed process flows

$4,200/person

Oracle SOA Suite

12c : Build

Composite
Apolications

Developer Design and develop SOA composite applications for application
integration with services and learn to create an SOA Composite
application using JDeveloper 12c, test, debug and

troubleshoot.

S4,200/person

Oracle BPM 12c:

Advanced
lmplementation

Architect,
Ad m i nistrator
Developer

Learn more advanced features of Oracle Business Process

Management (OBPM) such as inter-process communication
with correlation, advanced error-handling with event sub-
processes and utilizing "skip" and "back", and developing
natural lansuage business rules.

S4,200/person

Note: The estimated cost can change based on when the County procures those services.
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10. Contract Performance Review and Acceptance

The following is the steps for Final Contract Performance review and acceptance

a. AST shall schedule a close out session 30 days after the 30 day onsite support period ends. AST

shall include in this meeting representatives from each business area and the Executive Steering
Committee.

b. AST shall establish the recurring Contract Performance Review schedule. AST shall review
contract performance quarterly during the years of support and maintenance.

c. AST shall prepare a Declaration of Satisfaction Form/Report

d. AST shall confirm the Go-Live dates and system warranty expiration date based on contract
terms.

e. AST shall abide to the following performance metrics:

1. System reliability; System architecture supports automatic load Form signed by PM and Project
Sponsor (or emailed approved).i balancing, mirroring, and automatic failover i

I S. System integrates with tf,e i Syst", can successfully and seamlessly i Acceptance Form signed by PM

i existing technologies i integrate with the recommended existing i and/or Project Sponsor (or
I i +^^L^^r^^i^- I pmailed annrovpd)
i --t'--"o | "'."D' rrvvv L,\rJrrrrb i

a 4. Critical data is available in the i Data in the existing "in scope" databases i Acceptance Form signed by PM

I new system; listed in the scope and assumptions is i and/or Project Sponsor (or
successfully migrated to the new system, and

seamlessly integrates with all other system
components.

emailed approved).

5. Project transition; Vendor submits all acceptance forms for all

and/or Project Sponsor. .

i i to backup location.

i Z. System functionality; I System requirements traceability to i Acceptance Form signed by PM

implemented functionality using the SRM as and/or Project Sponsor (or

i i the basis for pM review. ] emailed approved).

! deliv.erables - as accepted and signed at each

i phase, including UAT signed forms.
"^-'-*-- -*.i.-

6. Budget and schedule;
l

I Key deliverables were executed on time and

i on budget. Project costs were contained
; to/or about the originally agreed amount. A

final report should be presented for signoff.

!!t;:l
,l
i Final Report signed by PM and/or

; Project Sponsor.
I

:
,

"
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LL. Project Assumptions

The following are the project assumptions are included in developing the scope of work and payment
schedule.

Scope and Objective Assumptions

1. The scope and schedule are fixed. The resource and cost estimates have been based on fixed
scope and schedule. Any change in scope or schedule will be addressed through the Project
change order process listed in Appendix 1.

2. The project schedule will be finalized with County project management during the project
initiation phase.

3. Scope of work for two data exchange integration is limited to three systems (Sheriff, Clerk and
sAo).

4. Any changes to the overall solution which are not identified in this SOW may have an impact on
the implementation costs.

5. AST's scope for data exchange implementation will be limited to integration of source and target
systems using ESB, any change in the source or target systems will be the responsibility of the
County.

6. lnstallation of hardware and implementation of data exchanges (Phase 1 and 2) may occur
simu lta neously.

7. The County will provide adequate workspace and infrastructure for the consultants assigned to
the project (including but not limited to telephone, internet connection, remote/VPN access to
all project-related applications, the network, and existing documentation). Such connectivity
needs to be ready and available as soon as possible of each consultant's start date on the
project.

8. The ESB implementation shall use County's existing network, AD, DNS server, load-balancer,
back-up, archiving, Document repository, and incident/issue management systems.

9. Scope of this SOW is limited to Oracle software implementation and support as listed in Section
2 of this SOW, any non-Oracle software not specifically stated in this SOW will be considered
out-of-scope.

Oracle Hardware and Software Assumptions

1. The County shall procure all necessary software licenses (as described in Section 2) for the
project prior to the start of the project.

2. Oracle Hardware and Systems Support will be purchased from Oracle by AST on behalf of the
County. Oracle will provide hardware maintenance, support and warranty directly to the
County. AST will coordinate with Oracle to facilitate Oracle hardware maintenance, support and
warranty. AST will pass through all warranties purchased from Oracle to the County.
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Project Plan Assumptions

1. Due to federaltax laws, consultants traveling for long periods to the same project site must be

cycled off after twelve (12) months. They can either work remotely on this project from their
home location or will be transferred to work on an unrelated project for twenty-two (22),

consecutive business days. AST will develop a staffing plan for such tax sabbaticals to minimize
project impacts and communicate to the County as part of the initial project plan development
for each phase.

2. AST personnel will be assigned, as needed, to complete the AST deliverables as per the project
timeline. The consulting resources will generally follow the staffing profile but will change
according to project needs as decided by AST's project manager, and AST may provide additional
resources, if required, to complete assigned deliverables in a timely manner.

3. AST consultants shall generally observe a 4-day work week, when onsite. Some portion of
implementation workwill be executed remotely.

4. AST consultants will honor all holidays observed bythe County, although, with permission, may
choose to work on holidays and weekends when appropriate.

Extended Support (Managed Service) Services

L. Extended support services scope if limited to Tier-2 and Tier-3 support only (Server, ESB Product
and Data Exchange related issues). Tier-L Support will be provided by County helpdesk/support
team.
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Appendix 1: Proiect Change Order Process

Any change in scope of the project as described in the Statement of Work, or changes that will affect the
scope, timeline, resources or cost will be processed using this Project Change Request process. This will
include:

o Customizations
o Extensions
o Amendments
o Additional Reporting
e Other Changes

For each customization and extension that gets approved, the following will be provided:

o Functional Design
r Technical Design
o Test Scripts

The PCR contains a description ofthe desired change, the business reason forthe change, alternatives to
the desired cha nge, a nd estimates of reso u rces, time, and/or cost to in corpo rate the cha nge as well as

any other pertinent information. This will allow the County to make a decision whether to approve and

incorporate the change into the project or not.

The framework for the change control process is illustrated in the following diagram.

A well-defined project scope change procedure must, at
a minimum, incorporate the following guiding principles:

,/ Defined ownership

'/ Specific boundaries in which a scope change would be considered

'/ Supportingdocumentation

/ Provision of a cost/benefit analysis

,/ Procedures and methods for approving and communicating scope
changes

r' Approach for obtaining additional funding if necessary
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. A Project Change Request (PCR) will be the vehicle for communicating change. The PCR must
describe the change, the rationale for the change, and the effect the change will have on the
project. lt will also include the scope of the change, a description of the activities to be

completed as part of the project change request, an outline of the responsibilities of the parties
involved and the estimated level of effort (and cost) to complete.

. The County's CIO and PIO shall be authorized on behalf of the County to approve Change Orders
that do not increase the cost of the Project or delay the completion of the Project.

o lf a change request has an impact on budget orschedule, it will be presented to County's
Steering Committee for approval. The Steering Committee will determine whether the benefits
of the proposed change merit the investment, and whether they are willing to provide
additional funding. Resolution (acceptance or rejection) of the PCR will be documented on the
PCR in the Resolution section.

. lf approved, a written Project Change Request (PCR) will be signed by both AST and the County's
Project Managers to authorize implementation of the requested change.

. Approved Project Change Requests will be incorporated into the project work plan and assigned
to the appropriate resources.

o Upon receiving an approved Change Order, AST shall promptly commence performing the
Services described in the Change Order.

The following is the template to be used for Project Change Order Process:
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Project Change Request Form
Oracle ESB lmplementation

Requestor i <nome of person requesting chonge> Request Date : <Enter Dote>

Change # : <Reference for CC Moster List> Target Release: <Enter Dote>

Priority : <lndicate high,low or medium Priority>

Functional Area:

Description of Change:

<This section may be o cross-reference to o spec but o summory should nevertheless be contained
here>

Reason for Change:

lmpact if not implemented:

Alternative Solutions:

<Stote if olternote solutions were considered>
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Project Change Request Form
Oracle ESB lmplementation

Recommendation Solution :

<Stote the proposed solution with reason for choosing the some>

Cost lmpact

o Documentation
o Development
r Testing
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Appendix 2: Deliverable Acceptance

The following process will be followed for acceptance of deliverables during the project:

Svstem Event Deliverables Acceptance:

Upon completion of a system event (E.g. Development Environment Created, Conference Room

Complete), AST project manager shall submit a Deliverable Acceptance Cenificate to the County's
Project Leads. Upon AST's submission, the County Project manager shall verify the completion of the
system event and provide an acceptance within five (5) business days.

lf the County does not provide a response within five (5) business days, the matter will be escalated to
the Project Team. lf the Project Team does not resolve the matter during the weekly Project Team status
meeting, the Project Team will escalate the matter to the Steering Committee.

The Steering Committee must issue a decision regarding acceptance within five (5) business days from the
date on which the Committee receives the notice of escalation. lf the Steering Committee does not issue

a decision within five (5) business days, the AST Project Manager will send a second and final notice to the
Cook County Project Manager. lf the County has not made a decision regarding acceptance within five (5)

business days of the AST Project Manager's second and final notice, AST or the County may submit the
matter to the Office of the Chief Procurement Officer for resolution and/or follow the contract dispute
resolution process set forth in Article 6 of the Professional Services Agreement.

Non-Svstem Event Deliverables Acceptance:

All completed non-system deliverables will be reviewed by AST's project manager and uploaded to the
designated project repository/network folder. AST Project Manager shall notify the County Project
Manager and submit a Deliverable Acceptance Certificate.

Upon AST's submission of a completed Deliverable, the County shall review the Deliverable and approve
it or notify AST of the discrepancies and errors found in the Deliverable, within five (5)consecutive
business days, unless otherwise mutually agreed to in writing by the Project Managers of both the
parties. The Business Requirements and Design documents will have ten (10) consecutive business days
after submission for approval.

lf the County requires revisions to the submitted deliverables, allthe required changes shall be collected
and consolidated by the County Project Manager into one document and provided to AST Project Manager
within the stipulated time period. AST shall then revise the Deliverable or satisfactorily explain the reasons
for Accepting the Deliverable "as is". Upon receipt of the revised Deliverable or receiving a satisfactory
explanation for the deficiencies identified, the County Project Manager will verify that the changes were
incorporated and accept the deliverable within five (5) consecutive business days. There shall be no new
revisions requested forthe deliverable otherthan those identified previously in the first round.

lf the County does not provide a response within five (5) business days, the matter will be escalated to
the Project Team. lf the Project Team does not resolve the matter during the weekly Project Team status
meeting, the Project Team will escalate the matter to the Steering Committee.

The Steering Committee must issue a decision regarding acceptance within five (5) business days from the
date on which the Committee receives the notice of escalation. lf the Steering Committee does not issue

a decision within five (5) business days, the AST Project Manager will send a second and final notice to the
Cook County Project Manager. lf the County has not made a decision regarding acceptance within five (5)
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business days of the AST Project Manager's second and final notice, AST or the County may submit the
matter to the Office of the Chief Procurement Officer for resolution and/or follow the contract dispute
resolution process set forth in Article 6 of the Professional Services Agreement.

Proiect Phase Acceptance:

Once the Acceptance of all pre-Go Live Deliverables associated with a particular Phase of the project has

occurred, the County will begin using the Software Components in that Phase for Productive Use ("Go Live

Date"). Once the County has used the Software Components for Productive Use for the duration of the
defined Production Support period of a particular Phase, the County shall notify AST in writing of its
"Project Phase/Wave Acceptance" for the relevant Phase of the project.

The County shall not use the Deliverable in a production environment or in the ordinary course of the
conduct of their business prior to Acceptance of the Deliverable and such use shall, without the written
consent of AST, be deemed Acceptance of such Deliverable.

The following form shall be used for Project Deliverable Acceptance:
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H}M

EDM.910 - Acceptance Certificate

Enterprise Service Bus (ESB) lmplementation

The above deliverable has been reviewed by the undersigned and fully meets the project deliverable
acceptance criteria.

Approved By
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Appendix 3: tnitial Hardware Architecture
Below is the preliminary architecture for the County's ESB implementations.

High Level Architecture for Cook County ESB lmplementation
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Detailed V1.0.0 - August 15, 2015
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Appendix 4: Oracle Manufacturer's Statement of Terms
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This Manufacturer's Statement of Terms (the "statement') is provided by Oracle Corporation, including its subsidiaries ("Oracle") This
statement applies to the Oracle products and services you have ordered from an Oracle authorized reseller.

1. Hardware
a. Your hardware order consists of the following items: operating system (as defined in your configuration), integrated software

and all hardware equipment (including components, options and spare parts) specified on the applicable order. The term
"hardware" is defined as the hardware equipment, including components, options and spare parts. The term "integrated
software" is defined as software embedded in the hardware which is essential to hardware functionality (e.9., firmware).

You have the right to use the operating system delivered with the hardware subject to the terms of the license agreement(s)
delivered with the hardware. Current versions of the license agreements are located at http://oracle.com/contracts. You are
licensed to use the operating system and any operating system updates acquired through technical support only as
incorporated in, and as part of the hardware.

You have the limited, non-exclusive, royalty free, non-assignable right to use integrated software delivered with the hardware
subject to the terms of the applicable documentation. You are licensed to use such integrated software and any integrated
software updates acquired through technical support only as incorporated in, and as part of the hardware.

The operating system and/or integrated software may include separate works, identified in a readme file, notice file or the
applicable documentation, which are licensed under open source or similar license terms; your rights to use the operating
system and integrated software under such terms are not restricted in any way by this statement. The appropriate terms
associated with such separate works can be found in the readme files, notice files or in the documentation accompanying the
operating system and integrated software.

For GPLv2, LGPLv2.1, GPLv3 and LGPLv3 licensed code received by you as binaries on physical media, if you would like to
receive a copy of the source code ("source code") on media via postal service, submit your written request at
<http://oss.oracle.com/systems-opensourcecode >. Alternatively, you can mail your written request to Oracle Corporation,
Attn: VP of Legal, Development and Engineering,500 Oracle Parkway, MS-SOP10, Redwood Shores, CA 94065. Your
request should include the name and version number of the product, your name, your company name (if applicable), your
return mailing address, and your email address. Certain source distributions require a fee for physical media. Should this be
the case, you will be sent details on the cost and payment procedure via email. Your request must be sent within three (3)
years of the date of our last delivery of the applicable product. This offer only applies if you received your operating system
and/or integrated software on physical media.

You may only make copies of the operating system and integrated software for archival purposes, to replace a defective copy,
or for program verification. You shall not remove any copyright notices or labels on the operating system or integrated
software. You shall not decompile or reverse engineer the operating system or integrated software.

Oracle may include additional programs on the hardware (e.g., Exadata Storage Server software). You are not authorized to
use those programs unless you have a license specifically granting you the right to do so lf you would like a 30 day trial
license to use such programs contact Oracle or an Oracle authorized reseller.

You acknowledge that to operate certain hardware your facility must meet a minimum set of requirements as described in the
hardware documentation. Such requirements may change from time to time, as communicated by Oracle to you in the
applicable hardware documentation.

2. Warranty
Oracle provides a limited warranty ("Oracle Hardware Warranty") for (i) the hardware, (ii) the operating system and the
integrated software, and (iii) the operating system media and the integrated software media (collectively, "media"). Oracle
warrants that the hardware will be free from, and using the operating system and integrated software will not cause in the
hardware, material defects in materials and workmanship for one year from the date the hardware is delivered to the delivery
location. Oracle warrants that the media will be free from material defects in materials and workmanship for a period of 90
days from the date the media is delivered to the delivery location. You may access a more detailed description of the Oracle
Hardware Warranty at hgR/www.oEelq€omlusl'sr;pBodoolicies/index.llhi ("the warranty web page"). Any changes to the
Oracle Hardware Warranty specified on the warranty web page will not apply to hardware or media ordered prior to such
change. The Oracle Hardware Warranty applies only to hardware and media that have been (1) manufactured by or for
Oracle, and (2) sold by Oracle (either directly or by an Oracle-authorized distributoQ. The hardware may be new or like new.
The Oracle Hardware Warranty applies to hardware that is new and hardware that is like-new which has been
remanufactured and certified for warranty by Oracle.

FOR ANY BREACH OF THE ABOVE WARRANTIES, YOUR EXCLUSIVE REMEDY AND ORACLE'S ENTIRE LIABIL]TY
SHALL BE: (i) THE REPAIR OR, AT ORACLE,S OPTION AND EXPENSE, REPLACEMENT OF THE DEFECT]VE
PRODUCT, OR (ii) !F SUCH REPAIR OR REPLACEMENT IS NOT REASONABLY ACHIEVABLE, THE REFUND OF THE
FEES YOU PAID ORACLE FOR THE DEFECTIVE PRODUCT AND THE REFUND OF ANY UNUSED PREPAID

9.
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TECHNICAL SUPPORT FEES YOU HAVE PAID FOR THE DEFECTIVE PRODUCT. TO THE EXTENT NOT PROHIBTTED
BY LAW, THESE WARRANTIES ARE EXCLUSIVE AND THERE ARE NO OTHER EXPRESS OR IMPLIED WARRANTIES
OR CONDITIONS WITH RESPECT TO THE ABOVE ITEMS, INCLUDING ANY WARRANTIES OR CONDITIONS OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Replacement units for defective parts or components replaced under the Oracle Hardware Warranty may be new or like new
quality. Such replacement units assume the warranty status of the hardware into which they are installed and have no
separate or independent warranty of any kind. Title in all defective parts or components shall transfer back to Oracle upon
removal from the hardware.

ORACLE DOES NOT WARRANT UNINTERRUPTED OR ERROR.FREE OPERATION OF THE HARDWARE.
OPERATING SYSTEM, INTEGRATED SOFTWARE OR MEDIA.

No warranty will apply to any hardware, operating system, integrated software or media which has been:
(i) modified, altered or adapted without Oracle's written consent (including modification or removal of the Oracle/Sun

serial number tag on the hardware);
(ii) maltreated or used in a manner other than in accordance with the relevant documentation;
(iii) repaired by any third party in a manner which fails to meet Oracle's quality standards;
(iv) improperly installed by any party other than Oracle or an authorized Oracle certifled installation partner,
(v) used with equipment or software not covered by the Oracle Hardware Warranty, to the extent that the problems are

attributable to such use;
(vi) relocated, to the extent that problems are attributable to such relocation;
(vii) used directly or indirectly in supporting activities prohibited by U.S. or other national export regulations;
(viii) used by parties appearing on the most current U.S. export exclusion list;
(ix) relocated to countries subject to U.S. trade embargo or restrictions;
(x) used remotely to facilitate any activities in the countries referenced in (ix) above; or
(x) purchased from any entity other than Oracle or an Oracle authorized distributor.

f. The Oracle Hardware Warranty does not apply to normal wear of the hardware or media. The Oracle Hardware Warranty is
extended only to the original purchaser or original lessee of the hardware and may be void in the event that title to the
hardware is transferred to a third party.

3. Oracle Hardware and Systems Support
lf ordered, Oracle Hardware and Systems Support (including first year and all subsequent years) is provided under Oracle's
Hardware and Systems Support Policies in effect at the time the services are provided. You agree to cooperate with Oracle and
provide the access, resources, materials, personnel, information, and consents that Oracle may require in order to perform the
services. The Oracle Hardware and System Support Policies, incorporated herein, are subject to change at Oracle's discretion;
however, Oracle will not materially reduce the level of services provided during the period for which fees for Oracle Hardware and
Systems Support have been paid. You should review the policies prior to entering into an order. You may access the current
version of the Oracle Hardware and System Support Policies at httotrww$l-_qraab-aamruslsuppprypalieleglndex.ht0"!1.

Oracle warrants that services will be provided in a professional manner consistent with industry standards. You must notify Oracle
of any services warranty deficiencies within 90 days from performance of the deflcient services. FOR ANY BREAGH OF THIS
WARRANTY, YOUR EXCLUSIVE REMEDY AND ORACLE'S ENTIRE LIABILITY SHALL BE THE REPERFORMANCE OF THE
DEFIGIENT SERVIGES; OR, IF ORACLE CANNOT SUBSTANT]ALLY CORRECT A BREACH !N A COMMERCIALLY
REASONABLE MANNER, YOU MAY END THE RELEVANT SERVICES AND RECOVER THE FEES YOU PAID TO ORACLE
FOR THE DEFICIENT SERVICES.

NEITHER PARTY SHALL BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPEGIAL, PUNITIVE, OR CONSEQUENTIAL
DAMAGES, OR ANY LOSS OF PROFITS, REVENUE, DATA, OR DATA USE. ORACLE'S MAXIMUM LIABILITY FOR ANY
DAMAGES ARISING OUT OF OR RELATED TO THE ORACLE HARDWARE AND SYSTEMS SUPPORT WHETHER IN
CONTRACT OR TORT, OR OTHERWISE, SHALL BE LIM]TED TO THE AMOUNT OF THE FEES YOU PAID ORACLE FOR
THE ORACLE HARDWARE AND SYSTEMS SUPPORT SERVICE GIVING RISE TO THE LIABILITY.

4. Export
Export laws and regulations of the United States and any other relevant local export laws and regulations apply to the programs
and hardware (including any integrated software and operating system(s)). You agree that such export laws govern your use of
the programs (including technical data), hardware (including any integrated software and operating system(s)) and any services
deliverables provided under this agreement, and you agree to comply with all such export laws and regulations (including "deemed
export" and "deemed re-export" regulations). You agree that no data, information, program, hardware (including any integrated
software and operating system(s)) and/or materials resulting from services (or direct product thereofl will be exported, directly or
indirectly, in violation of these laws, or will be used for any purpose prohibited by these laws including, without limitation, nuclear,
chemical, or biological weapons proliferation, or development of missile technology. You shall include the following notice on
packing lists, commercial invoices, shipping documents and other documents involved in the transfer, export or re-export of the
programs and hardware (including any integrated software and operating system(s)): 'These commodities, technology, software or
hardware (including any integrated software and operating system(s)) were exported in accordance with the U.S. Export
Administration Regulations and applicable export laws. Diversion contrary to applicable export laws is prohibited.'
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Oracle Hardware Warranty
Effective Date: 6-0ctober-201 5

Y*h$s *{ e*ntents
1. Qyervielu
2. Transition to the. Oracle Hardrnrare Wa.rrantv
3. QiqgleIardware LircIqd llVarrantv
4. lf You Experience a Warrantyjssue
5. Warranty Service
6. Tools Used to Perform Yrlarranty Sqrvices7. Global Customer Support Security $ervices
8. What the Oracle Hargware Limited Warrantv Does Not Cover
9. Third Party Hqldware and Sther Third Partv Produgt$
10. Limrtations
11. Qgntact lnfgryation

1. Overview
The details of the Oracle Hardware Warranty are set forth below. The Oracle Hardware Warranty is only available
in countries where Oracle maintains local hardware service or support operations. For a list of countries where
Oracle maintains local service or support operations please refer to the attached document titled "Oracle Sergiqe
Lpcaticlnq" (PDF). lf you are located in a country where Oracle does not maintain local service or support
operations, your warranty terms will vary and third parties may be responsible for providing you with warranty
service.

The term "you" and "you/' refers to the individual or entity that has ordered Oracle hardware and/or media
products, identified in the Oracle Hardware Limited Warranty section below, from Oracle or an Oracle-authorized
distributor to which this Oracle Hardware Warranty applies.

The term "hardware" refers to the computer equipment, including components, options and spare parts (but
excludes third party warranted hardware as defined below).

The term "third party warranted hardware" is defined as hardware identified on your order by a statement that the
warranty will be provided by a third party.

The term "integrated software" refers to any software or programmable code that is (a) embedded or integrated in
the hardware and enables the functionality of the hardware or (b) specifically provided to you under a separate
agreement with Oracle or an Oracle-authorized distributor and specifically listed (i) in accompanying
documentation, (ii) on an Oracle webpage or (iii) via a mechanism that facilitates installation for use with your
hardware.

To view a comparison of this Oracle Hardware Warranty and the previous version of the Oracle Hardware
Warranty, please refer to the attached Statement of Qhanges (pDF).

2. Transition to the Oracle Hardware Warranty

,\$X*RSS $yxtcx**ls
Orders placed before April 1, 2015 in North America for MICROS Systems hardware will receive the MICROS
Systems warranty available at the time the order was placed. Please refer to the attached document "North

Ametiqa"-Stanoatd MICROS Pls.duct Wa,t.fanly Prior,ta April 1. ?015'(PDF) for details on the warranty. All orders
placed after April 1,2015 will receive the Oracle Hardware Warranty, excluding third party warranted hardware.

Orders placed before August 3, 2015 in EMEA (defined below) for MICROS Systems hardware will receive the
MICROS Systems warranty available at the time the order was placed. Please refer to the attached document
"H[tlEA Standard.M|CROS Product WArrgntr; Prior tq-Auqust 3, 20-JS'(PDF) for details on the warranty. All orders
placed after August 3, 2015 will receive the Oracle Hardware Warranty, excluding third party warranted hardware.
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EMEA includes the following countries: Austria, Belgium, Denmark, Finland, France, Germany, Hungary, lreland,
lsrael, ltaly, Netherlands, Norway, Poland, Portugal, Spain, Sweden, Switzerland and United Kingdom.

Fx-omt F*rc?r S*gita!
Orders placed before July 1, 2015 for Front Porch Digital hardware will receive the Front Porch Digital warranty
available at the time the order was placed. Please refer to the attached document "Front Porch Digital Products
Wqrtantv Prior to JulLL201S"(PDF) for details on the warranty. All orders placed after July 1 , 2Ai5 will receive
the Oracle Hardware Warranty, excluding third party warranted hardware.

3. Oracte Hardware Limited Warranty
Oracle provides a limited warranty ("Oracle Hardware Warranty") for (i)the hardware (excluding third party
warranted hardware), (ii) operating system and integrated software, (iii) the Software Media, and (iv) Tape Media.
Software Media and Tape Media shall have the meanings ascribed to them below.

Oracle warrants that the hardware will be free frorn, and using the operating system and integrated software will
not cause in the hardware, material defects in materials and workmanship for one (1) year from the date the
hardware is delivered to you. Oracle warrants that the operating system media and the integrated software media
(collectively "Software Media") will be free from material defects in materials and workmanship for a period of
ninety (90) days from the date the Software Media is delivered to you.

Oracle warrants that the StorageTek LTO5 and LT06 Ultrium and T10000 T2 tape media will be free from material
defects in material and workmanship and will conform in all material respects to the specifications for its lifetime,
meaning for so long as you use it in the configuration for which it was purchased originally. Oracle warrants that
all other StorageTek LTO Ultrium and T10000 tape media, DLT/SuperDLT tape media, and 9840/9940 tape
media will be free from material defects in materials and workmanship for a period of one (1) year from the date
the tape media is delivered to you. Tape media identified in this section may collectively be referred to as Tape
Media.

The Oracle Hardware Warranty applies only to the hardware, Software Media and Tape Media that have been (1)
manufactured by or for Oracle, (2) sold by Oracle (either directly or by Oracle-authorized distributor), and used
under normal conditions as described in the specifications. The hardware may be new or like new. The Oracle
Hardware Warranty applies to hardware that is new and hardware that is like-new which have been
remanufactured and certified for warranty by Oracle. For information regarding third party warranted hardware
please refer to section 9 (Third Party Warranted Hardware and Other Third Party Products) below.

4. lf You Experience a Warranty lssue
Unless othenivise designated in writing by Oracle, Oracle and Oracle authorized service providers are the only
parties authorized to perform warranty service on the hardware. Upon experiencing a warranty issue, please
contact Oracle via Mv Oracle SuBport or contact the Oracle Technical Support Center for your country. Phone
numbers and contact information can be found on Oracle's support web site located here.

lf Oracle is not able to obtain entitlement information through the registration process, you will be asked to provide
the following information when requesting warranty service. your name, address, and contact information; serial
number;a description of the Oracle product; a description of the system configuration;a description of the issue;
and, if applicable, your Passport or Global Purchase Agreement number. You may be required to provide proof of
purchase and/or, if applicable, proof of the installation date prior to receiving warranty service.

5. Warranty Service
WEB Coverage:

Phone Coverage:

24x7 - 365 Days perYear

Local Business Hours

PhoneMeb Call Back Response (localbusiness hours only)

Severity 1 lssue - four (4) Hours
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Severity 2 lssue - eight (8) Hours

Severity 3 lssue - Next Business Day

Oracle will make commercially reasonable efforts to return your initial telephone or internet request for warranty
service within the designated response time set forth above.

lf the 'lDelivenlMgthqllChart: Replacement La(s and ln$tallation of lnteqrated $oftt\.vare UBda[es" (eor) or the
"Oracle Retail and Hospitalitv Deliverv Method Chart" (eor) specifies on-site warranty service for your hardware
and Oracle has determined that an on-site visit is required in order to address the warranty issue, the visit will be
scheduled during local business hours excluding holidays. Oracle will make commercially reasonable efforts to
respond on-site within two (2) business days for hardware located within a designated Oracle Service Location.
Please refer to the attached document "Oracl_e_Service Locatiens" (eor) for a listing of service locations near you.
For on-site warranty service outside the identified service locations response times may be longer.

On-site warranty service is not available for hardware designated as "Return to Oracle" on the "Deliverv Method
Chart: Replacement Parts and lnstallation of lnteg"ated Softwars Updatps" (pDF) or the "Oracle Rgtqil and
Hosnitalitv Delivery Method Chafi (eor), Software Media or Tape Media. lnstead, warranty service will be
provided in accordance with the Replacement CRU shipment process described below.

ln the event that Oracle determines that your issue can be addressed by shipping a replacement part to you (a
"Customer Replaceable Unit" or "CRU"), Oracle will ship the replacement CRU to your site ("Replacement CRU").
Based on availability, Oracle will use commercially reasonable efforts to ship the Replacement CRU within the
response times set forth above starting once the diagnostic analysis is done. Replacement CRUs will be of new or
like-new quality. You are responsible for installation of Replacement CRUs. Replacement CRUs are not
warranted separately from the hardware, Software Media, or Tape Media, but are warranted as follows: (i)
Replacement CRUs for hardware are warranted under the warranty terms remaining for the hardware into which
the Replacement CRU is installed; (ii) Replacement CRUs for Tape Media or Software Media, are warranted
under the warranty terms remaining for the Tape Media or Software Media being replaced. Oracle may require
that you return your hardware to the originalfactory-shipped hardware and software configurations before
providing warranty service to you.

ln the event that an integrated software update is required in order to address your warranty issue, Oracle will
provide you with instructions for obtaining the update, which may include agreement to additional licensing terms.
You are responsible for implementing the necessary updates.

You are responsible for ensuring that any malfunctioning hardware (or part) or Tape Media being replaced
("Malfunctioning Product") is returned to Oracle in accordance with all Oracle shipping or courier instructions. lf
you fail to return the Malfunctioning Product within forty-five (45) days of a Replacement CRU being shipped to
you, you will be charged the then-current fee for such Malfunctioning Product. Title in the Malfunctioning Product
shall transfer back to Oracle upon removal from the hardware. lt is your responsibility to back up all data before
returning Malfunctioning Product to Oracle. Oracle is not responsible for any data lost or damaged including lost
or damaged as part of the warranty return or repair process nor for any associated data restoration. Further, it is
your responsibility to ensure that no confidential, proprietary, or personal information remains on your
Malfunctioning Product before returning it to Oracle.

All response times are estimates only. Oracle will make commercially reasonable efforts to meet such response
times; however, such response times are dependent upon factors such as location, resource availability, your
enablement of remote support capabilities, and your availability. For hardware, the response times apply to
hardware located within a twenty-five (25)-mile (forty [40]-kilometer) radius of designated service location. Please
refer to the attached document titled "Qfacle S-pfyiee LAqallqnO" (nor) for a listing of service locations.

For Oracle to provide warranty service for hardware relocated outside the original country of delivery, notice of
hardware relocation is required (unless the original country of delivery is in the European Union and the hardware
is relocated within the European Union). To provide notice of hardware relocation, you must submit a completed
Hardware Relocation Form which can be found here. lf the orrginal country of delivery is in the European Union,
and the hardware is relocated within the European Union, notice is not required; however, at your option, you may
submit a completed Hardware Relocation Form to facilitate the provision of warranty service. Relocated hardware
will be entitled to the warranty service available in the country to which the hardware is relocated.

lf your product contains remote support capabilities, your failure to enable and use such capabilities during the
warranty period may adversely impact Oracle's ability to respond to your requests for warranty service.
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Oracle's obligation to deliver warranty service is conditioned upon you fulfilling your obligations identified in this
Oracle Hardware Warranty. Your failure to meet your obligations may result in no warranty service being
provided or a delay in the provision of warranty service.

Any services provided for hardware, Software Media or Tape Media which are not covered by warranty will be
billed on a time and material basis.

6. Tools Used to Perform Warranty Services

Oracle may make available collaboration tools (such as tools that enable Oracle, with your consent, to access
your hardware (e.9. Oracle Shared Shellfor hardware)) and software tools (such as tools to assist in the
collection and transmission of configuration data (e.9. Auto Service Request)) to assist with warranty issue
resolution. The tools are licensed under the My Oracle Support Terms of Use, and may be subject to additional
terms provided with the tools. Some of the tools are designed to collect information concerning the configuration
of your computer environment ("tools data"). The tools will not access, collect or store any personally identifiable
information (except for warranty service and technical support contact information) or business data files residing
in your computer environment. By using the tools, you consent to the transmission of your tools data to Oracle for
the purposes of providing reactive and proactive warranty services. ln addition, the tools data may be used by
Oracle to help Oracle improve upon product and service offerings.

Some of the tools may be designed to connect automatically or on a periodic basis and you may not receive a
separate notice upon connection. You are responsible for maintaining the telecom gateway through which the
tools communicate tools data to Oracle. Use of the tools is voluntary; however, refusal to use the tools may
impede Oracle's ability to provide warranty service to you.

Further details about some of the current tools Oracle uses to provide warranty services, and the data collected
and how it is used, are described in the Global Customer Support Security Practices and on My Oracle Support.
You may contact your Oracle sales representative or call your local Customer Support office for more details
regarding the tools and availability.

lf Oracle expressly provides in the tools documentation, an ordering document, or readme that the tool is provided
under separate license terms ("Separate Terms") then the Separate Terms shall govern your access and use of
the tool. Similarly, embedded third party software, or third party software, licensed under Separate Terms (for
example Mozilla and LGPL) may be required to access or run the tools per the tools documentation or readme.
Your rights to use a tool or software licensed under Separate Terms shall not be restricted or modified in any way
by your agreement with Oracle.

A*t* $onrice Requc*st
Auto Service Request ('ASR') allows Oracle hardware which is ASR-enabled to automatically initiate a service
request when specific hardware faults occur by sending fault telemetry information to Oracle. lf the ASR enabled
hardware is entitled to service, a service request will be initiated on your behalf. The specific hardware faults
detected by ASR vary by product type, product version and operating system. Not all hardware faults are detected
or sent to Oracle. The ASR fault coverage is subject to change by Oracle at any time and without prior notice.

7. Global Gustomer Support Security Practices
Oracle is deeply committed to the security of its warranty services. ln providing warranty services, Oracle will
adhere to the Global Customer Support Security Practices, which are available at
httn:1,llruWw.oracle.cp_{nluslsupport/polrcie-qlindex.html. The Global Customer Support Security Practices are
subject to change at Oracle's discretion; however, Oracle will not materially reduce the level of security specified
in the Security Practices during the warranty period. To view changes that have been made, please refer to the
attached $tatemerf of _Chanqes (PDF).
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8. What the Oracle Hardware Limited Warranty Does Not Cover
Oracle does not provide any warranties for hardware, operating system, integrated software, Software Media or
Tape Media other than those described above. For software licensed by Oracle under a separate license
agreement, you may be entitled to certain warranties as described in your software license agreement.

ORACLE DOES NOT WARRANT UNINTERRUPTED OR ERROR.FREE OPERATIONS OF ANY HARDWARE,
OPERATING SYSTEM, INTEGRATED SOFTWARE, SOFTWARE MEDIA OR TAPE MEDIA.

There is no warranty for any hardware, operating system, integrated software, Software Media or Tape Media that
has been (i) modified, altered or adapted without Oracle's written consent (including modification or removal of the
Oracle/Sun serial number tag on the hardware), (ii) maltreated or used in a manner other than in accordance with
the relevant documentation or specifications or Software Media or Tape Media failures resulting from misuse,
abuse, accident, neglect or mishandling, improperly adjusted or maintained drives, or incorrect environments; (iii)
repaired by any third party in a manner which fails to meet Oracle's quality standards; (iv) improperly installed by
any party other than Oracle or an authorized Oracle certified installation partner; (v) used with equipment or
software not covered by an Oracle Warranty, to the extent that problems are attributable to such use; (vi)
relocated, to the extent that problems are attributable to the relocation; (vii) used directly or indirectly in supporting
activities prohibited by U.S. or other national export regulations; (viii) used by parties appearing on the most
current U.S. export exclusion list; (ix) relocated to countries subject to U.S. trade embargo or restrictions; or (x)
used remotely to facilitate any activities in the countries referenced in (ix) above; or (xi) purchased from any entity
other than Oracle or an Oracle authorized distributor.

This Oracle Hardware Warranty does not apply to normal wear of the hardware, Software Media or Tape Media.
The Oracle Hardware Warranty is extended only to the original purchaser or original lessee of the hardware and
may be void in the event that title to the hardware is transferred. The Oracle Hardware Warranty does not apply
to any products with a prefix of "Y." Products with a prefix of "Y" can be found here.

9. Third Party Warranted Hardware and Other Third Party Products
Oracle shall procure for you the warranties for third party warranted hardware listed and detailed at:

. httn$h 1 7007.ulms 1 . h ptigmlu_qlg nlelrte&ggplsprverslwa rra ntv

e http:/lwww.dell.comlleary/us/enluqqqrpllterns_:pi-sq!p:commerqiql-aq*pu,blic-sectq!:;
warranties?c=us&l1en&s=corp&cs=uscorp'1

. http :/lwww. seeugletail.conr/neysleqtate_ nnanaqeL Li

Oracle does not itself provide any warranties or warranty services for third party warranted hardware or any other
third party products installed into or attached to the hardware by you or your representative other than Oracle
(collectively "other third party products"). Further, if other third party products are installed, or fail, in a manner that
damages the hardware, then the hardware warranty will not cover such damage. Other third party products may
also impede and/or add costs in obtaining warranty services for certain failure conditions. lnteroperability, timing,
and intermittent failures are some examples of failure conditions that may require the removal or replacement of
other third party products from the hardware. Replacement or repair of any damaged components in these
situations would be subject to additional charges.

For those failure conditions directly or indirectly related to other third party products (which would include any
components accessing or connected to that product that are exhibiting failures), Oracle may, at its sole discretion,
remove the other third party products, or require the customer to remove the other third party products, before
commencing with the troubleshooting process. Oracle's services for removing other third party products will be
subject to additional charges and if it is determined that the cause of the failure is the other third party products,
then Oracle will charge for the entire service call.

lf it is determined that the other third party products are not the cause of the failure (i.e., if the problem would have
occurred even if the other third party products were not installed in or attached to the hardware), then Oracle's
service call will be addressed under the terms of the Oracle Hardware Warranty, provided that the removal of any
other third party products by Oracle will be subject to additional charges.
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10. Limitations
To the extent not addressed in your order with Oracle or an Oracle-authorized distributor for the hardware,
operating system, integrated software, Software Media or Tape Media to which this Oracle Hardware Warranty
applies, the following Limitations apply:

NEITHER PARTY WILL BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, OR ANY LOSS OF PROFITS, REVENUE, DATA, OR DATA USE ARISING OUT
OF OR RELATED TO THIS WARRANTY HOWEVER THEY ARISE, WHETHER IN CONTRACT OR TORT, OR
OTHERWISE.

YOUR EXCLUSIVE REMEDY AND ORACLE'S ENTIRE LIABILITY FOR BREACH OF WARRANW SHALL BE:
(A) THE REPAIR OR, AT ORACLE'S OPTTON AND EXPENSE, REPLACEMENT OF THE DEFECTTVE
PRODUCT, OR (B) lF SUCH REPATR OR REPLACEMENT tS NOT REASONABLY ACHTEVABLE, YOU MAY
RETURN THE DEFECTIVE PRODUCT FOR A REFUND OF THE FEES YOU PAID ORACLE FOR THE
DEFECTIVE PRODUCT AND, IF APPLICABLE, THE REFUND OF ANY UNUSED PREPAID TECHNICAL
SUPPORT FEES YOU HAVE PAID FOR THE DEFECTIVE PRODUCT. TO THE EXTENT NOT PROHIBITED BY
LAW, THESE WARRANTIES ARE EXCLUSIVE AND THERE ARE NO OTHER EXPRESS OR IMPLIED
WARRANTIES OR CONDITIONS INCLUDING ANY WARRANTIES OR CONDITIONS OF
MERCHANTABILITYAND FITNESS FOR A PARTICULAR PURPOSE.

Nothing in this Oracle Hardware Warranty affects any statutory rights of consumers or other purchasers that
cannot be waived or limited by contract. This limited warranty gives you specific legal rights, and you may also
have other rights which vary from state to state, country to country and jurisdiction to jurisdiction.

11. Gontact lnformation
Phone numbers and contact information can be found on Oracle's support web site located he{e.

Oracle Hardware Warranty: 6-October-2015 Page 6 of 6



,ffiift & lrut Jryd$*rtd*&{*I-e

Oracle Hardware and Systems Support Policies
Effective Date: S-October-201 5
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1. Overview

Unless otherwise stated, these Hardware and Systems Support Policies apply to technical support for all Oracle
server and storage and Oracle point of sale product lines.

"You" and "you/' refers to the individual or entity that has ordered technical support from Oracle or an Oracle-
authorized distributor.

For Oracle operating system software, technical support is provided for issues (including problems you create)
that are demonstrable in the currently supported release(s) of the operating system, running unaltered, and on a
certified hardware configuration, as specified in your order or program documentation.

To receive technicalsupport as provided by Oracle Support Services ('OSS') and described in the Oracle
Technical Support Levels for Systems section below, you must: (i) provide Oracle with the serial number and/or
other identification and entitlement information for all server and storage equipment and/or point of sale products
manufactured by or for Oracle and sold by Oracle (either directly or by an Oracle-authorized distributor)
("hardware system") in the manner specified by Oracle; and (ii) pay a technical support fee. A hardware system
meeting these two requirements and under contract to receive technical support is referred to as a "covered
hardware system." Components and options purchased separately from Oracle from your original equipment
purchase are included in the definition of hardware system for the purposes of determining the technical support
fee. Oracle will make commercially reasonable efforts to provide the technical support service as described
below.

Oracle's obligations under these Hardware and Systems Support Policies do not apply to any malfunctions in a
hardware system that could be avoided if you incorporate or implement a hardware or integrated software update
or any workaround previously provided by Oracle which would correct the malfunction or to a hardware system
that has been (i) modified, altered or adapted without Oracle's written consent (including modification or removal
of the Oracle serial number tag on the hardware); (ii) maltreated or used in a manner other than in accordance
with the relevant documentation; (iii) repaired by any third party in a manner which fails to meet Oracle's quality
standards; (iv) improperly installed by any party other than Oracle or an authorized Oracle certified installation
partner; (v) used with equipment or software not covered by the service offering, to the extent that problems are
attributable to such use; (vi) relocated, to the extent that problems are attributable to the relocation; (vii) used
directly or indirectly in supporting activities prohibited by U.S. or other national export regulatrons, (viii) used by
parties appearing on the most current U.S. export exclusion list; (ix) relocated to countries subject to U.S. trade
embargo or restrictions; or (x) used remotely to facilitate any activities in the countries referenced in (ix) above or
(xi) purchased from any entity other than Oracle or an Oracle-authorized distributor.
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Oracle may use subcontractors in the performance of technical support and it warrants the quality of
subcontractor work per the warranty terms of your agreement with Oracle.

Oracle will provide technical support in accordance with Oracle's services privacy policy available at
http:l/www.oracle"comlus/leEallprivacylservices-nrivac:r-policv-078833.htm1 and Oracle's Global Customer
Support Security Practices, as referenced below.

These Technical Support Policies are subject to change at Oracle's discretion; however Oracle policy changes will
not result in a material reduction in the level of the services provided for a hardware system during the support
period (deflned below) for which fees for technical support have been paid.

To view a comparison of these Oracle Hardware and Systems Support Policies and the previous version of the
Oracle Hardware and Systems Support Policies, please refer to the attached State-l$ent of Chanqes (poD.

2. Support Terms

Yec*rmical SupBort F*es
Technical support fees are due and payable annually in advance of a support period, unless otherwise stated in
the relevant order or payment plan, financing or leasing agreement with Oracle or an Oracle affiliate ("payment
plan"). Your payment or commitment to pay is required to process your technical support order with Oracle (e.9.,
purchase order, actual payment, or other approved method of payment). An invoice will be issued only upon
receipt of your commitment to pay, and will be sent to a single billing address that you designate. Failure to
submit payment will result in the termination of technical support services. Technical support will be provided
pursuant to the terms of the order under which it is acquired; however, technical support fees due under a
payment plan are due and payable in accordance with the terms and conditions of such payment plan.

$uppcrt Feriod
Technicalsupport is effective upon the date of delivery of the hardware unless stated othenruise in your order.
Unless otherwise stated in the order, Oracle technical support terms, including pricing, reflect a 12 month support
period (the "support period"). Once placed, your order for technical support services is non-cancelable and the
sums paid non-refundable, except as provided in the relevant order. Oracle is not obligated to provide technical
support beyond the end of the support period.

Matck*ng $ervic* Levetrs
When acquiring technicalsupport, all hardware systems must be supported, except Oracle Retailand Hospitality
Hardware, (e.9., under Oracle Premier Support for Systems or Oracle Premier Support for Operating Systems or
Oracle Communications EAGLE Premier Support) or all hardware systems must be unsupported. The preceding
sentence pertains to: (i) all of your hardware systems running the Solaris Operating system release 10 Update 9
or later, (ii) all of your hardware systems running the Oracle Linux and Oracle VM operating system, and (iii) all
hardware systems that benefit in any way from your support of a covered hardware system (e.9., including
hardware systems that share updates, patches, fixes, security alerts, work-arounds, configuration/installation
assistance or parts with a covered hardware system). lf you have acquired your Oracle Linux and Oracle VM
support services under a separate Oracle Linux and Oracle VM Services Agreement then that hardware system is
a covered hardware system under this matching service level policy. When acquiring technical support for point of
sale hardware such as Oracle Retail and Hospitality Hardware, all such point of sale hardware systems must be
supported or all must be unsupported if the point of sale hardware systems are: (i) the same type (e.9.,
workstations); (ii) located at the same physical location; and (iii) benefit in any way from your support of a covered
point of sale hardware system (e.9., including hardware systems that share updates, patches, fixes, security
alerts, work-arounds, configuration/installation assistance or parts with a covered hardware system). Hardware
systems that have reached an end of service life or that you register with Oracle as retired are excluded from the
above policy.
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lf Oracle Premier Supporl for Systems, Oracle Premier Support for Oracle Retail and Hospitality Hardware or
Oracle Communications Network Premier Support lapses for more than 90 days or was not purchased at the time
you acquired your hardware system, then your hardware system must be qualified as service-ready before
technical support can be reinstated. To qualify as service-ready you mus! acquire the Premier Support
Qualification Service (at the then current fees) and meet all requirements set forth by the service team to obtain a
qualification certificate for your hardware system.

lf technical support lapses or was not originally purchased with your hardware system, a reinstatement fee will be
assessed. The reinstatement fee is computed as follows: a) if technical support lapsed, then the reinstatement
fee is 150% of the last annual technical support fee you paid for the covered hardware system; b) if you never
acquired technical support for the relevant hardware system, then the reinstatement fee is 150% of the net
technical support fee that would have been charged if support had been ordered originally for the relevant
hardware system per Oracle's Support pricing policies in effect at the time of reinstatement. The reinstatement fee
in (a) shall be prorated from the date technical support is ordered back to the date technical support lapsed. The
reinstatement fee in (b) shall be prorated back to the original hardware system delivery date.

ln addition to the reinstatement fee described above, you must pay the technical support fee for the support
period. This technical support fee is computed as follows: (i) if technical support lapsed, then the technical support
fee for a twelve support month period shall be the last annual technical support fee you paid for the relevant
hardware system; (ii) if you never acquired technical support for the relevant hardware system, then the annual
technical support fee shall be the fee that would have been charged if support had been ordered originally for the
relevant hardware system per Oracle's Support pricing policies in effect at the time of reinstatement. Renewal
adjustments may be applied to the annual support fee described in (i) and (ii) above.

lf you previously acquired support from an Oracle-authorized distributor and are now acquiring support directly
from Oracle, an uplift may be added to the reinstatement fee and your technical support fee for the hardware
system.

Upgradi*g Yerur $txpp*rt **evel
ln the event you have acquired Oracle Premier Support for Operating Systems and later choose to upgrade to
Oracle Premier Support for Systems, your hardware system must be qualified as service-ready before the
technical support can be upgraded. To qualify as service-ready you must acquire the Premier Support
Qualification Service (at the then current fees) and meet all requirements set forth by the service team to obtain a
qualification certificate for your hardware system. You will be subject to an upgrade fee equal to the difference in
price between the Oracle Premier Support for Systems and the Oracle Premier Support for Operating Systems
with such difference being prorated from the date that any prior System Support lapsed (or the hardware order
date if System Support was never purchased).

Frie$ng fo|lowring &.sdu*etissr *f *mv*n*d F*ardrryars $ystsxyr $r $srv$ss }*evel
Pricing for support is based upon the level of support and the volume of covered hardware systems for which
support is ordered. ln the event that (i) your hardware system reaches end of service life or (ii) you notify Oracle
that you are retiring the hardware system, or (iii) you change service level for all of your systems, then Oracle will
reduce your support fee at the next renewal for these reductions.

{.} m*txpported ila rc*wer* $yste*?ts
Customers with unsupported hardware systems are not entitled to download or receive updates, maintenance
releases, patches, telephone assistance, or any other technical support services for unsupported hardware
systems. Parts in a covered hardware system may not be transferred to an unsupported system. CD packs or
programs purchased or downloaded for trial use, use with other supported programs, or purchased or
downloaded as replacement media may not be used to update any unsupported hardware systems.

Yechn**a$ fi*nt*ets
Your technical contacts are the sole liaisons between you and OSS for technical support services. Your technical
contacts must have, at a minimum, initial basic product training and, as needed, supplementaltraining appropriate
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for specific role or implementation phase, specialized product usage, and/or migration. Your technical contacts
must be knowledgeable about the Oracle supported hardware systems and your Oracle environment in order to
help resolve system issues and to assist Oracle in analyzing and resolving service requests. When submitting a
service request, your technical contact must have a baseline understanding of the problem you are encountering
and an ability to reproduce the problem in order to assist Oracle in diagnosing and triaging the problem. To avoid
interruptions in support services, you must notify OSS whenever technical contact responsibilities are transferred
to another individual.

You may designate one (1) primary and four (4) backup individuals ("technical contact") per data center location,
to serve as liaisons with OSS. With each USD$250,000 in net support fees per data center location, you have the
option to designate an additional two (2) primary and four (4) backup technical contacts per data center location.
Your primary technical contact shall be responsible for (i) overseeing your service request activity, and (ii)
developing and deploying troubleshooting processes within your organization. The backup technical contacts
shall be responsible for resolving user issues. You may be charged a fee to designate additional technical
contacts.

Oracle may review service requests logged by your technical contacts, and may recommend specific training to
help avoid service requests that would be prevented by such training.

Slnst and $econS Lin* $a:pp*rt
You are required to establish and maintain the organization and processes to provide "First Line Support" for the
supported hardware system(s) directly to your users. First Line Support shall include but not be limited to (i) a
direct response to users with respect to inquiries concerning the performance, functionality or operation of the
supported hardware system(s), (ii) a direct response to users with respect to problems or issues with the
supported hardware system(s), (iii) a diagnosis of problems or issues of the supported hardware system(s), and
(iv) a resolution of problems or issues of the supported hardware system(s).

lf after reasonable commercial efforts you are unable to diagnose or resolve problems or issues for the supported
hardware system(s), you may contact Oracle for "Second Line Support". You shall use commercially reasonable
efforts to provide Oracle with the necessary access (e.9., accept remote connections, provide Explorer Files
and/or Core Files) required to provide Second,Line Support.

Second Line Support shall consist of (i) a diagnosis of problems or issues of the supported hardware system(s)
and (ii) reasonable commercial efforts to resolve reported and verifiable errors in supported hardware system(s)
so that such supported hardware system(s) perform in all material respects as described in the associated
documentation.

Oracle may review service requests logged by your technical contacts, and may recommend specific organization
and process changes to assist you with the above recommended standard practices.

Pnogran'l Updates
"Update" means a subsequent release of the program which Oracle generally makes available for program
licenses to its supported customers at no additional license fee, other than shipping charges if applicable,
provided you have ordered a technical support offering that includes software updates for such licenses forthe
relevant time period. Updates do not include any release, option or future program that Oracle licenses
separately. Updates are provided when available (as determined by Oracle) and updates may not include all
versions previously available for a program acquired by Oracle. Oracle is under no obligation to develop any
future programs or functionality. Any updates made available will be delivered to you, or made available to you
for download. lf delivered, you will receive one update copy for each supported operating system for which your
program licenses were ordered. You shall be responsible for copying, downloading and installing the updates.

Right to Kc'rd of $*rviee L*fe
It may become necessary (i) as a part of Oracle's product lifecycle or (ii) if a vendor retires support for its product
or the relationship with the vendor is terminated, to announce an End of Service Life date for a hardware system
and, therefore, Oracle reserves that right. Oracle will use commercially reasonable efforts to provide twelve (12)
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months advance notice of End of Service Life. End of Service Life information is available on My Oracle $_uppqrt.
End of Service Life information is subject to change.

Oth*r Third Party Fr*du*ts
Oracle does not itself any technical support services for third party warranted hardware (hardware
identified on your by a statement that the warranty will be provided by a third party) or any other third party
products installed into attached to the hardware system by you or your representative other than Oracle
(collectively "other th i party products"). Further, if other third party products are installed, or fail, in a manner
that damages the hardware system, then the technical support will not cover such damage. Other third

impede and/or add costs in obtaining technical support for certain failureparty products may
conditions timing, and intermittent failures are some examples of failure conditions that may
require the removal or t of other third party products from the Oracle hardware system. Replacement
or repair of any components in these situations would be subject to additional charges.

For those failure directly or indirectly related to other third party products (which would include any
components or connected to that product that are exhibiting failures), Oracle may, at its sole discretion,
remove the other third products, or require the customer to remove the other third party products, before
commencing with the ing process. Oracle's services for removing the other third party products will be
subject to additional and if it is determined that the cause of the failure is the other third party products,
then Oracle will for the entire service call.

lf it is determined that

that the removal of any third party products by Oracle will be subject to additional charges.

Ye*P"*r*o!*try Re
lf you acquire a new system(s) and technical support from Oracle or an Oracle-authorized partner, you

occurred even if the
Oracle's service call

may be eligible to
an active support
System Decom
new hardware
Oracle receives the

other third party products are not the cause of the failure (i.e., if the problem would have
third party products were not installed in or attached to the hardware system), then

ll be addressed under the terms of any existing Oracle technical support contract; provided

a credit for unused support on the decommissioned hardware system(s) currently under
with Oracle. ln order to be eligible for the credit, you must complete the Hardware

Form which can be found hglg. and submit it within one (1) year of the delivery date of the
s). lf a credit for unused support is due then such credit will be calculated from the date
rdware System Decommission Form through the end of the current support period for the

decommissioned system(s). The credit for unused support will not exceed the total annual support fee
for the new hardware tem(s)

3. Lifetime S

Lifetime Support consists of the following service levels:
o Oracle Premier Support for Systems, Oracle Premier Support for Operating Systems, Oracle

Communications EAGLE Premier Support Oracle Premier Support for Oracle Retail and Hospitality
Hardware and Oracle Communications Network Premier Support

o Extended Support for Operating Systems(if offered)
. Sustaining Support for Operating Systems

A description of the services available under Oracle Premier Support for Systems, Oracle Premier Support for
Operating Systems, Oracle Communications EAGLE Premier Support, Oracle Premier Support for Oracle Retail
and Hospitality Hardware, Oracle Communications Network Premier Support, Extended Support for Operating
Systems and Sustaining Support for Operating Systems is included in the Oracle Technical Support Levels
section below.

When offered, Oracle Premier Support for Systems, Oracle Communications EAGLE Premier Support, Oracle
Premier Support for Oracle Retail and Hospitality Hardware and Oracle Communications Network Premier
Support will be available for a minimum of five years from the last ship date of the hardware system. When
offered, support for the operating systems included under either Oracle Premier Support for Systems or Oracle
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Premier Support for Operating Systems will be available for ten years from the date a release of the operating
system becomes generally available, except as noted below. lf offered, support for specific releases of the
operating system may be extended for an additional three years with Extended Support for Operating Systems. ln
addition to the technical support fee, an Extended Support for Operating Systems fee applies for each support
period forwhich Extended Support for Operating Systems is purchased. Alternatively, and if offered, support for
specific releases of the operating system may be extended with Sustaining Support for Operating Systems, which
will be available for as long as you maintain either Oracle Premier Support for Systems or Oracle Premier Support
for Operating Systems for your Oracle hardware system.

lf an operating system included under Oracle Premier Support for Systems moves into Extended Support for
Operating Systems and/or Sustaining Support for Operating Systems, you may maintain Oracle Premier Support
for Systems except that the technical support received for the operating system will be provided under Extended
Support for Operating Systems or Sustaining Support for Operating Systems as described above and in the
Oracle Technical Support Levels section below.

Refer to the attached document titled "l=!fe!ime Sqpport Pqliqy- teyeraqe fet Sgn Sqftware a0d lEelatlng
qyglem fladucts" (PDF) for Oracle Solaris, Oracle Linux and Oracle VM program releases that are, or will be,
covered by the Lifetime Support Policy.

Notes:
1. Solaris Express - Program fixes and security patches for Solaris Express will be provided for six (6)

months from the date that a release of Solaris Express becomes generally available. This applies to
program fixes and security patches released by Oracle and does not include freely available updates from
the OpenSolaris or Solaris Express Community.

2. Oracle Solaris 8 - For customers with a current support contract for the Oracle Solaris 8 release, new
Severity 1 fixes and new security fixes will be available for the period of July 2012 - October 20'14.

4. Oracle Technical Support Levels for Systems

SrmeXc Freratler $uxpp*rt f'arn SSrst*xns
Oracle Premier Support for Systems consists of services in support of hardware systems, operating system
software and integrated software (including integrated software options). For hardware systems, this support is
limited to (i) server and storage hardware and (ii) Tekelec BNS and PIC hardware. For Oracle servers, this
support applies to the following operating system software: Oracle Solaris, OpenSolaris, Trusted Solaris 8, Oracle
Linux, and Oracle VM. For Tekelec BNS and PIC hardware, this support applies to the operating system software
included with the hardware system. Unless otherwise stated in this section, Oracle Premier Support for Systems
consists of:

a

a

a

a

Program updates, patches, fixes, security patches, and security alerts for operating system software and
integrated software
Critical patch updates for Oracle Solaris operating system software
Upgrade tools
Certification with most new third-party products/versions or most new Oracle products
Major product and technology releases for operating system software and integrated software (including
integrated software options), if and when made availabb at Oracle's discretion, which may include general
maintenance releases, selected functionality releases, and documentation updates
Onsite installation of integrated software updates specified as Oracle lnstallable in the 'lqljvetLMethod
C hafi : Rsplacement F_art_s and l nstal lation of l nteq rated SoftuarA Up.dAtes"
Onsite hardware support for Oracle server or storage systems
Field Change Orders - system modification recommendations
Assistance with service requests 24 hours per day, 7 days a week
Access to My Oracle Support (24 x7 web-based customer support systems), including the ability to log
service requests online
24x7 access to Oracle Unbreakable Linux Network

a

a

a

a
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Access to certain Oracle Linux security patches that may be applied while your hardware system is operating
and does not require a system reboot'

. Hardwarecertification
o Backport of fixes, using commercially reasonable efforts, for any Oracle Linux or Oracle VM program released

from Oracle for a period of six (6) months from the date the next release of the Oracle Linux or Oracle VM
program becomes generally available; the Backport Schedule is available at http://linux.oracle"com/backpqr:t-
gsledsle-html

. Right to use Oracle Enterprise Manager Ops Center. To access and download Oracle Enterprise Manager
Ops Center, go to http://www.oracle.com4echnetworkloem/ops-centerloem-qps-center-188228.hlld

. Access to Platinum Services as described at
http:/lwww.oracle.comlus/supporUlibrary/platinum-gervices-policies-1652886" 0df. Access to Oracle Enterprise Tape Analysis and Data Recovery services for the Oracle StorageTek tape
media specified at http:l/www.oracle.cofftius/guppErt/librarvlent-tape-anal\/sis-drserv

. Non-technical customer service during normal business hours

Notes:
1. Oracle has made available at linux.orac_ls.qom certain tools for download, that are required to enable the

applicable Oracle Linux security patches to be applied to your hardware system while the hardware
system is operating. These tools are subject to the "Tools Used to Perform Support Services" section
below and may be licensed under separate license terms. Your use of the tools is voluntary; however, if
you do not use the tool(i)you will not be able to download and apply security patches while your
hardware system is operating, and (ii) you will be required to reboot the hardware system in order to
apply the security patch.

System Maintenance
You agree to perform prescribed system maintenance, including but not limited to, installing software updates for
system software or integrated software, maintaining file systems, replacing air filters and batteries as needed, and
tracking proactive diagnostic information.

Replacement Hardware Parts
lf Oracle determines that the replacement of a hardware part is necessary, Oracle will send a replacement parl to
your location in accordance with the *Delysiv MethodChart: Beplaqq!0en'LEat1$ and lnstallatiangiln'legEted
$qftwa!:e Upd€lcs"" Oracle will use commercially reasonable efforts to send replacement parts to you consistent
with the Onsite Response Times Targets for Hardware Support noted below, except as othenrvise noted herein.
Replacement parts will be of new or like-new quality. After five (5) years from last ship date, replacement parts
may not be available and the response times for sending replacement parts may be delayed.

Return of Malfunctioning Parts
lf Oracle sends a replacement part to you, you will ensure that the malfunctioning part is returned to Oracle in
accordance with all shipping or courier instructions from Oracle (unless you have an agreement with Oracle
allowing you to retain the malfunctioning part). You are responsible for removing all information and data that you
have stored on any drives, including but not limited to hard disk drives and solid state drives ("drives") before you
return the drives for repair or replacement. You are responsible for ensuring that you remove any kind of
removable media (e.9., tapes) prior to returning any drives; if you need assistance with the removal of such
media from a drive, please contact OSS to assist with its removal. Title in the malfunctioning part shall transfer
back to Oracle upon removal from your hardware system. lf you fail to return any malfunctioning part within forty-
five (45) days of shipment to you, you will be charged the then-current fee for the malfunctioning part
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ffin;xt:$e Wr*mtier $upp*rt f*r &perat*r"cg $y*t*etrs
Oracle Premier Support for Operating Systems consists of services in support of (i) operating system and
virtualization software for Oracle Solaris, OpenSolaris, Trusted Solaris 8, Oracle Linux, and Oracle VM and (ii)
integrated software (including integrated software options). Unless otherwise stated in this section, Oracle
Premier Support for Operating Systems consists of:

. Program updates, patches, fixes, security patches, and security alerts for operating system software and
integrated software

. Critical patch updates for Oracle Solaris operating system software

. Upgrade tools

. Certification with most new third-party products/versions or most new Oracle products

. Major product and technology releases for operating system software and integrated software (including
integrated software options), if and when made available at Oracle's discretion, which may include general
maintenance releases, selected functionality releases, and documentation updates

. Onsite installation of integrated software updates specified as Oracle lnstallable in the 1selUery Melhod
Chart: Replacement Parts and lnstallation of lnteqrated Software Updates'l

. Assistance with service requests 24 hours per day, 7 days a week
o Access to My Oracle Support (24 x7 web-based customer support systems), including the ability to log

service requests online
: 24x7 access to Oracle Unbreakable Linux Network
r Access to certain Oracle Linux security patches that may be applied while your hardware system is operating

and does not require a system reboot'
. Hardwarecertification
. Backport of fixes, using commercially reasonable efforts, for any Oracle Linux or Oracle VM program released

from Oracle for a period of six (6) months from the date the next release of the Oracle Linux or Oracle VM
program becomes generally available; the Backport Schedule is available at h.ttp://linux.oracle.comlbackport-
$AIedule-h[ml

. Right to use Oracle Enterprise Manager Ops Center. To access and download Oracle Enterprise Manager
Ops Center, go to http://*wvv.oracle.comltechnetwcrkloemlops-cente#oqm-ops-cqntqf-I&SZZS,htrlrl

o Non-technical customer service during normal business hours

Notes:
1. Oracle has made available at linux.orac&.eem certain tools for download, that are required to enable the

applicable Oracle Linux security patches to be applied to your hardware system while the hardware
system is operating. These tools are subject to the "Tools Used to Perform Support Services" section
below and may be licensed under separate license terms. Your use of the tools is voluntary; however, if
you do not use the tool (i) you will not be able to download and apply security patches while your
hardware system is operating, and (ii) you will be required to reboot the hardware system in order to
apply the security patch.

ffixt*mded $uppert for Sp*nat*ng Systerms
Extended Support for Operating Systems may be offered for certain supported Oracle Solaris operating system
software releases after Premier Support expires. Please see Oracle's Lifetime Support Policies for more
information. When Extended Support for Operating Systems is offered, it is generally available for the terminal
codeline release of a program. Unless othenivise stated in this section, supported Oracle Solaris operating system
software releases for which Extended Support for Operating Systems is offered and in the Extended Support
lifecycle will receive Oracle Premier Support for Operating Systems or technical support for Oracle Solaris under
Oracle Premier Support for Systems limited to the following:

. Program updates, fixes, security patches, and security alerts
o Critical patch updates for Oracle Solaris operating system software
. Upgrade tools
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. Major product and technology releases for Oracle Solaris operating system software, if and when made
available at Oracle's discretion, which may include general maintenance releases, selected functionality
releases, and documentation updates

r Assistance with service requests 24 hours per day, 7 days a week
. Access to My Oracle Support (24 x7 web-based customer support systems), including the ability to log

service requests online
o Access to Platinum Services as described at
. http/lvvvvw.oraclg.semluslsupoo{Ilihrary/platinum-seryiceg*g!&ies:!-05?886"pdfNon-technical customer

service during normal business hours

Extended Support for Operating Systems does not include:
. Certification with most new third-party products/versions or most new Oracle programs

Extended Support for Operating Systems is not available for OpenSolaris, Trusted Solaris 8, Oracle Linux and
Oracle VM.

$c"rxtairxing Support f*r *p*rating Systenr*
Sustaining Support for Operating Systems may be available for certain operating system software releases.
Program releases eligible for Sustaining Support for Operating Systems will receive Oracle Premier Support for
Operating Systems or technical support for the operating system under Oracle Premier Support for Systems
limited to the following:

o Program updates, patches, fixes, security patches, and security alerts for operating system software and
integrated software created during Oracle Premier Support for Operating Systems or Oracle Premier Support
for Systems, and Extended Support for Operating Systems (if offered and only after the Extended Support for
Operating Systems Period ends)

. Critical patch updates for Oracle Solaris operating system software created during Oracle Premier Support for
Operating Systems or Oracle Premier Support for Systems and Extended Support for Operating Systems (if
offered and only after the Extended Support for Operating Systems Period ends)

. Upgrade tools created during Oracle Premier Support for Operating Systems or Oracle Premier Support for
Systems period and Extended Support for Operating Systems (if offered and only after the Extended Support
for Operating Systems Period ends).

. General maintenance releases, selected functionality releases, and documentation updates

. Assistance with service requests, on a commercially reasonable basis, 24 hours per day, 7 days a week
o Access to My Oracle Support (24 x7 web-based customer support systems), including the ability to log

service requests online
. 24x7 access to Oracle Unbreakable Linux Network
r Right to use Oracle Enterprise Manager Ops Center. To access and download Oracle Enterprise Manager

ops center, go to htlg$www.prqde.qer$rlteqhlet!&rKlqemlons-aegq{qeln-ops:asller:X88zz&html
r Non-technical customer service during normal business hours

Sustaining Support for Operating Systems does not include:
. New program updates, patches, fixes, security patches, security alerts, general maintenance releases,

selected functionality releases, documentation updates
o New critical patch updates for Oracle Solaris operating system software
. New upgrade tools
. Certification with most new third-party products/versions or most new Oracle products
o 24 hour commitment and response guidelines for Severity 1 service requests as defined in the Severity Level

section below
. Hardwarecertification
. Backport of fixes
r Previously released fixes or updates that Oracle no longer supports
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Because program releases supported by Sustaining Support are no longer fully supported, information and skills
regarding those releases may be limited.

*ras&* Fr*nsler $**pp*nt fmr Sra**e &etx*[ erxd ]-'lssp*tal*ty F{andwarc
Oracle Premier Support for Oracle Retail and Hospitality Hardware consists of services in support of point of sale
hardware systems. Point of sale hardware systems are comprised of: workstations, tablets, handhelds, scanners,
printers, cash drawers, displays and payment solutions ("Oracle Retailand Hospitality Hardware"). Oracle
Premier Support for Oracle Retail and Hospitality Hardware consists of:

. Assistance with service request 24 hours per day, 7 days a week
r Ability to log service requests as specified in the following link:

httn :llwww. Qracle. com/!rsl$orporatelacq u isitions/m icroslsu pport/i ndex. htm I

o Onsite hardware support for Oracle Retail and Hospitality Hardware specified as Field Replaceable Units
in the "Oracle Setail an{Hospitality Hardwcre Detivery Method Chaf"

. Non-technical customer service during normal business hours

Response Time Targets for the United States and Canada
Onsite response time targets for Oracle Premier Support for Oracle Retail and Hospitality Hardware in the United
States and Canada are as specified in the Onsite Response Time Targets section below.

Response Time Targets for EMEA
The response time targets for EMEA (defined below), regardless of severity level, are limited to (i) Advanced
Parts Exchange or (ii) onsite assistance, if Oracle determines, in its sole discretion, that onsite support is
appropriate. lf Oracle determines that onsite assistance will be provided then reasonable efforts will be made to
have an engineer arrive at your location within the response time target guidelines below. The response time
targets specified in the guidelines below are during local business hours only. Oracle's failure to adhere to the
times stated will not constitute a breach by Oracle. The guidelines are for informational purposes only and subject
to change at Oracle's discretion. For purposes of this section, EMEA includes the following countries: Austria,
Belgium, Denmark, Finland, France, Germany, Hungary, lreland, lsrael, ltaly, Netherlands, Nonrvay, Poland,
Portugal, Spain, Sweden, Switzerland and United Kingdom.

System Maintenance
You agree to perform system maintenance on the Oracle Retail and Hospitality Hardware as prescribed by Oracle
in the relevant Oracle Retail and Hospitality Hardware documentation.

Replacement Oracle Retail and Hospitality Hardware
lf Oracle determines that the replacement of Oracle Retail and Hospitality Hardware is necessary, Oracle will
send replacement Oracle Retailand Hospitality Hardware ("replacement hardware") to your location in
accordance with the l'Oraqle Retail and Haqpitality-Deliverv Method Cha(ll Oracle will use reasonable efforts to
send replacement hardware to you consistent with the response time target guidelines above. Replacement
hardware will be of new or like-new quality. Notwithstanding the foregoing, after five (5) years from last ship date,
of the Oracle Retail and Hospitality Hardware replacement hardware may not be readily available and the
response times target guidelines for sending replacement hardware may be delayed.

Advanced Parts Exchange or 4 hour onsite assistance (as
described above

Austria, Belgium, Germany, Hungary, lreland, ltaly,
Netherlands, Spain, United Ki

Advanced Parts Exchange or 8 hour onsite assistance (as Denmark, Finland, France, Norway, Portugal, Sweden

Advanced Parts Exchange or next business day onsite
assistance (as described above

lsrael, Poland, Switzerland
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Return of Malfunctioning Oracle Retail and Hospitality Hardware
lf Oracle sends replacement hardware to you, unless otherwise stated in the order, you will ensure that the
malfunctioning hardware is returned to Oracle in accordance with all shipping or courier instructions from Oracle.
You are responsible for removing all information and data that you have stored on any drives, including but not
limited to hard disk drives and solid state drives ("drives") before you return the drives for repair or replacement.
You are responsible for ensuring that you remove any kind of removable media (e.9., tapes) prior to returning any
drives; if you need assistance with the removal of such media from a drive, please contact OSS to assist with its
removal. Title in the malfunctioning part shall transfer back to Oracle upon removal from your hardware system. lf
you fail to return any malfunctioning hardware within forty-five (45) days of shipment to you and/or if Oracle
determines the malfunctioning hardware has been maltreated or used in a manner other than in accordance with
the relevant documentation, you will be charged the then-current fee for the malfunctioning hardware.

Sracle Coxm rm u *risat*ons ltetworlq Frenl ier $ upport
Oracle Communications Network Premier Support consists of services in support of hardware systems and
integrated software (including integrated software options) for (i) Oracle Communications EAGLE hardware
products and (ii) Oracle Acme Packet hardware products, except as otherwise specified in this section. The
following Oracle Acme Packet hardware products are excluded and not eligible for Oracle Communications
Network Premier Support: Oracle Acme Packet 1 100 and 3820 hardware products, Oracle Enterprise Session
Border Controller integrated software, Oracle Communications Applications Session Border Controller integrated
software and Oracle Enterprise Communications Broker integrated software. Oracle Communications Network
Premier Support consists of:

. Program updates, fixes and security alerts for integrated software (including integrated software options)
o Remote installation of integrated software (including integrated software options) for Oracle

Communications EAGLE hardware
. Major product and technology releases for integrated software (including integrated software options), if

and when made available at Oracle's discretion, which may include general maintenance releases,
selected functionality releases and documentation updates

r Assistance with service requests 24 hours per day, 7 days a week
. Access to My Oracle Support (24 x7 web-based customer support systems), including the ability to log

service requests online
. Non-technical customer service during normal business hours

For Oracle Communications Network Premier Support only, reasonable efforts will be made to respond to service
requests per the Response Times set forth in the guidelines below; however, Oracle's failure to adhere to the
times stated will not constitute a breach by Oracle. The guidelines are for informational purposes only and subject
to change at Oracle's discretion.

Severity
Level

Response Time' Remote Restoration Time' Resolution Time'

Severitv 1 15 minutes 6 hours 30 calendar davs
Severitv 2 15 minutes 48 hours 30 calendar davs
Severitv 3 N/A N/A 180 calendar days

1. For purposes of the above table, the following definitions apply:
. Response Time - The elapsed time beginning when you create a service request until

Oracle first responds to you.
o Remote Restoration Time - The elapsed time beginning when Oracle achieves remote access

to the applicable hardware system and when Oracle notifies you that a resolution has been
offered. The Remote Restoration Time frames do not apply if (i) you do not have spares
available onsite, (ii) integrated software or integrated software option code changes are
required or (iii) onsite assistance is required by Oracle.

o Resolution Time - The elapsed time beginning when you create a service request to when your
issue is resolved.
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Effective July 7, 2015, Oracle Communications EAGLE Premier Support is no longer available with new first year
license and technical support orders. lf you are currently under an active support contract for Oracle
Communications EAGLE Premier Support then you may continue to renew Oracle Communications EAGLE
Premier Support.

Oracle Communications EAGLE Premier Support consists of services in support of hardware systems and
integrated software (including integrated software options)for Oracle Communications EAGLE hardware products
only. Oracle Communications EAGLE Premier Support consists of:

. Program updates, fixes and security alerts for integrated software (including integrated software options)
r Remote installation of integrated software (including integrated software options)
. Major product and technology releases for integrated software (including integrated software options), if

and when made available at Oracle's discretion, which may include general maintenance releases,
selected functionality releases and documentation updates

r Assistance with service requests 24 hours per day, 7 days a week
. Access to My Oracle Support (24 x7 web-based customer support systems), including the ability to log

service requests online
o Non-technical customer service during normal business hours

For Oracle Communications EAGLE Premier Support only, reasonable efforts will be made to respond to service
requests per the Response Times set forth in the guidelines below; however, Oracle's failure to adhere to the
times stated will not constitute a breach by Oracle. The guidelines are for informational purposes only and subject
to change at Oracle's discretion.

Severity
Level

Response Time' Remote Restoration Time' Resolution Time'

Severitv 1 15 minutes 6 hours 30 calendar davs
Severitv 2 15 minutes 48 hours 30 calendar davs
Severitv 3 N/A N/A 180 calendar davs

1. For purposes of the above table, the following definitions apply:
. Response Time - The elapsed time beginning when you create a service request untilOracle

first responds to you.
o Remote Restoration Time - The elapsed time beginning when Oracle achieves remote access

to the applicable hardware system and when Oracle notifies you that a resolution has been
offered. The Remote Restoration Time frames do not apply if (i) you do not have spares
available onsite, (ii) integrated software or integrated software option code changes are
required or (iii) onsite assistance is required by Oracle.

o Resolution Time - The elapsed time beginning when you create a service request to when your
issue is resolved.

5. Additional Services Available for Purchase

*s'ac$* Sr**rit5r $erv{** $*r $um Kay ffie*n$ptl*ra&s
Oracle Priority Service for Sun Ray Peripherals consists of:

o Advanced Parts Exchange for keyboards, monitors and country kits; with next business day delivery to your
location

r Access to My Oracle Support (24 x7 web-based customer support systems), including the ability to log
service requests online

Contractual caps on technical support fees do not apply to these services, unless expressly stated otherwise in
the applicable order.
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Sra*X* Sr*stomen ffiata & ffi*vlce ffi*tamti*m $ervise
Oracle Customer Data & Device Retention Service permits you to retain disk drive(s), flash cache and/or parts
that may contain sensitive, confidential, or classified data that have been removed from your hardware system.
For the purposes of this service, (i) a disk drive is defined as a spinning media device that stores data accessed
by the server, storage array, or tape system, (ii) flash cache is defined as any device having the ability to store
information on a solid state media that is re-writable, and (iii) a part is defined as any item in a server, storage
device, or network device containing non-volatile random access memory.

Oracle Customer Data & Device Retention Service consists of the following:
r lf Oracle, in its sole discretion, determines that a disk drive(s), flash cache and/or parts need to be

replaced, Oracle will send a replacement disk drive(s), flash cache, and/or parts to your location. Oracle
personnel will install the replacement disk drive(s), flash cache and/or part and return the failed memory
component to you. Oracle will use commercially reasonable efforts to send replacement parts to you
consistent with the Onsite Response Time Targets for Hardware Support noted below.

lf you acquire Oracle Customer Data & Device Retention Service, you will:
r Provide access to your facilities, systems, and operating environment, including root access.
r Provide access to your personnel, including lT and operational staff
. Provide a designated point of contact
o Be responsible for the proper disposal/destruction of replaced disk drive(s), flash cache and/or parts.

lf you add Oracle Customer Data & Device Retention Service, you must maintain Oracle Premier Support for
Systems; you must acquire Oracle Customer Data & Device Retention Service for (i) all servers of the same
model number, (ii) all storage devices of the same model number, and/or (iii) all networking devices of the same
model number.

lf you renew Oracle Customer Data & Device Retention Services, the renewal fee for such services will be based
on the Oracle Customer Data & Device Retention Service pricing policies in effect at the time of renewal.
Contractual caps on technical support fees do not apply to these services, unless expressly stated otherwise in
the applicable order.

Graeie ffimsite $par*x
Oracle Onsite Spares provides you with delivery and maintenance of parts at your designated location(s). This
service includes only those parts that are specified on your order.

Oracle Onsite Spares consists of the following:
e Parts
. Maintenance and replacement of parts
. Setup of parts onsite
. Semi-annual cycle counts
. Retrieval of parts at end of Support Period

lf you acquire Oracle Onsite Spares, you will:
o Provide a secure storage area for parts clearly marked "Property of Oracle. You will ensure that (i)

entry to such secure area is restricted to your personnel directly involved in shipping and receiving
parts, and (ii) all vehicle and pedestrian access to your warehouse premises is secured against
unauthorized access.

. Provide a designated point of contact

ln order to acquire Oracle Onsite Spares, you must maintain Oracle Premier Support for Systems.

Oracle will maintain title to and ownership of parts unless or until any such part is exchanged with a damaged or
faulty part and installed on a hardware system. Also, with the transfer of title to a part to you, title to the identical
damaged or faulty part is transferred to Oracle.
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lf you renew Oracle Onsite Spares, the renewal fee for such services will be based on the Oracle Onsite Spares
pricing policies in effect at the time of renewal. Contractual caps on technical support fees do not apply to these
services, unless expressly stated otherwise in the applicable order.

#rae&e ffiuslness Sritlca& Servlce for Svsterns
Oracle offers a service to provide additional service-levels for systems running mission critical business functions.
For information about the available service, please refer to
http:#wvwv.oracle.co.g!/us/corpoJ_ate/contractslbus-critical-service-fc[.svstems-1927926"pd1

Contractual caps on technical support fees do not apply to these services, unless expressly stated otherwise in
the applicable order. Oracle Business Critical Service for Systems is not subject to the Reinstatement policies
stated above.

&dvanced Custorn*r Support
lf you acquire any of the below Advanced Customer Support services on your order, Oracle will provide the
services described in the applicable exhibit(s) specified below.

. Oraclepriority&ppqrt

. Oracle Standard Systems lnstallations:
o Oracle gtandercll$ystenl_lnElatlation ("OSSt") - Baslc Service Exhibit
o Oraclelglqndard Svstem lnstallation {"OSSI")
o Oracle Standard $ystgm lnstallatio& il'QS-Sl") without Site Audit,Seruices Exhibi!

. Oracle Standard Softivare lnstallation and Configuration&ISvsterns

. OGqb Enqlnegred Systems ConfiquIAllen Sqrviqqs

. Oracle lrenroduc.[gn Readiness Bqview for Svstemg:SeryiEe or OBcle Prepro-duction Readlness
Review for Oracle Platinurn Services

o Oracle Go-Liye Support fgr Systems $qtglqg or OGEIe Go-Live Sup-port fqr Oracle Piatinurn &n{iaeq
. Oracle Starl-ULPaek for Enqlnqered $ystems

Srx*le Tekclec Frof*sslsera[ $ervlcetx
lf you acquire any of the below Tekelec Professional Services on your order, Oracle will provide the services
d esc ri bed i n t h e Tekelec P rof es s io n_al.gelvi ces DeqElipgqn s.

. Oracle Communications Hardware Engineering Site Survey - Per Node Per Site

. Oracle Communications Hardware lnstallation - Per DC Frame or DC Application Frame enclosure
extension

. Oracle Communications Hardware lnstallation - PerAC Frame

. Oracle Communications DC Hardware Extension lnstallation - Per Frame - Rack mount server and
Shelf additions

. Oracle Communications Hardware Extension lnstallation - AC or DC Blade Server/Eagle Card/Switches
- Per 16 cards/switches per site

. Oracle Communications AC Hardware Extension lnstallation - Per Frame - Rack mount servers and AC
enclosure additions

6. Web-Based Gustomer Support Systems

&l}y Sracle $uppcrt
My Oracle Support is Oracle's customer supporl web site for hardware support. Access to My Oracle Support is
governed by the Terms of Use posted on the My Oracle Support web site. The Terms of Use are subject to
change and a copy of these terms is available upon request. Access to My Oracle Support is limited to your
desig nated technical contacts.

The following Oracle hardware products are not currently supported under My Oracle Support: Oracle Retail and
Hospitality Hardware (EMEA and US Cruise only).
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*?*n*fy $elf$ervlce, MS CKfd, W*e n*s-Fiels{i*.}l&&, Memt $elf $enric*, t{eat Fartal,
K*drmine amd MISRS$ $etrf $ervice ec"istornen $x*ppcrt ffiarta$
Access to the following MICROS Systems web-based customer support systems for Oracle Retail and Hospitality
Hardware: Clarify SelfService, MS CRM, Micros-Fidelio JIRA, Heat Self Service, Heat Portal, Redmine and
MICROS Self Service Customer Support Portal are governed by the Terms of Use posted on the applicable
MICROS Systems web site. The terms of Use are subject to change and a copy of these terms is available upon
request. Access to the MICROS Systems web-based customer support systems is limited to your designated
technical contacts. Oracle Retail and Hospitality Hardware supported by the MICROS United States and
Canadian support teams (except US Cruise) has transitioned from Clarify SelfService, PTS, ZenDesk and Onyx
to My Oracle Support.

Oracle {J *'rbsioakal*le l*i nux Notwork
Access to the Oracle Unbreakable Linux Network is included with Oracle Premier Support for Systems and Oracle
Premier Support for Operating Systems.

7. Tools Used to Perform Technical Support Services

Oracle may make available collaboration tools (such as tools that enable Oracle, with your consent, to access
your hardware system (e.9., Oracle Shared Shellfor hardware)) and software tools (such as tools to assist in the
collection and transmission of configuration data (e.9., Auto Service Request)) to assist with issue resolution. The
tools are licensed under the My Oracle Support Terms of Use, and may be subject to additional terms provided
with the tools. Some of the tools are designed to collect information concerning the configuration of your
computer environment ("tools data"). The tools will not access, collect or store any personally identifiable
information (except for technical support contact information) or business data files residing in your computer
environment. By using the tools, you consent to the transmission of your tools data to Oracle for the purposes of
providing reactive and proactive technical support services. ln addition, the tools data may be used by Oracle to
assist you in managing your Oracle product portfolio, for license and services compliance and to help Oracle
improve upon product and service offerings.

Some of the tools may be designed to connect automatically or on a periodic basis and you may not receive a
separate notice upon connection. You are responsible for maintaining the telecom gateway through which the
tools communicate tools data to Oracle. Use of the tools is voluntary; however, refusal to use the tools may
impede Oracle's ability to provide technical support services to you. The tools may be subject to availability for
selected products.

Further details about some of the current tools Oracle uses to provide technical support services, the data
collected, and how the data is used, are described in the Global Customer Support Security Practices and on My
Oracle Support. You may also contact your Oracle sales representative or calJyour local Customer Support office
for more details regarding the tools and availability.

lf Oracle expressly provides in the tools documentation, technical support policies, an order, or readme that a tool
is provided under separate license terms ("Separate Terms") then the Separate Terms shall govern your access
and use of the tool. Embedded third party software, or third party software, licensed under Separate Terms (for
example Mozilla and LGPL) may be required to access or run the tools per the tools documentation or readme.
Your rights to use a tool or software licensed under Separate Terms shall not be restricted or modified in any way
by your agreement with Oracle.

Auto Service Request
Auto Service Request ("ASR') allows Oracle products which are ASR-enabled to automatically initiate a service
request when specific hardware faults occur by sending fault telemetry information to Oracle. lf the ASR enabled
hardware is entitled to service, a service request will be initiated on your behalf. The specific hardware faults
detected by ASR vary by product type, product version and operating system. Not all hardware faults are
detected or sent to Oracle. The ASR fault coverage is subject to change by Oracle at any time and without prior
notice.
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8. Global Gustomer Support Security Practices

Oracle is deeply committed to the security of its technical support services. ln providing standard technical
support services, Oracle will adhere to the Global Customer Support Security Practices, which are available at
http:llwww.oracle.comlus/suppprUpolicieslindex.htrnl. The Global Customer Support Security Practices are
subject to change at Oracle's discretion; however, Oracle will not materially reduce the level of security specified
in the Global Customer Support Security Practices during the period for which fees for technical support have
been paid" To view changes that have been made, please refer to the attached S*tatement of Changeg (PDF).

Please note that global customer support services and systems are not designed to accommodate special
security controls that may be required to store or process certain types of sensitive data. Please ensure that you
do not submit any health, payment card or other sensitive data that requires protections greater than those
specified in the Global Customer Support Securitv Practices. lnformation on how to remove sensitive data from
your submission is available in My Oracle Support at
hltng://supnort.oracle"com/CSP/mainlarticle?cmd=shgw&tvpg:hlOT&id=122794_3.1 .

Notwithstanding the restriction above, if you are subject to the United States Health lnsurance Portability and
Accountability Act (HIPAA) and would like to submit protected health information (PHl) to Oracle as part of
receiving technical support services, then you must:

. Execute a business associate agreement with Oracle that specifically references and covers your
technical support services

. Submit PHI only in service request attachments on the My Oracle Support customer portal
o Not include PHI in the body of service requests
o When prompted in My Oracle Support, indicate that the service request attachment may contain PHI
o Disable automated file uploads that send files to Oracle as service request attachments

9. Severity Definitions

Service requests for your covered hardware system may be submitted by you online through Oracle's web-based
customer support systems or by telephone. The service request severity level is selected by you and Oracle and
should be based on the following severity definitions:

Severity I
Your production use of the covered hardware system is stopped or so severely impacted that you cannot
reasonably continue work. You experience a complete loss of service. The operation is mission critical to the
business and the situation is an emergency. A Severity 1 service request has one or more of the following
characteristics:

. Data corrupted
r A critical documented function is not available
. System hangs indefinitely, causing unacceptable or indefinite delays for resources or response
. System crashes, and crashes repeatedly after restart attempts
r System functionality failure causes data loss or renders system unstable
r System malfunction causes mission critical applications to restart, hang, or suspend

Except as othenivise specified, reasonable efforts will be made to respond to Severity 1 service requests within
one (1) hour. For MICROS Systems hardware (Austria, Belgium and Portugal only), reasonable efforts will be
made to respond to Severity 1 service requests within four (4) hours. For MICROS Systems hardware in
Denmark, Finland, France, Hungary, lreland, lsrael, Norway, Poland, Sweden, Switzerland and United Kingdom,
reasonable efforts will be made to respond to Severity 1 service requests within six (6) hours. For response efforts
associated with Oracle Communications EAGLE Premier Support, please see the Oracle Communications
EAGLE Premier Support section above. For response efforts associated with Oracle Communications Network
Premier Support, please see the Oracle Communications Network Premier Support section above.
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Except as otherwise specified, Oracle provides 24 hour support for Severity 1 service requests for supported
hardware systems (OSS will work 24x7 until the issue is resolved) when you remain actively engaged with OSS
working toward resolution of your Severity 1 service request. You must provide OSS with a contact during this
24x7 period, either on site or by phone, to assist with data gathering, testing, and applying fixes. You are
requested to propose this severity classification with great care, so that valid Severity I situations obtain the
necessary resource allocation from Oracle. 24 hour commitment to Severity 1 service requests is not avarlable for
Oracle Retailand Hospitality Hardware (EMEA only).

Severity 2
You experience a severe loss of service. lmportant features are unavailable with no acceptable workaround,
impaired or broken functionality with significant impact to applications, and/or frequent application failure but not
data loss; however, operations can continue in a restricted fashion.

Severity 3
You experience a minor loss of service. The impact is an inconvenience, which may require a workaround to
restore functionality.

Severity 4
You request information, an enhancement, or documentation clarification regarding your software but there is no
impact on the operation of the software. You experience no loss of service. The result does not impede the
operation of a system.

10. Onsite Response Time Targets for Hardware Support

Except as otherwise specified herein, response time targets for hardware support are as specified below. The
response time target for Sun Ray Clients, regardless of severity level, is limited to Advanced Parts Exchange with
next business day delivery to your location. The response time targets for (i) hardware eligible for Oracle
Communications EAGLE Premier Support or Oracle Communications Network Premier Support and (ii) Tekelec
BNS and PIC hardware, regardless of severity level, are limited to Advanced Parts Exchange with shipment of the
replacement part within forty-eight (48) hours of Oracle's acknowledgement that replacement of a hardware part
is necessary. The response time target for the Oracle Acme Packet hardware products excluded and not eligible
for Oracle Communications Network Support, regardless of severity level, is limited to Advanced Parts Exchange
with next business day shipment to your location. Please review the Oracle Communications Network Premier
Suppo( section above for excluded Oracle Acme Packet hardware products. The response time targets for Front
Porch Digital hardware, regardless of severity level, are limited to (i) Advanced Parts Exchange with next
business day delivery to your location or (ii) next business day, if Oracle determines, in its sole discretion, that
onsite support is appropriate. The response time targets for Oracle Premier Support for Oracle Retail and
Hospitality Hardware (i) in EMEA, are as specified in the Oracle Premier Support for Oracle Retail and Hospitality
Hardware section above, (ii) on a ship or other water vessel, regardless of severity level, is limited to Advanced
Parts Exchange with shipment of the replacement part within forty-eight (48) hours of Oracle's receipt of the
malfunctioning hardware, and (iii) on an island country, regardless of severity level, is limited to Advanced Parts
Exchange with shipment of the replacement part within forty-eight (48) hours of Oracle's acknowledgement that
replacement of a hardware part is necessary.

Please refer to the attached document titled "Oracle $ervice Locations" (PDF) for a listing of service locations.

Severity 1

lf Oracle determines, in its sole discretion, that onsite support is appropriate, an Oracle-dispatched engineer will
generally arrive at your location within the time frames specified below.

Within 2 hours: Your covered hardware system must be within 25 miles/40 kilometers of a
designated Oracle service location

Within 4 hours: Your covered hardware system must be within 26 - 49 miles/41 -79 kilometers
of a designated Oracle service location
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Next Day:

Severity 2
lf Oracle determines, in its sole discretion, that onsite support is appropriate, an Oracle-dispatched engineer will
generally arrive at your location within the time frames specified below. Onsite response times are during local
business hours only.

Within 4 hours: Your covered hardware system must be within 25 miles/40 kilometers of a
designated Oracle service location

Within same business day: Your covered hardware system must be within 26 - 49 miles/41 -79 kilometers
of a designated Oracle service location

Next Business Day: Your covered hardware system is greater than 50 mile/8O kilometers from a
desig nated Oracle service location

Severity 3
lf Oracle determines, in its sole discretion, that onsite support is appropriate, an Oracle-dispatched engineer will
generally arrive at your location the next business day from the close of local business hours or at a later mutually
agreed-upon time (e.9., scheduled maintenance window).

Note:
The geographic location of your covered hardware system may cause on-site service to be unavailable or may
require additional charges or longer Severity 1, Severity 2 and Severity 3 response times. Oracle reserves the
right, in its sole discretion, to adjust Severity 1, Severity 2 and Severity 3 on-site response times or charge
additional fees based on the location of the covered hardware system. Actual response times are subject to acts
and conditions beyond Oracle's control and, therefore, Oracle's response may be delayed. Oracle is not
responsible for response delays caused by factors outside its control. You should contact an Oracle Support
Sales representative for more details regarding availability for your covered hardware systems.

11. Contact lnformation

Phone numbers and contact information can be found on Oracle's support web site located hetg.

Your covered hardware system is greater than 50 mile/80 kilometers from a
designated Oracle service location
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Law enforcement needs timely and secure access to services that provide data wherever and
whenever for stopping and reducing crime. In response to these needs, the Advisory Policy
Board (APB) recommended to the Federal Bureau of Investigation (FBI) that the Criminal
Justice Information Services (CJIS) Division authorize the expansion of the existing security
management structure in 1998. Administered through a shared management philosophy, the
CJIS Security Policy contains information security requirements, guidelines, and agreements
reflecting the will of law enforcement and criminal justice agencies for protecting the sources,
transmission, storage, and generation of Criminal Justice Information (CJD. The Federal
Information Security Management Act of 2002 provides fumher legal basis for the APB
approved management, operational, and technical security requirements mandated to protect CJI
and by extension the hardware, software and infrastructure required to enable the services
provided by the criminal justice community.

The essential premise of the CJIS Security Policy is to provide appropriate controls to protect the
full lifecycle of CJI, whether at rest or in transit. The CJIS Security Policy provides guidance for
the creation, viewing, modification, transmission, dissemination, storage, and destruction of CJI.
This Policy applies to every individual-*-contractor, private entity, noncriminal justice agency
representative, or member of a criminal justice entity-with access to, or who operate in support
of, criminal justice services and information.

The CJIS Security Policy integrates presidential directives, federal laws, FBI directives and the
criminaljustice community's APB decisions along with nationally recognized guidance from the
National Institute of Standards and Technology. The Policy is presented at both strategic and
tactical levels and is periodically updated to reflect the security requirements of evolving
business models. The Policy features modular sections enabling more frequent updates to
address emerging threats and new security measures. The provided security criteria assists

agencies with designing and implementing systems to meet a uniform level of risk and security
protection while enabling agencies the latitude to institute more stringent security requirements
and controls based on their business model and local needs.

The CJIS Security Poticy strengthens the partnership between the FBI and CJIS Systems

Agencies (CSA), including, in those states with separate authorities, the State Identification
Bureaus (SIB). Further, as use of criminal history record information for noncriminal justice
purposes continues to expand, the CJIS Security Policy becomes increasingly important in
guiding the National Crime Prevention and Privacy Compact Council and State Compact
Officers in the secure exchange of criminal justice records.

The Policy describes the vision and captures the security concepts that set the policies,
protections, roles, and responsibilities with minimal impact from changes in technology. The
Policy empowers CSAs with the insight and ability to tune their security programs according to
their needs, budgets, and resource constraints while remaining compliant with the baseline level
of security set forth in this Policy. The CJIS Security Policy provides a secure framework of
laws, standards, and elements of published and vetted policies for accomplishing the mission
across the broad spectrum of the criminal justice and noncriminal justice communities.
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Version 5.3

APB Approved Changes

1. Section 5.3 Policy Area 3: Incident Response: added reference to new Section 5.13.5,
Fall2013, APB1l, 5A6, Future CSP forMobile Devices.

2. Section 5.4 Policy Area 4: Auditing and Accountability: added reference to new Section
5.13.6, Fall2013, APBI 1, 5A6, Future CSP for Mobile Devices.

3. Section 5.5 Policy Area 5: Access Control: added reference to new Section 5.13.7, APB
approved change, Fall2013, APBl1, 546, Future CSP for Mobile Devices.

4. Section 5.5.5 Session Lock: added language for receive only terminals (ROT), Spring
2013, APBl2, SA1, add ROT language.

5. Section 5.5.6.1 Personally Owned Information Systems: modified language and
requirements for bring your own device(s) (BYOD), Fall 2013, APB11, 54.6, Future CSP
for Mobile Devices.

6. Section 5.5.7 Wireless Access Restrictions: moved to Section 5.13, Fall 2013, APB11,
54.6, Future CSP for Mobile Devices.

7. Section 5.6.2.1 Standard Authenticators: modified language, Fall 2013, APBI 1, 5A6,
Future CSP for Mobile Devices.

8. Section 5.6.2.1.2 Personal ldentification Number (PIN): added language from Appendix
G-5 PIN, Fall2013, APB11, 5,{6, Future CSP for Mobile Devices.

9. Section 5.6.2.2.1Advance Authentication Policy and Rationale: removed Interim
Compliance language, Spring 2013, APB 12, SA5, AA exemption for police vehicles.

10. Section 5.6.2.2.1Advance Authentication Policy and Rationale: added language for
compensating controls, Spring 2013, APB12, SA8, compensating controls for AA on
smartphones.

11. Section 5.6.2.2.1Advance Authentication Policy and Rationale: added language for
indirect access, Fall 2013, APB11, SA1, AA for Indirect Access.

12. Section 5.6.2.2.2 Advanced Authentication Decision Tree: added steps related to the use

of compensating controls, Spring 2013, APB12, SA8, compensating controls for AA on
smartphones.

13. Figure 8 Advanced Authentication Use Cases: added "Use Case 7 - Advanced
Authentication Compensating Controls on Agency Issued Smartphones", Spring 2013,
APBI2, SA8, compensating controls for AA on smartphones.

14. Figure l0 Advanced Authentication Decision Tree: updated tree to remove steps related
to the Interim Compliance, Spring 2013, APB12, SA5, AA exemption for police vehicles.

15. Figure l0 Advanced Authentication Decision Tree: updated tree to include steps related
to the use of compensating controls, Spring 2013, APB12, SA8, compensating controls
for AA on smartphones.

16. Section 5.8.2.1 Electronic Media in Transit: changed section title to Digital Media during
Transit and modify language, Fall2013, APBl l, 546, Future CSP for Mobile Devices.

17. Section 5.9.1 Physically Secure Location: added language forpolice vehicle, Spring
2013, APB12, SA5, AA exemption for police vehicles.

18. Section 5.9.1 Physically Secure Location: removed Interim Compliance language, Spring
2013, APB12, SA5, AA exemption for police vehicles.
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19. Section 5.10 System and Communications Protection and [nformation Integrity: added
reference to new Section 5.13.4, Fall 2013, APBI 1, 5A6, Future CSP for Mobile
Devices.

20. Section 5.10.1.2 Encryption: added language for passphrase, Fall2013, APBl l, SA3,
Encryption standards for CJI at rest.

21 . Section 5.10.1.2 Encryption: added language for encryption exception, Fall 2013,
APB11, SA3, Encryption standards for CJI at rest.

22. Section 5.10.4.4 Personal Firewall: moved to new Section 5.13.4.5,Fall2013, APBI l,
5,4'6, Future CSP for Mobile Devices.

23. Policy Area 5.13 Mobile Device Security: added new policy area and approved changes
to affected policy sections, Fall 2013, APB1l, 5A6, Future CSP for Mobile Devices.

24. Appendix A Terms and Definitions: added definition for Compensating Controls, Digital
Media, Indirect Access, Laptop Devices, Physical Media, Pocket/Handheld Mobile
Devices, Receive-Only Terminal (ROT), Smartphone, Tablet Devices, various APB
actions.

25. Appendix A Terms and Definitions: added ", a police vehicle," to definition of Physically
Secure Location, Spring 2013, APB12, SA5, AA exemption for police vehicles.

26. Appendix A Terms and Definitions: removed Interim Compliance language from
definition of Physically Secure Location, Spring 2013, APB12, SA5, AA exemption for
police vehicles.

' 27. Appendix B Acronyms: added LMR - Land Mobile Radio, Fall 2013, APBl 1, 5,46,
Future CSP for Mobile Devices.

28. Appendix G-5 PIN: deleted appendix,Fall2013, APBl1, 5.4.6, Future CSP forMobile
Devices.

Administrative Changes

1 . Section 3.2.7 Agency Coordinat or #9: changed 'CJA' to 'CGA'
2. Section 4.2.2 NCIC Restricted Files: removed current 4. Immigration Violator File

(formerly the Deported Felon Files) and renumber list
3. Section 4.2.2 NCIC Restricted Files: added new file categories; Violent Persons File,

NICS Denied Transaction File
4. Section 5.5.2.4 Access Control Mechanisms #3: removed language for consistency based

on Fall 2013, APBl 1, SA3, Encryption standards for CJI at rest
5. Section 5.5.8 References/Citations/Directives: renumbered due to prior section change
6. Section 5.6.2.2.2 Advanced Authentication Decision Tree #2: removed language for

consistency based on Spring 2013, APBl2, SA5, AA exemption for police vehicles
7 . Section 5.6.2.2.2 Advanced Authentication Decision Tree #5: removed language for

consistency based on Spring 2013, APBl2, SA5, AA exemption for police vehicles
8. Section 5.9.1.1 Security Perimeter: added 'a' to first sentence
9. Sections 5.10.4.5 & 5.10.4.6: renumbered due to prior section change
10. Appendix A Terms and Definitions, Agency Coordinator: changed 'CJA' to 'CGA'
1 1. Appendix D.2 Management Control Agreement: added language to bullet (2)
12. Appendix D.2 Management Control Agreement: added opening quote to reference to

Section 5.1 .1.4
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13. Appendix F.l IT Security Incident Response Form: added line for affected system
descriptor/function (i.e. file server, RMS server, web server, workstation, etc...)

14. Appendix H Security Addendum: changed 'CJA' to 'CGA'
15. Appendix I first reference: added end quote after reference title

KEY TO APB APPROVED CHANGES (i.e. "Fall 2013, APB1 l, 5,4.6, Future CSP for Mobile
Devices"):

Fall 2013 - Advisory Policy Board cycle and year

APB## * Advisory Policy Board Topic number

SA# - Security and Access Subcommittee Topic number

Topic Title
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1 INTRODUCTION

This section details the purpose of this document, its scope, relationship to other information
security policies, and its distribution constraints.

1.1 Purpose
The CJIS Security Policy provides Criminal Justice Agencies (CJA) and Noncriminal Justice
Agencies (NCJA) with a minimum set of security requirements for access to Federal Bureau of
Investigation (FBD Criminal Justice Information Services (CJIS) Division systems and
information and to protect and safeguard Criminal Justice Information (CJI). This minimum
standard of security requirements ensures continuity of information protection. The essential
premise of the CJIS Security Policy is to provide the appropriate controls to protect CJI, from
creation through dissemination; whether at rest or in transit

The CJIS Security Policy integrates presidential directives, federal laws, FBI directives, the
criminal justice community's Advisory Policy Board (APB) decisions along with nationally
recognized guidance from the National Institute of Standards and Technology (NIST) and the
National Crime Prevention and Privacy Compact Council (Compact Council).

1.2 Scope
At the consent of the advisory process, and taking into consideration federal law and state

statutes, the CJIS Security Policy applies to all entities with access to, or who operate in support
of, FBI CJIS Division's services and information. The CJIS Security Policy provides minimum
security requirements associated with the creation, viewing, modification, transmission,
dissemination, storage, or destruction of CJI.

Entities engaged in the interstate exchange of CJI data for noncriminal justice purposes are also
govemed by the standards and rules promulgated by the Compact Council.

1.3 Relationship to Local Security Policy and Other Policies
The CJIS Security Policy may be used as the sole security policy for the agency. The local
agency may complement the CJIS Security Policy with a local policy, or the agency may develop
their own stand-alone security policy; however, the CJIS Security Policy shall always be the
minimum standard and local policy may augment, or increase the standards, but shall not detract
from the CJIS Security Policy standards.

The agency shall develop, disseminate, and maintain formal, documented procedures to facilitate
the implementation of the CJIS Security Policy and, where applicable, the local security policy.
The policies and procedures shall be consistent with applicable laws, executive orders,
directives, policies, regulations, standards, and guidance. Procedures developed for CJIS
Security Policy areas can be developed for the security program in general, and for a particular
information system, when required.

This document is a compendium of applicable policies in providing guidance on the minimum
security controls and requirements needed to access FBI CJIS information and services. These

policies include presidential directives, federal laws, FBI directives and the criminal justice
community's APB decisions. State, local, and Tribal CJA may implement more stringent
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policies and requirements. Appendix I contains the references while Appendix E lists the
security forums and organizational entities referenced in this document.

1.4 Terminology Used in This Document
The following terms are used interchangeably throughout this document:

. Agency and Organization: The two terms in this document refer to any entity that submits
or receives information, by any means, to/from FBI CJIS systems or services.

o Information and Data: Both terms refer to CJI.

. System, Information System, Service, or named applications like NCIC: all refer to
connections to the FBI's criminal justice information repositories and the equipment used

to establish said connections.

Appendix A and B provide an extensive list of the terms and acronyms.

1.5 Distribution of the GJIS Security Policy
The CJIS Security Policy,. version 5.0 and later, is a publically available document and may be
posted and shared without restrictions.
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2 GJIS SECURITY POLICY APPROACH
The CJIS Security Policy represents the shared responsibility between FBI CJIS, CJIS Systems
Agency (CSA), and the State ldentification Bureaus (SlB) of the lawful use and appropriate
protection of CJI. The Policy provides a baseline of security requirements for current and
planned services and sets a minimum standard for new initiatives.

2.1 CJIS Security Policy Vision Statement
The executive summary of this document describes the vision in terms of business needs for
confidentiality, integrity, and availability of information. The APB collaborates with the FBI
CJIS Division to ensure that the Policy remains updated to meet evolving business, technology
and security needs.

2.2 Architecture lndependent
Due to advancing technology and evolving business models, the FBI CJIS Division is
transitioning from legacy stovepipe systems and moving toward a flexible services approach.
Systems such as National Crime Information Center (NCIC), National Instant Criminal
Background Check System (I.{ICS), and Integrated Automated Fingerprint Identification System
(IAFIS) will continue to evolve and may no longer retain their current system platforms,
hardware, or program name. However, the data and services provided by these systems will
remain stable.

The CJIS Security Policy looks at the data (information), services, and protection controls that
apply regardless of the implementation architecture. Architectural independence is not intended
to lessen the importance of systems, but provide for the replacement of one technology with
another while ensuring the controls required to protect the information remain constant. This
objective and conceptual focus on security policy areas provide the guidance and standards while
avoiding the impact of the constantly changing landscape of technical innovations. The
architectural independence of the Policy provides agencies with the flexibility for tuning their
information security infrastructure and policies to reflect their own environments.

2.3 Risk Versus Realism
Every o'shall" statement contained within the CJIS Security Policy has been scrutinized for risk
versus the reality of resource constraints and real-world application. The purpose of the CJIS
Security Policy is to establish the minimum security requirements; therefore, individual agencies
are encouraged to implement additional controls to address agency specific risks.
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3 ROLES AND RESPONSIBILITIES

3.1 Shared Management Philosophy
In the scope of information security, the FBI CJIS Division employs a shared management
philosophy with federal, state, local, and tribal law enforcement agencies. Although an advisory
policy board for the NCIC has existed since 1969, the Director of the FBI established the CJIS
APB in March 1994 to enable appropriate input and recommend policy with respect to CJIS

services. Through the APB and its Subcommittees and Working Groups, consideration is given
to the needs of the criminal justice and law enforcement community regarding public policy,
statutory and privacy aspects, as well as national security relative to CJIS systems and

information. The APB represents federal, state, local, and tribal law enforcement and criminal
justice agencies throughout the United States, its territories, and Canada.

The FBI has a similar relationship with the Compact Council, which governs the interstate
exchange of criminal history records for noncriminal justice purposes. The Compact Council is
mandated by federal law to promulgate rules and procedures for the use of the lnterstate
Identification Index (III) for noncriminal justice purposes. To meet that responsibility, the
Compact Council depends on the CJIS Security Policy as the definitive source for standards

defining the security and privacy of records exchanged with noncriminal justice practitioners.

3.2 Roles and Responsabilities for Agencies and Parties
It is the responsibility of all agencies covered under this Policy to ensure the protection of CJI
between the FBI CJIS Division and its user community. The following figure provides an

abstract representation ofthe strategic functions and roles such as governance and operations.

Figure I - Overview
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This section provides a description of the following entities and roles:

1. CJIS Systems Agency.

2. CJIS Systems Officer.

3. Terminal Agency Coordinator.

4. Criminal Justice Agency.

5. Noncriminal Justice Agency.

6. Contracting Government Agency.

7. Agency Coordinator.

8. CJIS Systems Agency Information Security Officer.

9. LocalAgency Security Officer.

10. FBI CJIS Division Information Security Officer.

1 1. Repository Manager.

12. Compact Officer.

3.2.1 CJIS Systems Agencies (CSA)

The CSA is responsible for establishing and administering an information technology security
program throughout the CSA's user community, to include the local levels. The head of each

CSA shall appoint a CJIS Systems Officer (CSO). The CSA may impose more stringent
protection measures than outlined in this document. Such decisions shall be documented and

kept current.

3.2.2 GJIS Systems Officer (CSO)

The CSO is an individual located within the CSA responsible for the administration of the CJIS
network for the CSA. Pursuant to the Bylaws for the CJIS Advisory Policy Board and Working
Groups, the role of CSO shall not be outsourced. The CSO may delegate responsibilities to

subordinate agencies. The CSO shall set, maintain, and enforce the following:

l. Standards for the selection, supervision, and separation of personnel who have access to
CJI.

2. Policy governing the operation of computers, access devices, circuits, hubs, routers,
firewalls, and other components that comprise and support a telecommunications network
and related CJIS systems used to process, store, or transmit CJI, guaranteeing the priority,
confidentiality, integrity, and availability of service needed by the criminal justice

community.

a. Ensure appropriate use, enforce system discipline, and ensure CJIS Division
operating procedures are followed by all users of the respective services and

information.

b. Ensure state/federal agency compliance with policies approved by the APB and

adopted by the FBI.
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c. Ensure the appointment of the CSA ISO and determine the extent of authority to
the CSA ISO.

d. The CSO, or designee, shall ensure that a Terminal Agency Coordinator (TAC) is
designated within each agency that has devices accessing CJIS systems.

e. Ensure each agency having access to CJI has someone designated as the Local
Agency Security Officer (LASO).

f. Approve access to FBI CJIS systems.

g. Assume ultimate responsibility for managing the security of CJIS systems within
their state and/or agency.

h. Perform other related duties outlined by the user agreements with the FBI CJIS
Division.

3. Outsourcing of Criminal Justice Functions

a. Responsibility for the management of the approved security requirements shall
remain with the CJA. Security control includes the authority to enforce the
standards for the selection, supervision, and separation of personnel who have
access to CJI; set and enforce policy governing the operation of computers,
circuits, and telecommunications terminals used to process, store, or transmit CJI;
and to guarantee the priority service needed by the criminal justice community.

b. Responsibility for the management control of network security shall remain with
the CJA. Management control of network security includes the authority to
enforce the standards for the selection, supervision, and separation of personnel
who have access to CJI; set and enforce policy governing the operation of circuits
and network equipment used to transmit CJI; and to guarantee the priority service
as determined by the criminal justice community.

3.2.3 Terminal Agency Coordinator (TAC)

The TAC seryes as the point-of-contact at the local agency for matters relating to CJIS
information access. The TAC administers CJIS systems programs within the local agency and

oversees the agency's compliance with CJIS systems policies.

3.2.4 Criminal Justice Agency (CJA)

A CJA is defined as a court, a governmental agency, or any subunit of a governmental agency
which performs the administration of criminaljustice pursuant to a statute or executive order and

which allocates a substantial part of its annual budget to the administration of criminal justice.
State and federal Inspectors General Offices are included.

3.2.5 Noncriminal Justice Agency (NCJA)

A NCJA is defined (for the purposes of access to CJI) as an entity or any subunit thereof that
provides services primarily for purposes other than the administration of criminal justice.
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3.2.6 Contracting Government Agency (CGA)

A CGA is a government agency, whether a CJA or a NCJA, that enters into an agreement with a
private contractor subject to the CJIS Security Addendum. The CGA entering into an agreement
with a contractor shall appoint an agency coordinator.

3.2.7 Agency Coordinator (AC)

An AC is a staff member of the CGA who manages the agreement between the Contractor and
agency. The AC shall be responsible for the supervision and integrity of the system, training and
continuing education of employees and operators, scheduling of initial training and testing, and
certification testing and all required reports by NCIC. The AC shall:

1. Understand the communications, records capabilities, and needs of the Contractor which
is accessing federal and state records through or because of its relationship with the CGA.

2. Participate in related meetings and provide input and comments for system improvement.

3. Receive information from the CGA (e.g., system updates) and disseminate it to
appropriate Contractor employees.

4. Maintain and update manuals applicable to the effectuation of the agreement, and provide
them to the Contractor.

Maintain up-to-date records of Contractor's employees who access the system, including
name, date of birth, social security number, date fingerprint card(s) submitted, date
security clearance issued, and date initially trained, tested, certified or recertified (if
applicable).

Train or ensure the training of Contractor personnel. If Contractor personnel access

NCIC, schedule the operators for testing or a certification exam with the CSA staff, or
AC staff with permission from the CSA staff. Schedule new operators for the
certification exam within six (6) months of assignment. Schedule certified operators for
biennial re-certification testing within thirty (30) days prior to the expiration of
certification. Schedule operators for other mandated class.

The AC will not permit an untrained/untested or non-certified Contractor employee to
access CJI or systems supporting CJI where access to CJI can be gained.

Where appropriate, ensure compliance by the Contractor with NCIC validation
requirements.

9. Provide completed applicant fingerprint cards on each Contractor employee who accesses

the system to the CGA (or, where appropriate, CSA) for criminal background
investigation prior to such employee accessing the system.

10. Any other responsibility for the AC promulgated by the FBI.

3.2.8 CJIS Systems Agency lnformation Security Officer (CSA !SO)

The CSA ISO shall:

1. Serve as the security point of contact (POC) to the FBI CJIS Division ISO.
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2. Document technical compliance with the CJIS Security Policy with the goal to assure the
confidentiality, integrity, and availability of criminal justice information to the user
community throughout the CSA's user community, to include the local level.

3. Document and provide assistance for implementing the security-related controls for the
Interface Agency and its users.

4. Establish a security incident response and reporting procedure to discover, investigate,
document, and report to the CSA, the affected criminal justice agency, and the FBI CJIS
Division ISO major incidents that significantly endanger the security or integrity of CJI.

3.2.9 Local Agency Security Officer (LASO)

Each LASO shall:

l. Identify who is using the CSA approved hardware, software, and firmware and ensure no
unauthorized individuals or processes have access to the same.

2. Identify and document how the equipment is connected to the state system.

3. Ensure that personnel security screening procedures are being followed as stated in this
Policy.

4. Ensure the approved and appropriate security measures are in place and working as

expected.

5. Support policy compliance and ensure the CSA ISO is promptly informed of security
incidents.

3.2.10 FBI CJIS Division lnformation Security Officer (FBl CJIS ISO)

The FBI CJIS ISO shall:

l. Maintain the CJIS Security Policy.

2. Disseminate the FBI Director approved CJIS Security Policy.

3. Serve as a liaison with the CSA's ISO and with other personnel across the CJIS
community and in this regard provide technical guidance as to the intent and
implementation of operational and technical policy issues.

4. Serve as a point-of-contact (POC) for computer incident notification and distribution of
security alerts to the CSOs and ISOs.

5. Assist with developing audit compliance guidelines as well as identifying and reconciling
security-related issues.

6. Develop and participate in information security training programs for the CSOs and
ISOs, and provide a means by which to acquire feedback to measure the effectiveness
and success of such training.

7. Maintain a security policy resource center (SPRC) on FBI.gov and keep the CSOs and
ISOs updated on pertinent information.
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3.2.1 1 Repository Manager

The State Identification Bureau (SIB) Chief, i.e. Repository Manager or Chief Administrator, is
the designated manager of the agency having oversight responsibility for a state's fingerprint
identification services. If both state fingerprint identification services and CJIS systems control
are managed within the same state agency, the SIB Chief and CSO may be the same person.

3.2.12 Compact Officer

Pursuant to the National Crime Prevention and Privacy Compact, each party state shall appoint a
Compact Officer who shall ensure that Compact provisions and rules, procedures, and standards

established by the Compact Council are complied with in their respective state.
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4 CRIMINAL JUSTICE
IDENTIFIABLE

INFORMATION AND PERSONALLY
INFORMATION

4.1 Criminal Justice Information (GJl)

Criminal Justice Information is the term used to refer to all of the FBI CJIS provided data

necessary for law enforcement and civil agencies to perform their missions including, but not
limited to biometric, identity history, biographic, property, and case/incident history data. The
following categories of CJI describe the various data sets housed by the FBI CJIS architecture:

1. Biometric Data--data derived from one or more intrinsic physical or behavioral traits of
humans typically for the purpose of uniquely identifying individuals from within a

population. Used to identify individuals, to include: fingerprints, palm prints, iris scans,

and facial recognition data.

2. Identity History Data-textual data that conesponds with an individual's biometric data,
providing a history of criminal and/or civil events for the identified individual.

3. Biographic Data-information about individuals associated with a unique case, and not
necessarily connected to identity data. Biographic data does not provide a history of an

individual, only information related to a unique case.

4. Property Data-information about vehicles and property associated with crime when
accompanied by any personally identifiable information (PIf .

5. Case/lncident History-information about the history of criminal incidents.

The following type of data are exempt from the protection levels required for CJI: transaction
control type numbers (e.g., ORI, NIC, FNU, etc.) when not accompanied by information that
reveals CJI or PII.

The intent of the CJIS Security Policy is to ensure the protection of the aforementioned CJI until
the information is: released to the public via authorized dissemination (e.g. within a court
system; presented in crime reports data; released in the interest of public safety); purged or
destroyed in accordance with applicable record retention rules.

4.1.1 Criminal History Record Information (GHRI)

Criminal History Record lnformation (CHRI), sometimes informally referred to as "restricted
data", is a subset of CJl. Due to its comparatively sensitive nature, additional controls are

required for the access, use and dissemination of CHRI. In addition to the dissemination
restrictions outlined below, Title 28, Part20, Code of Federal Regulations (CFR), defines CHRI
and provides the regulatory guidance for dissemination of CHRI. While the CJIS Security
Policy attempts to be architecturally independent, the tII and the NCIC are specifically identified
in Title 28, Part 20, CFR, and the NCIC Operating Manual, as associated with CHRI.
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4.2 Access, Use and Dissemination of Criminal History Record
lnformation (GHRI), NCIG Restricted Files lnformation, and
NCIC Non-Restricted Files lnformation

This section describes the requirements for the access, use and dissemination of CHRI, NCIC
restricted files information, and NCIC non-restricted files information.

4.2.1 Proper Access, Use, and Dissemination of CHRI

Information obtained from the III is considered CHRI. Rules governing the access, use, and
dissemination of CHRI are found in Title 28,Part 20, CFR. The III shall be accessed only for an

authorized purpose. Further, CHRI shall only be used for an authorized purpose consistent with
the purpose for which III was accessed. Dissemination to another agency is authorized if (a) the
other agency is an Authorized Recipient of such information and is being serviced by the
accessing agency, or (b) the other agency is performing personnel and appointment functions for
criminal justice employment applicants.

4.2.2 Proper Access, Use, and Dissemination of NCIC Restricted Files
lnformation

The NCIC hosts restricted files and non-restricted files. NCIC restricted files are distinguished
from NCIC non-restricted files by the policies governing their access and use. Proper access to,
use, and dissemination of data from restricted files shall be consistent with the access, use, and
dissemination policies concerning the III described in Title 28, Part 20, CFR, and the NCIC
Operating Manual. The restricted files, which shall be protected as CHRI, are as follows:

1. Gang Files

2. Known or Appropriately Suspected Terrorist Files

3. Supervised Release Files

4. National Sex Offender Registry Files

5. Historical Protection Order Files of the NCIC

6. Identity Theft Files

7 . Protective Interest Files

8. Person With Information (PWI) data in the Missing Person Files

9. Violent Person File

10. NICS Denied Transactions File

The remaining NCIC files are considered non-restricted files.

4.2.3 Proper Access, Use, and Dissemination of NCIC Non-Restricted Files
Information

4.2.3.1 For Official Purposes

NCIC non-restricted files are those not listed as restricted files in Section 4.2.2. NCIC non-
restricted files information may be accessed and used for any authorized purpose consistent with
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the inquiring agency's responsibility. Information obtained may be disseminated to (a) other
government agencies or (b) private entities authorized by law to receive such information for any
purpose consistent with their responsibilities.

4.2.3.2 For Other Authorized Purposes

NCIC non-restricted files may be accessed for other purposes consistent with the resources of the
inquiring agency; however, requests for bulk data are discouraged. Information derived from
NCIC non-restricted files for other than law enforcement purposes can be used by authorized
criminal justice personnel only to confirm the status of a person or property (i.e., wanted or
stolen). An inquiring agency is authorized to charge a nominal administrative fee for such
service. Non-restricted files information shall not be disseminated commercially.

A response to a NCIC person inquiry may include NCIC restricted files information as well as

NCIC non-restricted files information. Agencies shall not disseminate restricted files
information for purposes other than law enforcement.

4.2.3.3 CSO Authority in Other Circumstances

If no federal, state or local law or policy prohibition exists, the CSO may exercise discretion to
approve or deny dissemination of NCIC non-restricted file information.

4.2.4 Storage

When CHRI is stored, agencies shall establish appropriate administrative, technical and physical
safeguards to ensure the security and confidentiality of the information. These records shall be

stored for extended periods only when they are key elements for the integrity and/or utility of
case files and/or criminal record files. See Section 5.9 for physical security controls.

4.2.5 Justification and Penalties

4.2.5.1Justification

In addition to the use of purpose codes and logging information, all users shall provide a reason
for all III inquiries whenever requested by NCIC System Managers, CSAs, local agency
administrators, or their representatives.

4.2.5.2 Penalties

lmproper access, use or dissemination of CHRI and NCIC Non-Restricted Files information is
serious and may result in administrative sanctions including, but not limited to, termination of
services and state and federal criminal penalties.

4.3 Personally ldentifiable lnformation (Pll)

For the purposes of this document, PII is information which can be used to distinguish or trace an

individual's identity, such as name, social security number, or biometric records, alone or when
combined with other personal or identifying information which is linked or linkable to a specific
individual, such as date and place of birth, or mother's maiden name. Any FBI CJIS provided
data maintained by an agency, including but not limited to, education, financial transactions,
medical history, and criminal or employment history may include PII. A criminal history record

8t4t2014
cJlsD-lTS-DOC-08 I 40-5.3

t2



for example inherently contains PII as would a Law Enforcement National Data Exchange (N-
DEx) case file.

PII shall be extracted from CJI for the purpose of official business only. Agencies shall develop
policies, based on state and local privacy rules, to ensure appropriate controls are applied when
handling PII extracted from CJI. Due to the expansive nature of PII, this Policy does not specify
auditing, logging, or personnel security requirements associated with the Iife cycle of PII.
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Figure 2 - Dissemination of restricted and non-restricted NCIC data

A citizen of Springfield went to the Springfield Police Department to request whether his new
neighbor, who had been acting suspiciously, had an outstanding warrant. The Springfield
Police Department ran an NCIC persons inquiry, which produced a response that included a

Wanted Person File (non-restricted file) record and a Known or Appropriately Suspected
Terrorist File (restricted file) record. The Springfield Police Department advised the citizen of
the outstanding warrant, but did not disclose any information concerning the subject being a

known or appropriately suspected terrorist.



5 POLICY AND IMPLEMENTATION

The policy areas focus upon the data and services that the FBI CJIS Division exchanges and
provides to the criminal justice community and its partners. Each policy area provides both
strategic reasoning and tactical implementation requirements and standards.

While the major theme of the policy areas is concerned with electronic exchange directly with
the FBI, it is understood that further dissemination of CJI to Authorized Recipients by various
means (hard copy, e-mail, web posting, etc.) constitutes a significant portion of CJI exchanges.

Regardless of its form, use, or method of dissemination, CJI requires protection throughout its
life.

Not every consumer of FBI CJIS services will encounter all of the policy areas therefore the
circumstances of applicability are based on individual agencylentity configurations and usage.

Use cases within each of the policy areas will help users relate the Policy to their own agency
circumstances. The policy areas are:

. Policy Area l-lnformation Exchange Agreements

. Policy Area 2-Security Awareness Training

o Policy Area 3-lncident Response

r Policy Area 4-Auditing and Accountability

. Policy Area 5-Access Control

. Policy Area 6-Identification and Authentication

o Policy Area 7-Configuration Management

o Policy Area 8-Media Protection

. Policy Area 9-Physical Protection

. Policy Area 10-systems and Communications Protection and Information Integrity

Policy Area ll-Formal Audits

Policy Area l2-Personnel Security
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5.1 Policy Area 1: lnformation Exchange Agreements
The information shared through communication mediums shall be protected with appropriate
security safeguards. The agreements established by entities sharing information across systems
and communications mediums are vital to ensuring all parties fully understand and agree to a set

ofsecurity standards.

5.1.1 lnformation Exchange

Before exchanging CJI, agencies shall put formal agreements in place that specify security
controls. The exchange of information may take several forms including electronic mail, instant
messages, web services, facsimile, hard copy, and information systems sending, receiving and
storing CJI.

Information exchange agreements outline the roles, responsibilities, and data ownership between
agencies and any extemal parties. Information exchange agreements for agencies sharing CJI
data that is sent to and/or received from the FBI CJIS shall specify the security controls and

conditions described in this document.

Information exchange agreements shall be supported by documentation committing both parties
to the terms of information exchange. As described in subsequent sections, different agreements
and policies apply, depending on whether the parties involved are CJAs or NCJAs. See

Appendix D for examples of Information Exchange Agreements.

There may be instances, on an ad-hoc basis, where CJI is authorized for further dissemination to
Authorized Recipients not covered by an information exchange agreement with the releasing
agency. In these instances the dissemination of CJI is considered to be secondary dissemination.
Law Enforcement and civil agencies shall have a local policy to validate a requestor of CJI as an

authorized recipient before disseminating CJI. See Section 5.1.3 for secondary dissemination
guidance.

5.1.1.1 lnformation Handling

Procedures for handling and storage of information shall be established to protect that
information from unauthorized disclosure, alteration or misuse. Using the requirements in this
Policy as a starting point, the procedures shall apply to the handling, processing, storing, and

communication of CJI. These procedures apply to the exchange of CJI no matter the form of
exchange.

The policies for information handling and protection also apply to using CJI shared with or
received from FBI CJIS for noncriminal justice purposes. In general, a noncriminal justice
purpose includes the use of criminal history records for purposes authorized by federal or state

law other than purposes relating to the administration of criminal justice, including - but not
limited to - employment suitability, licensing determinations, immigration and naturalization
matters, and national security clearances.

5.1.1.2 State and Federal Agency User Agreements

Each CSA head or SIB Chief shall execute a signed written user agreement with the FBI CJIS

Division stating their willingness to demonstrate conformity with this Policy before accessing

and participating in CJIS records information programs. This agreement shall include the
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standards and sanctions governing utilization of CJIS systems. As coordinated through the
particular CSA or SIB Chief, each Interface Agency shall also allow the FBI to periodically test
the ability to penetrate the FBI's network through the external network connection or system per
authorization of Department of Justice (DOJ) Order 2640.2F . All user agreements with the FBI
CJIS Division shall be coordinated with the CSA head.

5.1.1.3 Criminal Justice Agency User Agreements

Any CJA receiving access to CJI shall enter into a signed written agreement with the appropriate
signatory authority of the CSA providing the access. The written agreement shall specify the
FBI CJIS systems and services to which the agency will have access, and the FBI CJIS Division
policies to which the agency must adhere. These agreements shall include:

1. Audit.

2. Dissemination.

3. Hit confirmation.

4. Logging.

5. Quality Assurance (QA).

6. Screening (Pre-Employment).

7. Security.

E. I tmeltness.

9. Training.

10. Use of the system.

11. Validation.

5.'|..1.4 lnteragency and Management Control Agreements

A NCJA (govemment) designated to perform criminal justice functions for a CJA shall be

eligible for access to the CJI. Access shall be permitted when such designation is authorized
pursuant to executive order, statute, regulation, or inter-agency agreement. The NCJA shall sign
and execute a management control agreement (MCA) with the CJA, which stipulates
management control of the criminal justice function remains solely with the CJA. The MCA
may be a separate document or included with the language of an inter-agency agreement. An
example of an NCJA (government) is a city information technology (tT) department.

5.1.1.5 Private Contractor User Agreements and CJIS Security Addendum

The CJIS Security Addendum is a uniform addendum to an agreement between the government
agency and a private contractor, approved by the Attorney General of the United States, which
specifically authorizes access to CHRI, limits the use of the information to the purposes for
which it is provided, ensures the security and confidentiality of the information is consistent with
existing regulations and the CJIS Security Policy, provides for sanctions, and contains such other
provisions as the Attorney General may require.

Private contractors who perform criminal justice functions shall meet the
certification criteria required by governmental agencies performing a similar
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be subject to the same extent of audit review as are local user agencies. All private contractors
who perform criminal justice functions shall acknowledge, via signing of the CJIS Security
Addendum Certification page, and abide by all aspects of the CJIS Security Addendum. The
CJIS Security Addendum is presented in Appendix H. Modifications to the CJIS Security
Addendum shall be enacted only by the FBI.

1. Private contractors designated to perform criminal justice functions for a CJA shall be

eligible for access to CJI. Access shall be permitted pursuant to an agreement which
specifically identifies the agency's purpose and scope of providing services for the
administration of criminal justice. The agreement between the CJA and the private
contractor shall incorporate the CJIS Security Addendum approved by the Director of the
FBI, acting for the U.S. Attorney General, as referenced in Title 28 CFR 20.33 (a)(7).

2. Private contractors designated to perform criminal justice functions on behalf of a NCJA
(government) shall be eligible for access to CJI. Access shall be permitted pursuant to an

agreement which specifically identifies the agency's purpose and scope of providing
services for the administration of criminal justice. The agreement between the NCJA and
the private contractor shall incorporate the CJIS Security Addendum approved by the
Director of the FBI, acting for the U.S. Attomey General, as referenced in Title 28 CFR
20.33 (a)(7).

5.1.1.6 Agency User Agreements

A NCJA (public) designated to request civil fingerprint-based background checks, with the full
consent of the individual to whom a background check is taking place, for noncriminal justice
functions, shall be eligible for access to CJI. Access shall be permitted when such designation is
authorized pursuant to federal law or state statute approved by the U.S. Attorney General. A
NCJA (public) receiving access to CJI shall enter into a signed written agreement with the
appropriate signatory authority of the CSA/SIB providing the access. An example of a NCJA
(public) is a county school board.

A NCJA (private) designated to request civil fingerprint-based background checks, with the full
consent of the individual to whom a background check is taking place, for noncriminal justice
functions, shall be eligible for access to CJI. Access shall be permitted when such designation is

authorized pursuant to federal law or state statute approved by the U.S. Attorney General. A
NCJA (private) receiving access to CJI shall enter into a signed written agreement with the
appropriate signatory authority of the CSA, SIB, or authorized agency providing the access. An
example of a NCJA (private) is a local bank.

All NCJAs accessing CJI shall be subject to all pertinent areas of the CJIS Security Policy (see

Appendix J for supplemental guidance). Each NCJA that directly accesses FBI CJI shall also

allow the FBI to periodically test the ability to penetrate the FBI's network through the external
network connection or system per authorization of Department of Justice (DOJ) Order 2640.2F.

5.1.1.7 Outsourcing Standards for Channelers

Channelers designated to request civil fingerprint-based background checks or noncriminal
justice ancillary functions on behalf of a NCJA (public) or NCJA (private) for noncriminal
justice functions shall be eligible for access to CJI. Access shall be permitted when such
designation is authorized pursuant to federal law or state statute approved by the U.S. Attorney
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General. All Channelers accessing CJI shall be subject to the terms and conditions described in
the Compact Council Security and Management Control Outsourcing Standard. Each Channeler
that directly accesses CJI shall also allow the FBI to conduct periodic penetration testing.

Channelers leveraging CJI to perform civil functions on behalf of an Authorized Recipient shall
meet the same training and certification criteria required by governmental agencies performing a

similar function, and shall be subject to the same extent of audit review as are local user

agencies.

5.1.'1.8 Outsourcing Standards for Non-Channelers

Contractors designated to perform noncriminal justice ancillary functions on behalf of a NCJA
(public) or NCJA (private) for noncriminal justice functions shall be eligible for access to CJI.
Access shall be permitted when such designation is authorized pursuant to federal law or state
statute approved by the U.S. Attorney General. All contractors accessing CJI shall be subject to
the terms and conditions described in the Compact Council Outsourcing Standard for Non-
Channelers. Contractors leveraging CJI to perform civil functions on behalf of an Authorized
Recipient shall meet the same training and certification criteria required by governmental
agencies performing a similar function, and shall be subject to the same extent of audit review as

are local user agencies.

5.1.2 Monitoring, Review, and Delivery of Services

As specified in the inter-agency agreements, MCAs, and contractual agreements with private
contractors, the services, reports and records provided by the service provider shall be regularly
monitored and reviewed. The CJA, authorized agency, or FBI shall maintain sufficient overall
control and visibility into all security aspects to include, but not limited to, identification of
vulnerabilities and information security incident reporting/response. The incident
reporting/response process used by the service provider shall conform to the incident
reporting/response specifications provided in this Policy.

5.1.2.1 Managing Changes to Service Providers

Any changes to services provided by a service provider shall be managed by the CJA, authorized
agency, or FBI. This includes provision of services, changes to existing services, and new
services. Evaluation of the risks to the agency shall be undertaken based on the criticality of the
data, system, and the impact of the change.

5.1.3 Secondary Dissemination

If CHRI is released to another authorized agency, and that agency was not part of the releasing
agency's primary information exchange agreement(s), the releasing agency shall log such

dissemination.

5.1.4 Secondary Dissemination of Non-CHRI CJI

If CJI does not contain CHRI and is not part of an information exchange agreement then it does

not need to be logged. Dissemination shall conform to the local policy validating the requestor
of the CJI as an employee and/or contractor of a law enforcement agency or civil agency

requiring the CJI to perform their mission or a member of the public receiving CJI via authorized
dissemination.
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5.1.5 References/Citations/Directives

Appendix I contains all of the references used in this Policy and may contain additional sources
that apply to this section.

Figure 3 - Information Exchange Agreements Implemented by a Local Police Department

A local police department executed a Memorandum of Understanding (MOU) for the interface
with their state CSA. The local police department also executed an MOU (which included an

MCA) with the county information technology (IT) department for the day-to-day operations
of their criminal-justice infrastructure. The county IT department, in turn, outsourced
operations to a local vendor who signed the CJIS Security Addendum.
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5.2 Policy Area 2: Security Awareness Training
Basic security awareness training shall be required within six months of initial assignment, and

biennially thereafter, for all personnel who have access to CJI. The CSO/SIB may accept the
documentation of the completion of security awareness training from another agency. Accepting
such documentation from another agency means that the accepting agency assumes the risk that
the training may not meet a particular requirement or process required by federal, state, or local
laws.

5.2.'l Awareness Topics

A significant number of topics can be mentioned and briefly discussed in any awareness session
or campaign. To help fuither the development and implementation of individual agency security
awareness training programs the following baseline guidance is provided.

5.2.1.1 All Personnel

At a minimum, the following topics shall be addressed as baseline security awareness training
for all authorized personnel with access to CJI:

1. Rules that describe responsibilities and expected behavior with regard to CJI usage.

2. Implications of noncompliance.

3. Incident response (Points of contact; Individual actions).

4. Media protection.

5. Visitor control and physical access to spaces-discuss applicable physical security policy
and procedures, e.9., challenge strangers, report unusual activity.

6. Protect information subject to confidentiality concerns - hardcopy through destruction.

7 . Proper handling and marking of CJI.

8. Threats, vulnerabilities, and risks associated with handling of CJI.

9. Social engineering.

1 0. Dissemination and destruction.

5.2.1.2 Personnelwith Physical and Logical Access

In addition to 5.2.1.1 above, the following topics, at a minimum, shall be addressed as baseline
security awareness training for all authorized personnel with both physical and logical access to
CJI:

1. Rules that describe responsibilities and expected behavior with regard to information
system usage.

2. Password usage and management-including creation, frequency of changes, and
protection.

3. Protection from viruses, worrns, Trojan horses, and other malicious code.

4. Unknown e-maill attachments.
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5. Web usage-allowed versus prohibited; monitoring of user activity.

6. Spam.

7. Physical Security-increases in risks to systems and data.

8. Handheld device security issues-address both physical and wireless security issues.

9. Use of encryption and the transmission of sensitive/confidential information over the
[nfs1nsf-address agency policy, procedures, and technical contact for assistance.

10. Laptop security-address both physical and information security issues.

I 1. Personally owned equipment and software-state whether allowed or not (e.g.,
copyrights).

12. Access control issues-address least privilege and separation of duties.

13. Individual accountability-explain what this means in the agency.

14. Use of acknowledgement statements-passwords, access to systems and data, personal
use and gain.

15. Desktop security-discuss use of screensavers, restricting visitors' view of information
on screen (mitigating "shoulder surfing"), battery backup devices, allowed access to
systems.

16. Protect information subject to confidentiality concerns-in systems, archived, on backup
media, and until destroyed.

17. Threats, vulnerabilities, and risks associated with accessing CJIS Service systems and
services.

5.2.1.3 Personnel with lnformation Technology Roles

In addition to 5.2.1.1 and 5.2.1.2 above, the following topics at a minimum shall be addressed as

baseline security awareness training for all Information Technology personnel (system
administrators, security admini strators, network administrators, etc.) :

1. Protection from viruses, worrns, Trojan horses, and other malicious code-scanning,
updating definitions.

2. Data backup and storage-centralized or decentralized approach.

3. Timely application of system patches-part of configuration management.

4. Access control measures.

5. Network infrastructure protection measures.

5.2.2 Security Training Records

Records of individual basic security awareness training and specific information system security
training shall be documented, kept current, and maintained by the CSO/SIB/Compact Officer.
Maintenance of training records can be delegated to the local level.
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Figure 4 - Security Awareness Training Implemented by a Local Police Department

A local police department with a staff of 20 sworn law-enforcement officers and 15 support
personnel worked with a vendor to develop role-specific security-awareness training, and

required all staff to complete this training upon assignment and every two years thereafter.
The local police department scheduled the sworn law-enforcement training to coincide with
their NCIC certification training. The vendor maintained the training records for the police
department's entire staff, and provided reporting to the department to help it ensure

compliance with the CJIS Security Policy.

5.2.3 References/Citations/Di rectives

Appendix I contains all of the references used in this Policy and may contain additional sources

that apply to this section.

8t412014
cJISD-ITS-DOC-08 I 40-5.3

22



5.3 Policy Area 3: lncident Response
There has been an increase in the number of accidental or malicious computer attacks against
both government and private agencies, regardless of whether the systems are high or low profile.
Agencies shall: (i) establish an operational incident handling capability for agency information
systems that includes adequate preparation, detection, analysis, containment, recovery, and user
response activities; (ii) track, document, and report incidents to appropriate agency officials
and/or authorities.

ISOs have been identified as the POC on security-related issues for their respective agencies and

shall ensure LASOs institute the CSA incident response reporting procedures at the local level.
Appendix F contains a sample incident notification letter for use when communicating the details
of an incident to the FBI CJIS ISO.

Refer to Section 5.13.5 for additional incident response requirements related to mobile devices
used to access CJI.

5.3.1 Reporting Information Security Events

The agency shall promptly report incident information to appropriate authorities. Information
security events and weaknesses associated with information systems shall be communicated in a
manner allowing timely corrective action to be taken. Formal event reporting and escalation
procedures shall be in place. Wherever feasible, the agency shall employ automated mechanisms
to assist in the reporting of security incidents. All employees, contractors and third party users

shall be made aware of the procedures for reporting the different types of event and weakness

that might have an impact on the security of agency assets and are required to report any
information security events and weaknesses as quickly as possible to the designated point of
contact.

5.3.1.1 Reporting Structure and Responsibilities

5.3.1.1.1 FBI CJIS Division Responsibilities

The FBI CJIS Division shall:

1. Manage and maintain the CJIS Division's Computer Security Incident Response

capability (cSIRC).

2. Serve as a central clearinghouse for all reported intrusion incidents, security alerts,
bulletins, and other security-related material.

3. Ensure additional resources for all incidents affecting FBI CJIS Division controlled
systems as needed.

4. Disseminate prompt advisories of system threats and operating system vulnerabilities via
the security policy resource center on FBI.gov, to include but not limited to: Product
Security Bulletins, Virus Bulletins, and Security Clips.

5. Track all reported incidents and/or trends.

6. Monitor the resolution of all incidents.
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5.3.1.1.2 CSA ISO Responsibilities

The CSA ISO shall:

1. Assign individuals in each state, federal, and international law enforcement organization
to be the primary point of contact for interfacing with the FBI CJIS Division concerning
incident handling and response.

2. Identify individuals who are responsible for reporting incidents within their area of
responsibility.

3. Collect incident information from those individuals for coordination and sharing among
other organizations that may or may not be affected by the incident.

4. Develop, implement, and maintain intemal incident response procedures and coordinate
those procedures with other organizations that may or may not be affected.

5. Collect and disseminate all incident-related information received from the Department of
Justice (DOJ), FBI CJIS Division, and other entities to the appropriate local law
enforcement POCs within their area.

6. Act as a single POC for their jurisdictional area for requesting incident response

assistance.

5.3.2 Management of lnformation Security lncidents

A consistent and effective approach shall be applied to the management of information security
incidents. Responsibilities and procedures shall be in place to handle information security events

and weaknesses effectively once they have been reported.

5.3.2.1 lncident Handling

The agency shall implement an incident handling capability for security incidents that includes
preparation, detection and analysis, containment, eradication, and recovery. Wherever feasible,
the agency shall employ automated mechanisms to support the incident handling process.

Incident-related information can be obtained from a variety of sources including, but not limited
to, audit monitoring, network monitoring, physical access monitoring, and user/administrator
reports. The agency should incorporate the lessons learned from ongoing incident handling
activities into the incident response procedures and implement the procedures accordingly.

5.3.2.2 Collection of Evidence

Where a follow-up action against a person or agency after an information security incident
involves legal action (either civil or criminal), evidence shall be collected, retained, and
presented to conform to the rules for evidence laid down in the relevant jurisdiction(s).

5.3.3 lncident Response Training

The agency shall ensure general incident response roles responsibilities are included as part of
required security awareness training.
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5.3.4 lncident Monitoring

The agency shall track and document. information system security incidents on an ongoing basis.

The CSA ISO shall maintain completed security incident reporting forms until the subsequent
FBI triennial audit or until legal action (if warranted) is complete; whichever time-frame is
greater.

5.3.5 References/Citations/Directives

Appendix I contains all of the references used in this Policy and may contain additional sources

that apply to this section.
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Figure 5 - Incident Response Process Initiated by an Incident in a Local Police Department

A state ISO received a notification from a local police department that suspicious network
activity from a known botnet was detected on their network. The state ISO began the process

of collecting all pertinent information about this incident, e.B. incident date/time, points-of-
contact, systems affected, nature of the incident, actions taken, etc. and requested that the local
police department confirm that their malware signatures were up to date. The state ISO
contacted both the FBI CJIS ISO and state CSO to relay the preliminary details of this
incident. The FBI CJIS ISO instructed the involved parties to continue their investigation and

to submit an incident response form once all the information had been gathered. The FBI CJIS
ISO contacted the lead for the FBI CSIRC to inform them that an incident response form was
forthcoming. The state ISO gathered the remainder of the information from the local police
department and submitted a completed incident response form to the FBI CJIS ISO who
subsequently provided it to the FBI CSIRC. The FBI CSIRC notified the Department of
Justice Computer Incident Response Team (DOJCIRT). The state ISO continued to monitor
the situation, passing relevant details to the FBI CJIS ISO, ultimately determining that the

botnet was eliminated from the local police department's infrastructure. Subsequent

investigations determined that the botnet was restricted to the department's administrative
infrastructure and thus no CJI was compromised.
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5.4 Policy Area 4: Auditing and Accountability
Agencies shall implement audit and accountability controls to increase the probability of
authorized users conforming to a prescribed pattern of behavior. Agencies shall carefully assess

the inventory of components that compose their information systems to determine which security
controls are applicable to the various components.

Auditing controls are typically applied to the components of an information system that provide
auditing capability (servers, etc.) and would not necessarily be applied to every user-level
workstation within the agency. As technology advances, more powerful and diverse
functionality can be found in such devices as personal digital assistants and cellular telephones,
which may require the application of security controls in accordance with an agency assessment
of risk.

Refer to Section 5.13.6 for additional audit requirements related to mobile devices used to access

CJI.

5.4.1 Auditable Events and Content (lnformation Systems)

The agency's information system shall generate audit records for defined events. These defined
events include identifying significant events which need to be audited as relevant to the security
of the information system. The agency shall specify which information system components
carry out auditing activities. Auditing activity can affect information system performance and
this issue must be considered as a separate factor during the acquisition of information systems.

The agency's information system shall produce, at the application and/or operating system level,
audit records eontaining sufficient information to establish what events occurred, the sources of
the events, and the outcomes of the events. The agency shall periodically review and update the
list of agency-defined auditable events. In the event an agency does not use an automated
system, manual recording of activities shall still take place.

5.4.1.1 Events

The following events shall be logged:

1. Successful and unsuccessful system log-on attempts.

2. Successful and unsuccessful attempts to use:

a. access permission on a user account, file, directory or other system resource;

b. create permission on a user account, file, directory or other system resource;

c. write permission on a user account, file, directory or other system resource;

d. delete permission on a user account, file, directory or other system resource;

e. change permission on a user account, file, directory or other system resource.

3. Successful and unsuccessful attempts to change account passwords.

4. Successful and unsuccessful actions by privileged accounts.

5. Successful and unsuccessful attempts for users to:
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access the audit log file;

modifu the audit log file;

destroy the audit log file.

5.4.1.1.1 Content

The following content shall be included with every audited event:

Date and time of the event.

The component of the information system (e.g., software component, hardware
component) where the event occurred.

Type ofevent.

User/subject identity.

Outcome (success or failure) of the event.

5.4.2 Response to Audit Processing Failures

The agency's information system shall provide alerts to appropriate agency officials in the event
of an audit processing failure. Audit processing failures include, for example: softwarelhardware
elrors, failures in the audit capturing mechanisms, and audit storage capacity being reached or
exceeded.

5.4.3 Audit Monitoring, Analysis, and Reporting

The responsible management official shall designate an individual or position to review/analyze
information system audit records for indications of inappropriate or unusual activity, investigate
suspicious activity or suspected violations, to report findings to appropriate officials, and to take
necessary actions. Audit review/analysis shall be conducted at a minimum once a week. The
frequency of review/analysis should be increased when the volume of an agency's processing
indicates an elevated need for audit review. The agency shall increase the level of audit
monitoring and analysis activity within the information system whenever there is an indication of
increased risk to agency operations, agency assets, or individuals based on law enforcement
information, intelligence information, or other credible sources of information.

5.4.4 Time Stamps

The agency's information system shall provide time stamps for use in audit record generation.
The time stamps shall include the date and time values generated by the internal system clocks in
the audit records. The agency shall synchronize internal information system clocks on an annual

basis.

5.4.5 Protection of Audit lnformation

The agency's information system shall protect audit information and audit tools from
modification, deletion and unauthorized access.
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5.4.6 Audit Record Retention

The agency shall retain audit records for at least one (1) year. Once the minimum retention time
period has passed, the agency shall continue to retain audit records until it is determined they are

no longer needed for administrative, legal, audit, or other operational purposes. This includes,
for example, retention and availability of audit records relative to Freedom of Information Act
(FOIA) requests, subpoena, and law enforcement actions.

5.4.7 Logging NCIC and lllTransactions
A log shall be maintained for a minimum of one (1) year on all NCIC and Ill transactions. The
III portion of the log shall clearly identify both the operator and the authorized receiving agency.
III logs shall also clearly identify the requester and the secondary recipient. The identification on

the log shall take the form of a unique identifier that shall remain unique to the individual
requester and to the secondary recipient throughout the minimum one year retention period.

5.4.8 ReferenceslGitations/Directives

Appendix I contains all of the references used in this Policy and may contain additional sources

that apply to this section.
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Figure 6 - Local Police Department's Use of Audit Logs

A state CSO contacted a local police department regarding potentially inappropriate use of
CHRI that was retrieved using the local department's ORL The state CSO requested all
relevant information from the police department to reconcile state NCIC and III logs against
local police department logs. The police department provided the combination of their CJI
processing application's logs with relevant operating system and network infrastructure logs to
help verify the identity of the users conducting these queries. The review of these logs
substantiated the CSO's suspicion.
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5.5 Policy Area 5: Access Control
Access control provides the planning and implementation of mechanisms to restrict reading,
writing, processing and transmission of CJIS information and the modification of information
systems, applications, services and communication configurations allowing access to CJIS
information.

Refer to Section 5.13.7 for additional access control requirements related to mobile devices used

to access CJl.

5.5.1 AccountManagement

The agency shall manage information system accounts, including establishing, activating,
modifoing, reviewing, disabling, and removing accounts. The agency shall validate information
system accounts at least annually and shall document the validation process. The validation and

documentation of accounts can be delegated to local agencies.

Account management includes the identification of account types (i.e., individual, group, and

system), establishment of conditions for group membership, and assignment of associated

authorizations. The agency shall identify authorized users of the information system and specify
access rights/privileges. The agency shall grant access to the information system based on:

1. Valid need-to-know/need-to-share that is determined by assigned official duties.

2. Satisfaction of all personnel security criteria.

The agency responsible for account creation shall be notified when:

1. A user's information system usage or need-to-know or need-to-share changes.

2. A user is terminated or transferred or associated accounts are removed, disabled, or
otherwise secured.

5.5.2 Access Enforcement

The information system shall enforce assigned authorizations for controlling access to the system

and contained information. The information system controls shall restrict access to privileged
functions (deployed in hardware, software, and firmware) and security-relevant information to
explicitly authorized personnel.

Explicitly authorized personnel include, for example, security administrators, system and

network administrators, and other privileged users with access to system control, monitoring, or
administration functions (e.g., system administrators, information system security officers,
maintainers, system programmers).

Access control policies (e.g., identity-based policies, role-based policies, rule-based policies) and

associated access enforcement mechanisms (e.g., access control lists, access control matrices,
cryptography) shall be employed by agencies to control access between users (or processes

acting on behalf of users) and objects (e.g., devices, files, records, processes, programs, domains)
in the information system.
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5.5.2.1 LeastPrivilege

The agency shall approve individual access privileges and shall enforce physical and logical
access restrictions associated with changes to the information system; and generate, retain, and
review records reflecting all such changes. The agency shall enforce the most restrictive set of
rights/privileges or access needed by users for the performance of specified tasks. The agency
shall implement least privilege based on specific duties, operations, or information systems as

necessary to mitigate risk to CJI. This limits access to CJI to only authorized personnel with the
need and the right to know.

Logs of access privilege changes shall be maintained for a minimum of one year or at least equal
to the agency's record retention policy - whichever is greater.

5.5.2.2 System Access Control

Access control mechanisms to enable access to CJI shall be restricted by object (e.g., data set,

volumes, files, records) including the ability to read, write, or delete the objects. Access controls
shall be in place and operational for all IT systems to:

1. Prevent multiple concurrent active sessions for one user identification, for those

applications accessing CJI, unless the agency grants authority based upon operational
business needs. Agencies shall document the parameters of the operational business
needs for multiple concurrent active sessions.

2. Ensure that only authorized personnel can add, change, or remove component devices,
dial-up connections, and remove or alter programs.

5.5.2.3 Access Control Criteria

Agencies shall control access to CJI based on one or more of the following:

1. Job assignment or function (i.e., the role) of the user seeking access.

2. Physical location.

3. Logical location.

4. Network addresses (e.g., users from sites within a given agency may be permitted greater
access than those from outside).

5. Time-of-day and day-of-week/month restrictions.

5.5.2.4 Access Control Mechanisms

When setting up access controls, agencies shall use one or more of the following mechanisms:

1. Access Control Lists (ACLs). ACLs are a register of users (including groups, machines,
processes) who have been given permission to use a particular object (system resource)
and the types of access they have been permitted.

2. Resource Restrictions. Access to specific functions is restricted by never allowing users

to request information, functions, or other resources for which they do not have access.

Three major types of resource restrictions are: menus, database views, and network
devices.
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3. Encryption. Encrypted information can only be decrypted, and therefore read, by those
possessing the appropriate cryptographic key. While encryption can provide strong
access control, it is accompanied by the need for strong key management. Follow the
guidance in Section 5.10.2 for encryption requirements if encryption of stored
information is employed as an access enforcement mechanism.

4. Application Level. In addition to controlling access at the information system level,
access enforcement mechanisms are employed at the application level to provide
increased information security for the agency.

5.5.3 Unsuccessful Login Attempts

Where technically feasible, the system shall enforce a limit of no more than 5 consecutive invalid
access attempts by a user (attempting to access CJI or systems with access to CJI). The system
shall automatically lock the account/node for a 10 minute time period unless released by an

administrator.

5.5.4 System Use Notification

The information system shall display an approved system use notification message, before
granting access, informing potential users of various usages and monitoring rules. The system
use notification message shall, at a minimum, provide the following information:

1. The user is accessing a restricted information system.

2. System usage may be monitored, recorded, and subject to audit.

3. Unauthorized use of the system is prohibited and may be subject to criminal andlor civil
penalties.

4. Use of the system indicates consent to monitoring and recording.

The system use notification message shall provide appropriate privacy and security notices
(based on associated privacy and security policies or summaries) and remain on the screen until
the user acknowledges the notification and takes explicit actions to log on to the information
system.

Privacy and security policies shall be consistent with applicable laws, executive orders,
directives, policies, regulations, standards, and guidance. System use notification messages can
be implemented in the form of warning banners displayed when individuals log in to the
information system. For publicly accessible systems:

(i) the system use information is available and when appropriate, is displayed before
granting access;

(ii) any references to monitoring, recording, or auditing are in keeping with privacy
accommodations for such systems that generally prohibit those activities; and

(iii) the notice given to public users of the information system includes a description of
the authorized uses of the system.
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5.5.5 Session Lock

The information system shall prevent further access to the system by initiating a session lock
after a maximum of 30 minutes of inactivity, and the session lock remains in effect until the user
reestablishes access using appropriate identification and authentication procedures. Users shall
directly initiate session lock mechanisms to prevent inadvertent viewing when a device is
unattended. A session lock is not a substitute for logging out of the information system. In the
interest of officer safety, devices that are: (1) part of a police vehicle; or (2) used to perform
dispatch functions and located within a physically secure location; or (3) terminals designated
solely for the purpose of receiving alert notiflcations (i.e. receive only terminals or ROT) used

within physically secure location facilities that remain staffed when in operation, are exempt
from this requirement. Note: an example of a session lock is a screen saver with password.

5.5.6 Remote Access

The agency shall authorize, monitor, and control all methods of remote access to the information
system. Remote access is any temporary access to an agency's information system by a user (or
an information system) communicating temporarily through an extemal, non-agency-controlled
network (e.g., the Internet).

The agency shall employ automated mechanisms to facilitate the monitoring and control of
remote access methods. The agency shall control all remote accesses through managed access

control points. The agency may permit remote access for privileged functions only for
compelling operational needs but shall document the rationale for such access in the security
plan for the information system.

5.5.6.1 Personally Owned lnformation Systems

A personally owned information system shall not be authorized to access, process, store or
transmit CJI unless the agency has established and documented the specific terms and conditions
for personally owned information system usage. When personally owned mobile devices (i.e.
bring your own device [BYOD]) are authorized, they shall be controlled in accordance with the
requirements in Policy Area 13: Mobile Devices.

This control does not apply to the use of personally owned information systems to access

agency's information systems and information that are intended for public access (e.g., an

agency's public website that contains purely public information).

5.5.6.2 Publicly Accessible Computers

Publicly accessible computers shall not be used to access, process, store or transmit CJL
Publicly accessible computers include but are not limited to: hotel business center computers,
convention center computers, public library computers, public kiosk computers, etc.

5.5.7 References/Citations/Directives

Appendix I contains all of the references used in this Policy and may contain additional sources

that apply to this section.
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Figure 7 - A Local Police Department's Access Controls

A local police department purchased a new computer-assisted dispatch (CAD) system that
integrated with their state CSA's CJI interfaces. ln doing so, the police department employed
least-privilege practices to ensure that its employees were only given those privileges needed

to perform their jobs, and as such, excluding IT administrators, employees had only non-
administrative privileges on all equipment they used. The police department also used ACLs
in the operating systems to control access to the CAD client's executables. The CAD system

used internal role-based access controls to ensure only those users that needed access to CJI
were given it. The police department performed annual audits of user accounts on all systems

under their control including remote access mechanisms, operating systems, and the CAD
system to ensure all accounts were in valid states. The police department implemented
authentication-failure account lockouts, system use notification via login banners, and screen-

saver passwords on all equipment that processes CJI.
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5.6 Policy Area 6: ldentification and Authentication
The agency shall identify information system users and processes acting on behalf of users and

authenticate the identities of those users or processes as a prerequisite to allowing access to
agency information systems or services.

5.6.1 ldentification Policy and Procedures

Each person who is authorized to store, process, andlor transmit CJI shall be uniquely identified.
A unique identification shall also be required for all persons who administer and maintain the
system(s) that access CJI or networks leveraged for CJI transit. The unique identification can

take the form of a full name, badge number, serial number, or other unique alphanumeric
identifier. Agencies shall require users to identify themselves uniquely before the user is
allowed to perform any actions on the system. Agencies shall ensure that all user IDs belong to
currently authorized users. Identification data shall be kept current by adding new users and

disabling and/or deleting former users.

5.6.'1.1 Use of Originating Agency ldentifiers in Transactions and lnformation
Exchanges

An FBI authorized originating agency identifier (ORD shall be used in each transaction on CJIS

systems in order to identify the sending agency and to ensure the proper level of access for each

transaction. The original identifier between therrequesting agency and the CSA/SIB/Channeler
shall be the ORI, and other agency identifiers, such as user identification or personal identifier,
an access device mnemonic, or the Internet Protocol (IP) address.

Agencies may act as a servicing agency and perform transactions on behalf of authorized
agencies requesting the service. Servicing agencies performing inquiry transactions on behalf of
another agency may do so using the requesting agency's ORI. Servicing agencies may also use

their own ORI to perform inquiry transactions on behalf of a requesting agency if the means and
procedures are in place to provide an audit trail for the cument specified retention period.
Because the agency performing the transaction may not necessarily be the same as the agency
requesting the transaction, the CSA/SIB/Channeler shall ensure that the ORI for each transaction
can be traced, via audit trail, to the specific agency which is requesting the transaction.

Audit trails can be used to identify the requesting agency if there is a reason to inquire into the
details surrounding why an agency ran an inquiry on a subject. Agencies assigned a P (limited
access) ORI shall not use the full access ORI of another agency to conduct an inquiry
transaction.

5.6.2 Authentication Policy and Procedures

Authentication refers to mechanisms or processes that verify users are valid once they are

uniquely identified. The CSA/SIB may develop an authentication strategy which centralizes
oversight but decentralizes the establishment and daily administration of the security measures

for access to CJI.

Each individual's identity shall be authenticated at either the local agency, CSA, SIB or
Channeler level. The authentication strategy shall be part of the agency's audit for policy
compliance. The FBI CJIS Division shall identify and authenticate all individuals who establish
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direct web-based interactive sessions with FBI CJIS Services. The FBI CJIS Division shall
authenticate the ORI of all message-based sessions between the FBI CJIS Division and its
customer agencies but will not further authenticate the user nor capture the unique identifier for
the originating operator because this function is performed at the local agency, CSA, SIB or
Channeler level.

5.6.2.'l Standard Authenticators

Authenticators are (the something you know, something you are, or something you have) part of
the identification and authentication process. Examples of standard authenticators include
passwords, tokens, biometrics, and personal identification numbers (PIN). Users shall not be

allowed to use the same password or PIN in the same logon sequence.

5.6.2.1.1 Password

Agencies shall follow the secure password attributes, below, to authenticate an individual's
unique ID. Passwords shall:

1. Be a minimum length of eight (8) characters on all systems.

2. Not be a dictionary word or proper name.

3. Not be the same as the Userid.

4. Expire within a maximum of 90 calendar days.

5. Not be identical to the previous ten (10) passwords.

6. Not be transmitted in the clear outside the secure location.

7. Not be displayed when entered.

5.6.2.1.2 Personal ldentification Number (PlN)

When agencies implement the use of a PIN as a standard authenticator, the PIN attributes shall
follow the guidance in section 5.6.2.1.1 (password). When agencies utilize a PN in conjunction
with a certificate or a token (e.g. key fob with rolling numbers) for the purpose of advanced

authentication, agencies shall follow the PIN attributes described below. For example: A user

certificate is installed on a smaftphone for the purpose of advanced authentication (AA). As the
user invokes that certificate, a PIN meeting the below attributes shall be used to access the

certificate for the AA process.

1. Be a minimum of six (6) digits
2. Have no repeating digits (i.e., 112233)
3. Have no sequential patterns (i.e., 123456)
4. Not be the same as the Userid.
5. Expire within a maximum of 365 calendar days.

a. If a PIN is used to access a soft certificate which is the second factor of
authentication, AND the first factor is a password that complies with the
requirements in Section 5.6.2.1.1, then the 365 day expiration requirement can be

waived by the CSO.
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Not be identical to the previous three (3) PINs.
Not be transmitted in the clear outside the secure location.
Not be displayed when entered.

EXCEPTION: When a PIN is used for local device authentication, the only requirement is that it
be a minimum of six (6) digits.

5.6.2.2 Advanced Authentication

Advanced Authentication (AA) provides for additional security to the typical user identification
and authentication of login ID and password, such as: biometric systems, user-based public key
infrastructure (PKI), smart cards, software tokens, hardware tokens, paper (inert) tokens, or
"Risk-based Authentication" that includes a software token element comprised of a number of
factors, such as network information, user information, positive device identification (i.e. device
forensics, user pattern analysis and user binding), user profiling, and high-risk
challenge/response questi ons.

5.6.2.2.1 Advanced Authentication Policy and Rationale

The requirement to use or not use AA is dependent upon the physical, personnel, and technical
security controls associated with the user location and whether CJI is accessed directly or
indirectly. AA shall not be required for users requesting access to CJI from within the perimeter
of a physically secure location (Section 5.9), when the technical security controls have been met
(Sections 5.5 and 5.10), or when the user has no ability to conduct transactional activities on
state and national repositories, applications, or services (i.e. indirect access). Conversely, if the
technical security controls have not been met, AA shall be required even if the request for CJI
originates from within a physically secure location. Section 5.6.2.2.2 provides agencies with a

decision tree to help guide AA decisions. The CSO will make the final determination of whether
access is considered indirect.

The intent of AA is to meet the standards of two-factor authentication. Two-factor authentication
employs the use of two of the following three factors of authentication: something you know
(e.g. password), something you have (e.g. hard token), something you are (e.g. biometric). The
two authentication factors shall be unique (i.e. password/token or biometric/password but not
password/password or token/token).

CSO approved compensating controls to meet the AA requirement on agency-issued
smartphones, tablets, and iPads are permitted. Compensating controls are temporary control
measures that are implernented in lieu of the required AA control measures when an agency
cannot meet a requirement due to legitimate technical or business constraints. The compensating
controls shall:

1. Meet the intent of the CJIS Security Policy AA requirement
2. Provide a similar level of protection or security as the original AA requirement
3. Not rely upon the existing requirements for AA as compensating controls

Mobile Device Management (MDM) must be implemented and provide at least two of the other
examples of compensating controls listed below.
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Additionally, compensating controls may rely upon other, non-AA, existing requirements as

compensating controls and/or be combined with new controls to create compensating controls.

The proposed compensating controls for AA are a combination of controls that provide
acceptable assurance it is the authorized user authenticating and not an impersonator or (in the
case of agency-issued device used by multiple users) controls that reduce the risk of exposure if
information is accessed by an unauth orized party.

Examples of AA compensating controls for and agency-issued smartphones and tablets are:

- Possession of the agency issued smartphone, tablet, or iPad as an indication it is the
authorized user

- Implemented password protection on the Mobile Device Management application and/or
secure container where the authentication application is stored

- Enable remote device locking
- Enable remote data deletion

Enable automatic data wipe after predetermined number of failed authentication attempts
Remote device location (GPS) tracking
Require CJIS Security Policy compliant password to access the device
Use of device certificates

INTERIM COMPLIANCE:

1. Internet Protocol Security (IPSec) does not meet the 201I requirements for advanced
authentication; however, agencies that have funded/implemented IPSec in order to
meet the AA requirements of CJIS Security Policy v.4.5 may continue to utilize
IPSec for AA until September 30, 2014. Examples:

a. A police officer runs a query for CJI from his/her laptop mounted in a police
vehicle. The police officer leverages a cellular network as the transmission
medium; authenticates the device using IPSec key exchange; and tunnels
across the cellular network using the IPSec virtual private network (VPN).
IPSec was funded and installed in order to meet the AA requirements of CJIS
Security Policy version 4.5. AA requirements are waived until September 30,
2014.

b. A detective accesses CJI from various locations while investigating a crime
scene. The detective uses an agency managed laptop with IPSec installed and
leverages a cellular network as the transmission medium. IPSec was funded
and installed in order to meet the AA requirements of CJIS Security Policy
version 4.5. AA requirements are waived until September 30,2014.

EXCEPTION:

AA shall be required when the requested service has built AA into its processes and requires a

user to provide AA before granting access. EXAMPLES:
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a. A user, irrespective of his/her location, accesses the LEO website. The LEO
has AA built into its services and requires AA prior to granting access. AA is

required.

b. A user, irrespective of their location, accesses a State's portal through which
access to CJI is facilitated. The State Portal has AA built into its processes

and requires AA prior to granting access. AA is required.

5.6.2.2.2 Advanced Authentication Decision Tree

The following AA Decision Tree, coupled with figures 9 and l0 below, assists decision makers
in determining whether or not AA is required.

1. Can request's originating location be determined physically?

If either (a) or (b) below are true the answer to the above question is "yes". Proceed

to question 2.

a. The IP address is attributed to a physical structure; or

b. The mnemonic is attributed to a specific device assigned to a specific location
that is a physical structure.

If neither (a) or (b) above are true then the answer is "no". Skip to question number
4.

2. Does request originate from within a physically secure location as described in
Section 5.9.1?

If either (a) or (b) below are true the answer to the above question is 'oyes". Proceed

to question 3.

a. The IP address is attributed to a physically secure location; or

b. If a mnemonic is used it is attributed to a specific device assigned to a specific
physically secure location.

If neither (a) or (b) above are true then the answer is "no", Decision tree completed.
AA required.

3. Are all required technical controls implemented at this location or at the controlling
agency?

If either (a) or (b) below are true the answer to the above question is "yes". Decision
tree completed. AA requirement waived.

a. Appropriate technical controls listed in Sections 5.5 and 5.10 are

implemented;or

b. The controlling agency (i.e. parent agency or agency leveraged as conduit to
CJI) extends its wide area network controls down to the requesting agency and

the extended controls provide assurance equal or greater to the controls listed
in Sections 5.5 and 5.10.

If neither (a) or (b) above are true then the answer is "no". Decision tree completed,
AA required.
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4. Does request originate from an agency-managed user device?

If either (a) or (b) below are true the answer to the above question is "yes". Proceed

to question 5.

a. The static IP address or MAC address can be traced to registered device; or

b. Certificates are issued to agency managed devices only and certificate
exchange is allowed only between authentication server and agency issued

devices.

If neither (a) or (b) above are true then the answer is "no". Decision tree completed.
AA required.

5. Is the agency managed user device associated with and located within a law
enforcement conveyance ?

If any of the (a), (b), or (c) statements below is true the answer to the above question
is "yes". Proceed to Figure 9 Step 3.

a. The static IP address or MAC address is associated with a device associated

with a law enforcement conveyance; or

b. The certificate presented is associated with a device associated with a law
enforcement conveyance; or

c. The mnemonic presented is associated with a specific device assigned and that
device is attributed to a law enforcement conveyance.

If none of the (a), (b), or (c) statements above are true then the answer is "no". Skip
to question number 7.

6. Is the user device an agency-issued and controlled smartphone or tablet?

If both (a) and (b) below are true, the answer to the above question is "yes." Proceed

to question number 7.

a. The law enforcement agency issued the device to an individual; and

b. The device is subject to administrative management control of the issuing
agency.

If either (a) or (b) above is false, then the answer is "no." Decision tree completed.
AA required.

7. Does the agency-issued smartphone have CSO-approved AA compensating controls
implemented?

If (a) and (b) below are true, the answer to the above question is "yes." Decision tree

completed. AA requirement is waived.

a. An agency cannot meet a requirement due to legitimate technical or business

constraints; and

b. The CSO has given written approval permitting AA compensating controls to
be implemented in lieu of the required AA control measures.
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If either (a) or (b) above is false then the answer is "no." Decision tree completed.
AA required.

5.6.3 ldentifierand Authenticator Management

The agency shall establish identifier and authenticator management processes.

5.6.3.1 ldentifierManagement

In order to manage user identifiers, agencies shall:

1. Uniquely identify each user.

2. Verify the identity of each user.

3. Receive authorization to issue a user identifier from an appropriate agency offrcial.

4. Issue the user identifier to the intended party.

5. Disable the user identifier after a specified period of inactivity.

6. Archive user identifiers.

5.6.3.2 Authenticator Management

In order to manage information system authenticators, agencies shall:

1. Define initial authenticator content.

2. Establish administrative procedures for initial authenticator distribution, for
lost/compromised, or damaged authenticators, and for revoking authenticators.

3. Change default authenticators upon information system installation.

4. Change/refresh authenticators periodically.

Information system authenticators include, for example, tokens, user-based PKI certificates,
biometrics, passwords, and key cards. Users shall take reasonable measures to safeguard

authenticators including maintaining possession of their individual authenticators, not loaning or
sharing authenticators with others, and immediately reporting lost or compromised
authenticators.

5.6.4 Assertions

Identity providers can be leveraged to identify individuals and assert the individual's identity to a
service or to a trusted broker who will in-turn assert the identity to a service. Assertion
mechanisms used to communicate the results of a remote authentication to other parties shall be:

1. Digitally signed by a trusted entity (e.g., the identity provider).

2. Obtained directly from a trusted entity (e.g. trusted broker) using a protocol where the
trusted entity authenticates to the relying party using a secure protocol (e.g. transport
layer security [TLS]) that cryptographically authenticates the verifier and protects the
assertion.
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Assertions generated by a verifier shall expire after 72 hours and shall not be accepted thereafter
by the relying party.

5.6.5 References/Citations/Directives

Appendix C contains all of the references used in this Policy and may contain additional sources
that apply to this section.

Figure 8 - Advanced Authentication Use Cases

Use Case 1 - A Local Police Department Authentication Control Scenario

During the course of an investigation, a detective attempts to access Criminal Justice
Information (CJI) from a hotel room using an agency issued mobile broadband card. To
gain access, the detective first establishes the remote session via a secure virtual private
network (VPN) tunnel (satisfying the requirement for encryption). Upon connecting to the
agency network, the detective is challenged for a usemame (identification), password
("something you know"), and a one-time password OTP ("something you have") from a

hardware token to satisfy the requirement for advanced authentication. Once the detective's
credentials are validated, his identity is asserted by the infrastructure to all authorized
applications needed to complete his queries.

Use Case 2 - Use of a Smart Card

A user is issued a smart card that is loaded with user-specific digital certificates from a

terminal within a controlled area. The user selects an application that will provide access to
Criminal Justice Information (CJI) then enters the proper usemame (identification) and
password ("something you know"). Once prompted, the user connects the smart card
("something you have") to the terminal. The user is prompted to enter a personal
identification number (PIN) to unlock the smart card. Once unlocked, the smart card sends

the certificates to the authentication management server at the local agency where the
combined usemame, password, and digital user certificates are validated. The user has

satisfied the requirement for AA and is granted access to CJI.

Use Case 3 - Out of Band One-Time-Password (OTP) - Mobile phone-based

Using an agency- issued laptop, a user connects to the agency network via an agency-issued
mobile broadband card and an encrypted virtual private network (VPN) tunnel. As part of
an on-going investigation, the user initiates an application that will permit access to
Criminal Justice lnfbrmation (CJI). The user is prompted to enter a usemame
(identification) and a password ("something you know"). Once that has been completed, a
text message containing a one-time password (OTP) is sent via text message (out of band)
to the user's agency-issued cell phone. The user is challenged via the CJI application for
that OTP. The user enters the OTP ("something you have") then the username, password,
and OTP are validated. The user has satisfied the requirement for AA and is granted access

to CJI.
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Use Case 4 - Improper Use of a One-Time-Password (OTP) - Laptop

Using an agency- issued laptop, a user connects to the agency network via an agency-issued
mobile broadband card and an encrypted virtual private network (VPN) tunnel. As part of
an on-going investigation, the user initiates an application that will permit access to
Criminal Justice Information (CJI). The user is prompted to enter a username
(identification) and a password ("something you know"). Once that has been completed, a

one-time password (OTP) is sent to the user's agency-issued laptop (in band) via pop-up
message. The user is challenged via the CJI application for that OTP; however, the delivery
of the OTP to the device that is being used to access CJI (in band) defeats the purpose of the
second factor. This method does not satisfy the requirement for AA, and therefore the user
should not be granted access to CJI. See the below explanation:

This method of receiving the necessary OTP (in band) does not guarantee the authenticity of
the user's identity because anyone launching the CJI application and entering a valid
username/password combination is presented the OTP via a pop-up which is intend to be the
second factor of authentication. This method makes the application accessible to anyone
with knowledge of the valid usemame and password. Potentially, this is no more secure
than using only a single factor of authentication.

Use Case 5 - Risk-based Authentication (RBA) Implementation

A user has moved oflice locations and requires email access (containing Criminal Justice
Information) via an Outlook Web Access (OWA) client utilizes a risk-based authentication
(RBA) solution. The user launches the OWA client and is prompted to enter a username
(identification) and a password ("something you know"). The RBA detects this computer
has not previously been used by the user, is not listed under the user's profile, and then
presents high-risk challenge/response question(s) which the user is prompted to answer.

Once the questions have been verified as correct, the user is authenticated and granted
access to the email. Meanwhile, the RBA logs and collects a number of device forensic
information and captures the user pattern analysis to update the user's profile. The CJIS
Security Policy requirements for RBA have been satisfied.

Use Case 6 - Improper Risk-based Authentication (RBA) Implementation

A user has moved office locations and requires access to email containing Criminal Justice
Information (CJI) via an Outlook Web Access (OWA) client utilizing a risk-based
authentication (RBA) solution. The user launches the OWA client and is prompted to enter
a usemame (identification) and a password ("something you know"). The RBA detects this
computer has not previously been used by the user and is not listed under the user's profile.
The user is prompted to answer high-risk challenge/response questions for verification and

authorization to access to the email; however, if the second authentication factor is to
answer additional questions presented every time the user logs on, then this solution is

referred to as a knowledge-based authentic on (KBA) solution. A KBA solution does not
satisfo the irement for AA. and therefore the user should not be sranted access to CJI.
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See the below explanation:

A KBA solution is not a viable advanced authentication (AA) solution per the CJIS Security
Policy (CSP). The KBA asks questions and compares the answers to those stored within the
user's profile. A KBA is neither a CSP compliant two factor authentication solution, nor
does it meet the CSP criteria of a risk-based authentication (RBA) solution which logs and
collects a number of device forensic information and captures the user pattern analysis to
update the user's profile. Using this collected data, the RBA presents challenge/response
questions when changes to the user's profile are noted versus every time the user logs in.

Use Case 7 - Advanced Authentication Compensating Controls on Agencv-Issued
Smartphones

An authorized user is issued a smartphone that is administratively managed by the agency-
installed mobile device management (MDM) solution to ensure device compliance with the
CJIS Security Policy. The user initiates an email client on the smartphone that contains
emails with CJL The email client challenges the user to enter a username (identification)
and a password (one factor: something you know) which are forwarded to the local agency
for authentication. The smartphone lacks the technical capability to challenge the user for a

second factor of authentication. This email client is used across the state agency so access
is a necessity for the user's job functions.

An audit by the CSA identifies the agency's use of the agency smartphone as not compliant
with AA requirements due to the authorized user authenticating with only one factor instead
of the required two factors.

Subsequently, the agency performs a risk assessment of their smartphone authentication
solution and document a legitimate technical constraint due to the lack of technical solutions
for smartphone-based two-factor authentication. The risk assessment identifies the
following compensating controls that, when combined with the authorized user
authenticating to the local agency with their password, meet the intent of the AA
requirement by providing a similar level of security:

1. Enhance smartphone policy to enable possession of the smartphone to be considered a

factor of authentication (i.e. something you have). Require authorized users to treat the
smartphone as a controlled device and protect it as they would a personal credit card or an

issued firearm to ensure only they will be in possession of the device

2. Move the email client used to authenticate with the local agency inside an encrypted,
password-protected secure container on the smartphone ensuring only the authorized user
can access the email application to authenticate.
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The agency submits an AA compensating controls request to the CSO outlining the
technical constraint identified by the risk assessment, what compensating controls will be

employed, and the desired duration of the compensating controls.

The CSO approves the agency's request and provides documentation of the approval to the
agency to maintain for audit purposes. The agency enacts the compensating controls and

informs agency personnel they are permitted to access CJI via the agency-issued
smartphone.
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Figure 9 - Authentication Decision for Known Location
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Figure 10 - Authentication Decision for Unknown Location
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5.7 Policy Area 7: Gonfiguration Management

5.7.1 Access Restrictions for Changes

Planned or unplanned changes to the hardware, software, and/or firmware components of the
information system can have significant effects on the overall security of the system. The goal is
to allow only qualified and authorized individuals access to information system components for
purposes of initiating changes, including upgrades, and modifications. Section 5.5, Access
Control, describes agency requirements for control of privileges and restrictions.

5.7 .1.1 Least Functionality

The agency shall configure the application, service, or information system to provide only
essential capabilities and shall specifically prohibit and/or restrict the use of specified functions,
ports, protocols, andl or services.

5.7.1.2 Network Diagram

The agency shall ensure that a complete topological drawing depicting the interconnectivity of
the agency network, to criminal justice information, systems and services is maintained in a

current status. See Appendix C for sample network diagrams.

The network topological drawing shall include the following:

1. All communications paths, circuits, and other components used for the interconnection,
beginning with the agency-owned system(s) and traversing through all interconnected
systems to the agency end-point.

2. The logical location of all components (e.g., firewalls, routers, switches, hubs, servers,
encryption devices, and computer workstations). Individual workstations (clients) do not
have to be shown; the number of clients is sufficient.

3. "For Official Use Only" (FOUO) markings.

4. The agency name and date (day, month, and year) drawing was created or updated.

5.7.2 Security of Configuration Documentation

The system configuration documentation often contains sensitive details (e.g. descriptions of
applications, processes, procedures, data structures, authorization processes, data flow, etc.)
Agencies shall protect the system documentation from unauthorized access consistent with the
provisions described in Section 5.5 Access Control.

5.7.3 References/Citations/Directives

Appendix I contains all of the references used in this Policy and may contain additional sources
that apply to this section.
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Figure 11 - A Local Police Department's Configuration Management Controls

A local police department decided to update their CAD system, and in doing so tracked all
changes made to their infrastructure in a configuration management journal, updated their
network topology documents to include all new components in their architecture, then marked
all documentation as FOUO and stored them securely.
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5.8 Policy Area 8: Media Protection
Media protection policy and procedures shall be documented and implemented to ensure that
access to electronic and physical media in all forms is restricted to authorized individuals.
Procedures shall be defined for securely handling, transporting and storing media.

5.8.1 Media Storage and Access

The agency shall securely store electronic and physical media within physically secure locations
or controlled areas. The agency shall restrict access to electronic and physical media to
authorized individuals. If physical and personnel restrictions are not feasible then the data shall
be encrypted per Section 5.1 0.1 .2.

5.8.2 Media Transport

The agency shall protect and control electronic and physical media during transport outside of
controlled areas and restrict the activities associated with transport of such media to authorized
personnel.

5.8.2.1 Digital Media during Transport

Controls shall be in place to protect digital media containing CJI while in transport (physically
moved from one location to another) to help prevent compromise of the data. Encryption, as

defined in Section 5.10.1.2 of this Policy, is the optimal control during transport; however, if
encryption of the data isn't possible then each agency shall institute physical controls to ensure

the security of the data.

5.8.2.2 Physical Media in Transit

The controls and security measures in this document also apply to CJI in physical (printed
documents, printed imagery, etc.) form. Physical media shall be protected at the same level as

the information would be protected in electronic form.

5.8.3 Electronic Media Sanitization and Disposal

The agency shall sanitize, that is, overwrite at least three times or degauss electronic media prior
to disposal or release for reuse by unauthorized individuals. Inoperable electronic media shall be

destroyed (cut up, shredded, etc.). The agency shall maintain written documentation of the steps

taken to sanitize or destroy electronic media. Agencies shall ensure the sanitization or
destruction is witnessed or carried out by authorized personnel.

5.8.4 Disposal of Physical Media

Physical media shall be securely disposed of when no longer required, using formal procedures.

Formal procedures for the secure disposal or destruction of physical media shall minimize the
risk of sensitive information compromise by unauthorized individuals. Physical media shall be

destroyed by shredding or incineration. Agencies shall ensure the disposal or destruction is

witnessed or carried out by authorized personnel.
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Figure 12 - A Local Police Department's Media Management Policies

A local police department implemented a replacement CAD system that integrated to their state's

CSA and was authorized to process CJI. The police department contracted with an off-site

media manager to store backups of their data in the contractor's vaults, but the contractor was

not authorizedto process or store CJI. To ensure the confidentially of the police department's

data while outside its perimeter, they encrypted all data going to the contractor with an

encryption product that is FIPS 140-2 certified. The police department rotated and reused media

through the contractor's vaults periodically, and when it required destruction, the police

departrnent incinerated the media to irreversibly destroy any data on it.

5.8.5 References/Citations/Directives

Appendix I contains all of the references used in this Policy and may contain additional sources

that apply to this section.
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5.9 Policy Area 9: Physical Protection
Physical protection policy and procedures shall be documented and implemented to ensure CJI
and information system hardware, software, and media are physically protected through access

control measures.

5.9.1 Physically Secure Location

A physically secure location is a facility, a police vehicle, or an area, a room, or a group of
rooms within a facility with both the physical and personnel security controls sufficient to protect
CJI and associated information systems. The physically secure location is subject to criminal
justice agency management control; SIB control; FBI CJIS Security addendum; or a combination
thereof.

Sections 5.9.1.1 - 5.9.1.8 describe the physical controls required in order to be considered a
physically secure location, while Section 5.12 describes the minimum personnel security controls
required for unescorted access to a physically secure location. Sections 5.5,5.6.2.2.1, and 5.10
describe the requirements for technical security controls required to access CJI from within the
perimeter of a physically secure location without AA.

5.9.1.1 Security Perimeter

The perimeter of a physically secure location shall
non-secure locations by physical controls. Security
secured in a manner acceptable to the CSA or SIB.

5.9.1.2 Physical Access Authorizations

The agency shall develop and keep current a list of personnel with authorized access to the
physically secure location (except for those areas within the permanent facility officially
designated as publicly accessible) or shall issue credentials to authorized personnel.

5.9.1.3 Physical Access Control

The agency shall control all physical access points (except for those areas within the facility
officially designated as publicly accessible) and shall verify individual access authorizations
before granting access.

5.9.1.4 Access Control for Transmission Medium

The agency shall control physical access to information system distribution and transmission
lines within the physically secure location.

5.9.1.5 Access Controlfor Display Medium

The agency shall controlphysical access to information system devices that display CJI and shall
position information system devices in such a way as to prevent unauthorized individuals from
accessing and viewing CJI.
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5.9.1.6 Monitoring Physical Access

The agency shall monitor physical access to the information system to detect and respond to
physical security incidents.

5.9.1.7 Visitor Control

The agency shall control physical access by authenticating visitors before authorizing escorted
access to the physically secure location (except for those areas designated as publicly accessible).
The agency shall escort visitors at all times and monitor visitor activity.

5.9.1.8 Delivery and Removal

The agency shall authorize and control information system-related items entering and exiting the
physically secure location.

5.9.2 Controlled Area

If an agency cannot meet all of the controls required for establishing a physically secure location,
but has an operational need to access or store CJI, the agency shall designate an area, a room, or
a storage container, as a controlled area for the purpose ofday-to-day CJI access or storage. The
agency shall, at a minimum:

1. Limit access to the controlled area during CJI processing times to only those personnel

authorized by the agency to access or view CJI.

2. Lock the area, room. or storage container when unattended.

3. Position information system devices and documents containing CJI in such a way as to
prevent unauthorized individuals from access and view.

4. Follow the encryption requirements found in Section 5.10.1.2 for electronic storage (i.e.

data"atrest") of CJI.

5.9.3 References/Citations/Directives

Appendix I contains all of the references used in this Policy and may contain additional sources

that apply to this section.
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Figure 13 - A Local Police Department's Physical Protection Measures

A local police department implemented a replacement CAD system that was authorized to

process CJI over an encrypted VPN tunnel to the state's CSA, The police department established

a physically separated wing within their precinct separated by locked doors, walls, and a

monitored security system within which CJI was processed by dispatchers, officers, and

detectives. Only those persons with the appropriate authorizations were permitted within this

wing unless accompanied by such a person. Within this secure wing the police department

further segregated the back-office information systems' infrastructure within a separately

controlled area restricted only to those authorized administrative personnel with a need to enter.
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5.10 Policy Area 10: System and Gommunications Protection and
lnformation lntegrity

Examples of systems and communications safeguards range from boundary and transmission
protection to securing an agency's virtualized environment. In addition, applications, services,
or information systems must have the capability to ensure system integrity through the detection
and protection against unauthorized changes to software and information. This section details
the policy for protecting systems and communications infrastructures.

Refer to Section 5.I3.4 for additional system integrity requirements related to mobile devices
used to access CJI.

5.1 0.1 Information FIow Enforcement

The network infrastructure shall control the flow of information between interconnected systems.
Information flow control regulates where information is allowed to travel within an information
system and between information systems (as opposed to who is allowed to access the
information) and without explicit regard to subsequent accesses to that information. ln other
words, controlling how data moves from one place to the next in a secure manner. Examples of
controls that are better expressed as flow control than access control (see Section 5.5) are:

1. Prevent CJI from being transmitted unencrypted across the public network.

2. Block outside traffic that claims to be from within the agency.

3. Do not pass any web requests to the public network that are not from the internal web
proxy.

Specific examples of flow control enforcement can be found in boundary protection devices (e.g.

proxies, gateways, guards, encrypted tunnels, firewalls, and routers) that employ rule sets or
establish configuration settings that restrict information system services or provide a packet
filtering capability.

5.10.1.1 Boundary Protection

The agency shall:

1. Control access to networks processing CJI.

2. Monitor and control communications at the extemal boundary of the information system

and at key internal boundaries within the system.

3. Ensure any connections to the Internet, other external networks, or information systems

occur through controlled interfaces (e.g. proxies, gateways, routers, firewalls, encrypted
tunnels). See Section 5.13.4.4 for guidance on personal firewalls.

4. Employ tools and techniques to monitor network events, detect attacks, and provide
identification of unauthorized use.

5. Ensure the operational failure of the boundary protection mechanisms do not result in any

unauthorized release of information outside of the information system boundary (i.e. the
device shall "fail closed" vs. "fail open").
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6. Allocate publicly accessible information system components (e.g. public Web servers) to
separate sub networks with separate, network interfaces. Publicly accessible information
systems residing on a virtual host shall follow the guidance in Section 5.10.3.2 to achieve
separation.

5.10.1.2 Encryption

Commonly available encryption tools often use a key to unlock the cipher to allow data access;

this key is called a passphrase. While similar to a password, a passphrase is not used for user
authentication. Additionally, the passphrase contains stringent character requirements making it
more secure and thus providing a higher level of confidence that the passphrase will not be

compromised.

1. Encryption shall be a minimum of 128 bit.

2. When CJI is transmitted outside the boundary of the physically secure location, the data
shall be immediately protected via cryptographic mechanisms (encryption).

EXCEPTIONS: See Sections 5.5.7.3.2 and 5.10.2.

3. When CJI is at rest (i.e. stored electronically) outside the boundary of the physically
secure location, the data shall be protected via cryptographic mechanisms (encryption).

a) When agencies implement encryption on CJI at rest, the passphrase used to
unlock the cipher shall meet the following requirements:

i. Be at least 10 characters

ii. Not be a dictionary word.

iii. Include at least one (1) upper case letter, one (l) lower case letter,
one (1) number, and one (1) special character.

iv. Be changed when previously authorized personnel no longer require
access.

b) Multiple files maintained in the same unencrypted folder shall have separate

and distinct passphrases. A single passphrase may be used to encrypt an

entire folder or disk containing multiple files. All audit requirements found in
Section 5.4.1 Auditable Events and Content (lnformation Systems) shall be

applied.

4. When encryption is employed, the cryptographic module used shall be certified to meet
FIPS i40-2 standards.

Note 1: Subsequent versions of approved cryptographic modules that are under current
review for FIPS 140-2 compliancy can be used in the interim until certification is
complete.

Note 2: While FIPS 197 (Advanced Encryption Standard) certification is desirable, a

FIPS 1 97 certification alone is insufficient as the certification is for the algorithm only vs.

the FIPS i40-2 standard which certifies the packaging of an implementation.
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EXCEPTION: When encryption is used for CJI at rest, agencies may use encryption
methods that are FIPS 197 certified , 256 bit as described on the National Security
Agency (NSA) Suite B Cryptography list of approved algorithms.

5. For agencies using public key infrastructure technology, the agency shall develop and

implement a certificate policy and certification practice statement for the issuance of
public key certificates used in the information system. Registration to receive a public
key certificate shall:

a) Include authorization by a supervisor or a responsible official.

b) Be accomplished by a secure process that verifies the identity of the certificate
holder.

c) Ensure the certificate is issued to the intended party.

5.10.1.3 lntrusion Detection Tools and Techniques

The agency shall implement network-based and/or host-based intrusion detection tools.

The CSA/SIB shall, in addition:

l. Monitor inbound and outbound communications for unusual or unauthorized activities.

2. Send individual intrusion detection logs to a central logging facility where correlation and

analysis will be accomplished as a system wide intrusion detection effort.

3. Employ automated tools to support near-real-time analysis of events in support of
detecting system-level attacks.

5.10.1.4 Voice over lnternet Protocol

Voice over Internet Protocol (VolP) has been embraced by organizations globally as an addition
to, or replacement for, public switched telephone network (PSTN) and private branch exchange
(PBX) telephone systems. The immediate benefits are lower costs than traditional telephone
services and VoIP can be installed in-line with an organization's existing Internet Protocol (IP)
services. Among VoIP's risks that have to be considered carefully are: myriad secgrity concerns,

cost issues associated with new networking hardware requirements, and overarching quality of
service (QoS) factors.

In addition to the security controls described in this document, the following additional controls
shall be implemented when an agency deploys VoIP within a network that contains unencrypted
CJI:

1. Establish usage restrictions and implementation guidance for VoIP technologies.

2. Change the default administrative password on the IP phones and VoIP switches.

3. Utilize Virtual Local Area Network (VLAN) technology to segment VolP traffic from data

traffic.

Appendix G.2 outlines threats, vulnerabilities, mitigations, and NIST best practices for VoIP.
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5.10.1.5 Cloud Computing

Organizations transitioning to a cloud environment are presented unique opportunities and
challenges (e.g., purported cost savings and increased efficiencies versus a loss of control over
the data). Reviewing the cloud computing white paper (Appendix G.3), the cloud assessment
located within the security policy resource center on FBI.gov, NIST Special Publications (800-
144, 800-145, and 800-146),as well as the cloud provider's policies and capabilities will enable
organizations to make informed decisions on whether or not the cloud provider can offer service
that maintains compliance with the requirements of the CJIS Security Policy.

The metadata derived from CJI shall not be used by any cloud service provider for any purposes.
The cloud service provider shall be prohibited from scanning any email or data files for the
purpose of building analytics, data mining, advertising, or improving the services provided.

5.10.2 Facsimile Transmission of CJI

CJI transmitted via facsimile is exempt from encryption requirements.

5.1 0.3 Partitioning and Virtualization

As resources grow scarce, agencies are increasing the centralization of applications, services, and
system administration. Advanced software now provides the ability to create virtual machines
that allows agencies to reduce the amount of hardware needed. Although the concepts of
partitioning and virtualization have existed for a while, the need for securing the partitions and
virtualized machines has evolved due to the increasing amount of distributed processing and
federated information sources now available across the Internet.

5.10.3.1 Partitioning

The application, service, or information system shall separate user functionality (including user
interface services) from information system management functionality.

The application, service, or information system shall physically or logically separate user
interface services (e.g. public web pages) from information storage and management services
(e.g. database management). Separation may be accomplished through the use of one or more of
the following:

l. Different computers.

2. Different central processing units.

3. Different instances of the operating system.

4. Different network addresses.

5. Other methods approved by the FBI CJIS ISO.

5. 1 0.3.2 Virtualization

Virtualization refers to a methodology of dividing the resources of a computer (hardware and

software) into multiple execution environments. Virtualized environments are authorized for
criminal justice and noncriminal iustice activities. In addition to the security controls described
in this Policy, the following additional controls shall be implemented in a virtual environment:
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1. Isolate the host from the virtual machine. In other words, virtual machine users cannot
access host files, firmware, etc.

2. Maintain audit logs for all virtual machines and hosts and store the logs outside the hosts'
virtual environment.

3. Virtual Machines that are Intemet facing (web servers, poftal servers, etc.) shall be
physically separate from Virtual Machines that process CJI internally.

4. Device drivers that are "critical" shall be contained within a separate guest.

The following are additional technical security control best practices and should be implemented
wherever feasible:

1. Encrypt network traffic between the virtual machine and host.

2. Implement IDS and IPS monitoring within the virtual machine environment.

3. Virtually firewall each virtual machine from each other (or physically firewall each
virtual machine from each other with an application layer firewall) and ensure that only
allowed protocols will transact.

4. Segregate the administrative duties for the host.

Appendix G-1 provides some reference and additional background information on virtualization.

5.10.4 System and lnformation lntegrity Policy and Procedures

5.10.4.1 Patch Management

The agency shall identify applications, services, and information systems containing software or
components affected by recently announced software flaws and potential vulnerabilities resulting
from those flaws.

The agency (or the software developer/vendor in the case of software developed and maintained
by a vendor/contractor) shall develop and implement a local policy that ensures prompt
installation of newly released security relevant patches, service packs and hot fixes. Local
policies should include such items as:

I . Testing of appropriate patches before installation.

2. Rollback capabilities when installing patches, updates, etc.

3. Automatic updates without individual user intervention.

4. Centralized patch management.

Patch requirements discovered during security assessments, continuous monitoring or incident
response activities shall also be addressed expeditiously.

5.10.4.2 Malicious Code Protection

The agency shall implement malicious code protection that includes automatic updates for all
systems with lnternet access. Agencies with systems not connected to the Internet shall
implement local procedures to ensure malicious code protection is kept current (i.e. most recent
update available).
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The agency shall employ virus protection mechanisms to detect and eradicate malicious code
(e.g., viruses, worrns, Trojan horses) at critical points throughout the network and on all
workstations, servers and mobile computing devices on the network. The agency shall ensure
malicious code protection is enabled on all of the aforementioned critical points and information
systems and resident scanning is employed.

5.10.4.3 Spam and Spyware Protection

The agency shall implement spam and spyware protection.

The agency shall:

1. Employ spam protection mechanisms at critical information system entry points (e.g.
firewalls, electronic mail servers, remote-access servers).

2. Employ spyware protection at workstations, servers and mobile computing devices on the
network.

3. Use the spam and splrware protection mechanisms to detect and take appropriate action
on unsolicited messages and spyware/adware, respectively, transported by electronic
mail, electronic mail attachments, Internet accesses, removable media (e.g. diskettes or
compact disks) or other removable media as defined in this Policy.

5.'10.4.4 Security AIerts and Advisories

The agency shall:

1. Receive information system security alerts/advisories on a regular basis.

2. Issue alerts/advisories to appropriate personnel.

3. Document the types of actions to be taken in response to security alerts/advisories.

4. Take appropriate actions in response.

5. Employ automated mechanisms to make security alert and advisory information available
throughout the agency as appropriate.

5. 1 0.4.5 lnformation I nput Restrictions

The agency shall restrict the information input to any connection to FBI CJIS services to
authorized personnel only.

Restrictions on personnel authorized to input information to the information system may extend
beyond the typical access controls employed by the system and include limitations based on
specifi c operational/project responsibilities.

5.1 0.5 References/Citations/Directives

Appendix I contains all of the references used in this Policy and may contain additional sources
that apply to this section.
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Figure 14 - A Local Police Department's Information Systems & Communications
Protections

A local police department implemented a replacement CAD system within a physically secure

location that was authorized to process CJI using a FIPS 140-2 encrypted VPN tunnel over the

Internet to the state's CSA. In addition to the policies, physical and personnel controls already in

place, the police department employed firewalls both at their border and at key points within
their network, intrusion detection systems, a patch-management strategy that included automatic

patch updates where possible, virus scanners, spam and spyware detection mechanisms that

update signatures automatically, and subscribed to various security alert mailing lists and

addressed vulnerabilities raised through the alerts as needed.
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5.11 Policy Area 11: Formal Audits
Formal audits are conducted to ensure compliance with applicable statutes, regulations and
policies.

5.11.1Audits by the FBI CJIS Division

5.11.1.1 Triennial Compliance Audits by the FBI CJIS Division

The FBI CJIS Division is authorizedto conduct audits, once every three (3) years as a minimum,
to assess agency compliance with applicable statutes, regulations and policies. The CJIS Audit
Unit (CAU) shall conduct a triennial audit of each CSA in order to verify compliance with
applicable statutes, regulations and policies. This audit shall include a sample of CJAs and, in
coordination with the SIB, the NCJAs. Audits may be conducted on a more frequent basis if the
audit reveals that an agency has not complied with applicable statutes, regulations and policies.
The FBI CJIS Division shall also have the authority to conduct unannounced security inspections
and scheduled audits of Contractor facilities.

5.11.1.2 Triennial Security Audits by the FBI CJIS Division

The FBI CJIS Division is authorizedto conduct security audits of the CSA and SIB networks and

systems, once every three (3) years as a minimum, to assess agency compliance with the CJIS

Security Policy. This audit shall include a sample of CJAs and NCJAs. Audits may be

conducted on a more frequent basis if the audit reveals that an agency has not complied with the
CJIS Security Policy.

5.11.zAudits by the CSA

Each CSA shall:

1. At a minimum, triennially audit all CJAs and NCJAs which have direct access to the state

system in order to ensure compliance with applicable statutes. regulations and policies.

2. In coordination with the SIB, establish a process to periodically audit all NCJAs, with
access to CJI, in order to ensure compliance with applicable statutes, regulations and
policies.

3. Have the authority to conduct unannounced security inspections and scheduled audits of
Contractor facilities.

5.11.3 Special Security lnquiries and Audits

All agencies having access to CJI shall permit an inspection team to conduct an appropriate
inquiry and audit of any alleged security violations. The inspection team shall be appointed by
the APB and shall inciude at least one representative of the CJIS Division. All results of the
inquiry and audit shall be reported to the APB with appropriate recommendations.

5.1 1 .4 References/C itations/Di rectives

Appendix I contains all of the references used in this Policy and may contain additional sources

that apply to this section.
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Figure 15 - The Audit of a Local Police Department

A local police department implemented a replacement CAD system that integrated to their state's

CSA and was authorized to process CJL Shortly after the implementation, their state's CSA

conducted an audit of their policies, procedures, and systems that process CJI. The police

department supplied all architectural and policy documentation, including detailed network

diagrams, to the auditors in order to assist them in the evaluation. The auditors discovered a

deficiency in the police department's systems and marked them o'out" in this aspect of the FBI
CJIS Security Policy. The police department quickly addressed the deficiency and took

corrective action, notifying the auditors of their actions.
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5.',2Policy Area 12: Personnel Security
Having proper security measures against the insider threat is a critical component for the CJIS
Security Policy. This section's security terms and requirements apply to all personnel who have
access to unencrypted CJI including those individuals with only physical or logical access to
devices that store, process or transmit unencrypted CJI.

5.12.1 Personnel Security Policy and Procedures

5.12.1.1 Minimum Screening Requirements for lndividuals Requiring Access to CJI:

1 . To verify identification, a state of residency and national fingerprint-based record checks
shall be conducted within 30 days of assignment for all personnel who have direct access

to CJI and those who have direct responsibility to configure and maintain computer
systems and networks with direct access to CJI. However, if the person resides in a
different state than that of the assigned agency. the agency shall conduct state (of the
agency) and national fingerprint-based record checks and execute a NLETS CHRI
IQ/FQ/AQ query using purpose code C, E, or J depending on the circumstances. When
appropriate, the screening shall be consistent with:

(i) 5 CFR 731.106; andlor

(ii) Office of Personnel Management policy, regulations, and guidance; and/or

(iii) agency policy, regulations, and guidance.

(See Appendix J for applicable guidance regarding noncriminal justice agencies
performing adjudication of civil fingerprint submissions.) Federal entities bypassing
state repositories in compliance with federal law may not be required to conduct a state
fi ngerprint-based record check.

2. All requests for access 
'shall be made as specified by the CSO. The CSO, or their

designee, is authorized to approve access to CJI. All CSO designees shall be from an

authorized criminal j ustice agency.

3. If a felony conviction of any kind exists, the hiring authority in the Interface Agency shall
deny access to CJI. However, the hiring authority may ask for a review by the CSO in
extenuating circumstances where the severity of the offense and the time that has passed

would support a possible variance.

4. If a record of any other kind exists, access to CJI shall not be granted until the CSO or
his/her designee reviews the mafier to determine if access is appropriate.

5. If the person appears to be a fugitive or has an arrest history without conviction, the CSO
or his/her designee shall review the matter to determine if access to CJI is appropriate.

6. If the person is employed by a NCJA, the CSO or his/her designee, and, if applicable, the
appropriate board maintaining management control, shall review the matter to determine
if CJI access is appropriate. This same procedure applies if this person is found to be a
fugitive or has an arrest history without conviction.
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7. If the person already has access to CJI and is subsequently arrested and or convicted,
continued access to CJI shall be determined by the CSO. This does not implicitly grant
hiring/firing authority with the CSA, only the authority to grant access to CJI.

8. If the CSO or his/her designee determines that access to CJI by the person would not be
in the public interest, access shall be denied and the person's appointing authority shall be
notified in writing of the access denial.

9. Support personnel, contractors, and custodial workers with access to physically secure
locations or controlled areas (during CJI processing) shall be subject to a state and
national fingerprint-based record check unless these individuals are escorted by
authorized personnel at all times.

It is recommended individual background re-investigations be conducted every five years unless
Rap Back is implemented.

5.12.1.2 Personnel Screening for Contractors and Vendors

In addition to meeting the requirements in paragraph 5.12.1.1 , contractors and vendors shall meet
the following requirements:

1 . Prior to granting access to CJI, the CGA on whose behalf the Contractor is retained shall
verify identification via a state of residency and national fingerprint-based record check.
However, if the person resides in a different state than that of the assigned agency, the
agency shall conduct state (of the agency) and national fingerprint-based record checks
and execute a NLETS CHRI IQ/FQ/AQ query using purpose code C, E, or J depending
on the circumstances.

2. If a record of any kind is found, the CGA shall be formally notified and system access

shall be delayed pending review of the criminal history record information. The CGA
shall in turn notify the Contractor-appointed Security Officer.

3. When identification of the applicant with a criminal history has been established by
fingerprint comparison, the CGA or the CJA (if the CGA does not have the authority to
view CHRI) shall review the matter.

4. A Contractor employee found to have a criminal record consisting of felony conviction(s)
shall be disqualified.

5. Applicants shall also be disqualified on the basis of confirmations that arrest warrants are

outstanding for such applicants.

6. The CGA shall maintain a list of personnel who have been authorized access to CJI and

shall, upon request, provide a current copy of the access list to the CSO.

Applicants with a record of misdemeanor offense(s) may be granted access if the CSO
determines the nature or severity of the misdemeanor offense(s) do not warrant disqualification.
The CGA may request the CSO to review a denial of access determination.

5.12.2 Personnel Term ination

The agency, upon termination of individual employment, shall immediately terminate access to
CJI.
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5.1 2.3 Personnel Transfer

The agency shall review CJI access authorizations when personnel are reassigned or transferred
to other positions within the agency and initiate appropriate actions such as closing and
establishing accounts and changing system access authorizations.

5.12.4 Personnel Sanctions

The agency shall employ a formal sanctions process for personnel failing to comply with
establi shed information security pol icies and procedures.

5.1 2.5 References/C itations/D i rectives

Appendix I contains all of the references used in this Policy and may contain additional sources
that apply to this section.
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Figure 16 - A Local Police Department's Personnel Security Controls

A local police department implemented a replacement CAD system that integrated to their state's

CSA and was authorized to process CJI. In addition to the physical and technical controls

already in place, the police department implemented a variety of personnel security controls to

reduce the insider threat. The police department used background screening consistent with the

FBI CJIS Security Policy to vet those with unescorted access to areas in which CJI is processed,

including the IT administrators employed by a contractor and all janitorial staff. The police

department established sanctions against any vetted person found to be in violation of stated

policies. The police department re-evaluated each person's suitability for access to CJI every

five years.
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5.13Policy Area 13: Mobile Devices
This policy area describes considerations and requirements for mobile devices including
smartphones and tablets. Mobile devices are not limited to a single form factor or
communications medium. The requirements in this section augment those in other areas of the
Policy to address the gaps introduced by using mobile devices.

The agency shall: (i) establish usage restrictions and implementation guidance for mobile
devices; and (ii) authorize, monitor, control wireless access to the information system. Wireless
technologies, in the simplest sense, enable one or more devices to communicate without physical
connections-without requiring network or peripheral cabling.

Appendix G provides reference material and additional information on mobile devices.

5.1 3.1 Wireless Communications Technologies

Examples of wireless communication technologies include, but are not limited to: 802.1lx,
cellular, Bluetooth, satellite, microwave, and land mobile radio (LMR). Wireless technologies
require at least the minimum security applied to wired technology and, based upon the specific
technology or implementation, wireless technologies may require additional security controls as

described below.

5.1 3.1.1 All 802.1 1 Wireless Protocols

Agencies shall implement the following controls for all agency-managed wireless access points:

1. Perform validation testing to ensure rogue APs (Access Points) do not exist in the
802.11 Wireless Local Area Network (WLAN) and to fully understand the wireless
network security posture.

2. Maintain a complete inventory of all Access Points (APs) and 802.11 wireless
devices.

3. Place APs in secured areas to prevent unauthorized physical access and user

manipulation.

4. Test AP range boundaries to determine the precise extent of the wireless coverage
and design the AP wireless coverage to limit the coverage area to only what is needed

for operational purposes.

5. Enable user authentication and encryption mechanisms for the management interface
of the AP.

6. Ensure that all APs have strong administrative passwords and ensure that all
passwords are changed in accordance with Section 5.6.2.1.

7. Ensure the reset function on APs is used only when needed and is only invoked by
authorized personnel. Restore the APs to the latest security settings, when the reset

functions are used, to ensure the factory default settings are not utilized.

8. Change the default service set identifier (SSID) in the APs. Disable the broadcast
SSID feature so that the client SSID must match that of the AP. Validate that the
SSID character string does not contain any agency identifiable information (division,
department, street, etc.) or services.
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9. Enable all security features of the wireless product, including the cryptographic
authentication, firewall, and other available privacy features.

10. Ensure that encryption key sizes are at least 128-bits and the default shared keys are

replaced by unique keys.

1 1. Ensure that the ad hoc mode has been disabled.

12. Disable all nonessential management protocols on the APs and disable hypertext
transfer protocol (HTTP) when not needed or protect HTTP access with
authentication and encryption.

13. Enable logging (if supported) and review the logs on a recurring basis per local
policy. At a minimum logs shall be reviewed monthly.

14.Insulate, virtually (e.g. virtual local area network (VLAN) and ACLs) or physically
(e.g. firewalls), the wireless network from the operational wired infrastructure. Limit
access between wireless networks and the wired network to only operational needs.

15. When disposing of access points that will no longer be used by the agency, clear
access point configuration to prevent disclosure of network configuration, keys,
passwords, etc.

5.13.1.2 Cellular

Cellular telephones, smartphones (i.e. Blackberry, iPhones, etc.), tablets, personal digital
assistants (PDA), and "aircards" are examples of cellular handheld devices or devices that are
capable of employing cellular technology. Additionally, cellular handheld devices typically
include Bluetooth, infrared, and other wireless protocols capable of joining infrastructure
networks or creating dynamic ad hoc networks.

Threats to cellular handheld devices stem mainly from their size, portability, and available
wireless interfaces and associated services. Examples of threats to cellular handheld devices
include:

1. Loss, theft, or disposal.

2. Unauthorized access.

3. Malware.

4. Spam.

5. Electronic eavesdropping.

6. Electronic tracking (threat to security of data and safety of law enforcement officer).

7 . Cloning (not as prevalent with later generation cellular technologies).

8. Server-resident data.

5.1 3.1.2.1 Cellular Service Abroad

Certain internal functions on cellular devices may be modified or compromised by the cellular
carrier during international use as the devices are intended to have certain parameters configured
by the cellular provider which is considered a "trusted" entity by the device.
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When devices are authorized for use outside the U.S., agencies shall perform an inspection to
ensure that all controls are in place and functioning properly in accordance with the agency's
policies.

5.1 3.1.2.2Voice Transm issions Over Cel I u lar Devices

Any cellular device used to transmit CJI via voice is exempt from the encryption and
authentication requirements.

5.13.1.3 Bluetooth

Bluetooth is an open standard for short-range radio frequency (RF) communication. Bluetooth is
used primarily to establish wireless personal area networks (WPAN). Bluetooth technology has

been integrated into many types of business and consumer devices, including cell phones,

laptops, automobiles, medical devices, printers, keyboards, mice, headsets, and biometric capture
devices.

Bluetooth technology and associated devices are susceptible to general wireless networking
threats (e.g. denial of service [DoS] attacks, eavesdropping, man-in-the-middle IMITM] attacks,
message modification, and resource misappropriation) as well as specific Bluetooth-related
affacks that target know vulnerabilities in Bluetooth implementations and specifications.
Organizational security policy shall be used to dictate the use of Bluetooth and its associated
devices based on the agency's operational and business processes.

5.13.2 Mobile Device Management (MDM)

Mobile Device Management (MDM) facilitates the implementation of sound security controls
for mobile devices and allows for centralized oversight of configuration control, application
usage, and device protection and recovery, ifso desired by the agency.

Due to the potential for inconsistent network access or monitoring capability on mobile devices,
methods used to monitor and manage the configuration of full featured operating systems may
not function properly on devices with limited feature operating systems. MDM systems and
applications coupled with device specific technical policy can provide a robust method for
device configuration management if properly implemented.

Devices that have had any unauthorized changes made to them (including but not limited to
being rooted or jailbroken) shall not be used to process, store, or transmit CJI data at any time.
Agencies shall implement the following controls when allowing CJI access from
cell/smartphones and tablet devices :

1. Ensure that CJI is only transferred between CJI authorized applications and storage areas

of the device.
2. MDM with centralized administration configured and implemented to perform at least

the:
i. Remote locking of device
ii. Remote wiping of device
iii. Setting and locking device configuration
iv. Detection of "rooted" and'Jailbroken" devices
v. Enforcement of folder or disk level encryption
vi. Application of mandatory policy settings on the device
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vii. Detection ofunauthorized configurations or software/applications

5.13.3 Wireless Device Risk Mitigations

Organizations shall, at a minimum, ensure that cellular wireless devices:

1. Apply available critical patches and upgrades to the operating system as soon as they
become available for the device and after necessary testing as described in Section
5,I0.4.1 .

2. Are configured for local device authentication (see Section 5.13.9.1).

3. Use advanced authentication.

4. Encrypt all CJI resident on the device.

5. Erase cached information, to include authenticators (see Section 5.6.2.1) in
applications, when session is terminated.

6. Employ personal firewalls or run a Mobile Device Management (MDM) system that
facilitates the ability to provide firewall services from the agency level.

7. Employ antivirus software or run a MDM system that facilitates the ability to provide
antivirus services from the agency level.

5.1 3.3.1 Legacy 802.'11 Protocols

Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA) cryptographic algorithms,
used by all pre-802.1 1i protocols, do not meet the requirements for FIPS 140-2 and shall not be
used.

5.1 3.4 System lntegrity

Managing system integrity on limited function mobile operating systems may require methods
and technologies significantly different from traditional full featured operating systems. In many
cases, the requirements of Section 5.10 of the CJIS Security Policy cannot be met with a mobile
device without the installation of a third party MDM, application, or supporting service
infrastructure.

5.1 3.4.1 Patching/Updates

Based on the varying connection methods for mobile devices, an always on connection cannot be
guaranteed for patching and updating. Devices without always-on cellular connections may not
be reachable for extended periods of time by the MDM or solution either to report status or
initiate patching.

Agencies shall monitor mobile devices not capable of an always-on cellular connection (i.e.
WiFi only or WiFi with cellular on demand) to ensure their patch and update state is current.
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5.13.4.2 Malicious Code Protection

Appropriately configured MDM software is capable of checking the installed applications on the
device and reporting the software inventory to a central management console in a manner
analogous to traditionalvirus scan detection of unauthorized software and can provide a high
degree of confidence that only known software or applications are installed on the device.

Agencies that allow smartphones and tablets to access CJI shall have a process to approve the
use of specific software or applications on the devices. An appropriately configured MDM shall
be used on smartphones and tablets to prevent the installation of unauthorized software or
applications.

5.1 3.4.3 Physical Protection

Due to small form factors and the fact that mobile devices are often stored in lower security
areas, the risk to theft or loss of the device and any data stored on it is elevated. Physical
protections will often be the responsibility of the assigned device user.

When mobile devices are authorized for use to access CJI are lost or stolen, agencies shall:

1. Have the ability to determine the location of agency controlled smartphones and tablets.

2. Immediately wipe the device.

5.13.4.4 Personal Firewall

For the purpose of this policy, a personal firewall is an application that controls network traffic
to and from a user device, permitting or denying communications based on policy. A personal
firewall shall be employed on all mobile devices that have a full-feature operating system (i.e.
laptops or tablets with Windows or Linux/Unix operating systems). At a minimum, the personal
firewall shall perform the following activities:

1. Manage program access to the Internet.

2. Block unsolicited requests to connect to the user device.

3. Filter incoming traffic by IP address or protocol.

4. Filter incoming traffic by destination ports.

5. Maintain an IP traffic log.

Mobile devices with limited feature operating systems (i.e. tablets, smartphones) may not
support a personal firewall. However, these operating systems have a limited number of system

services installed, carefully controlled network access, and to a certain extent, perform similar
functions a personal firewall would provide on a device with a full feature operating system.

Appropriately configured MDM software is capable of controlling which applications are

allowed on the device.
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5.1 3.5 lncident Response

In addition to the requirements in Section 5.3 Incident Response, agencies shall develop
additional or enhanced incident reporting and handling procedures to address mobile device
operating scenarios. Rapid response to mobile device related incidents can significantly mitigate
the risks associated with illicit data access either on the device itself or within online data
resources associated with the device through an application or specialized interface.

Special reporting procedures for mobile devices shall apply in any of the following situations:

1 . Loss of device control

a. Device known to be locked, minimal duration of loss

b. Device lock state unknown, minimal duration of loss

c. Device lock state unknown, extended duration of loss

d. Device known to be unlocked, more than momentary duration of loss

2. Total loss of device

a. CJI stored on device

b. Lock state of device

c. Capabilities for remote tracking or wiping of device

3. Device compromise

4. Device loss or compromise outside the United States

5.1 3.6 Auditing and Accountability

The ability to implement audit and accountability functions may not be natively included on
mobile devices with limited function operating systems (e.g. Android, Apple iOS). Either
additional device management systems or auditing from systems accessed by the mobile device
may be necessary to ensure appropriate levels of auditing exist. Additionally, the type of
connectivity capable by the device will also affect the ability to collect audit logs for review.

A mobile device not capable of providing required audit and accountability on its own accord
shall be monitored by a MDM, other management system, or application capable of collecting
required log data.

5.13.7 Access Control

Multiple user accounts are not generally supported on limited function mobile operating systems.
This may mean the policy requirements for access control (Section 5.5 Access Control, regarding
account management) would not apply to the operating system, but rather to a particular
application, either stand-alone to the device or as part of a client server architecture.
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5.1 3.8 Wireless Hotspot Capability

Many mobile devices include the capability to function as a wireless access point or WiFi
hotspot that allows other devices to connect through the device to the intemet over the devices
cellular network.

When an agency allows mobile devices to function as a wireless access point, they shall be
configured:

1. In accordance with the requirements in section 5.13.1 .1 All 802.1 I Wireless Protocols
2. To only allow connections from agency authorized devices

5.1 3.9 ldentification and Authentication

Due to the technical methods used for identification and authentication on many limited feature
mobile operating systems, achieving compliance may require many different components.

5.13.9.1 Local Device Authentication

When mobile devices are authorized for use in accessing CJI, local device authentication shall be

used to unlock the device for use. The authenticator used shall meet the requirements in section
5.6.2.1 Standard Authenticators.

5.13.10 DeviceCertificates

Device certificates are often used to uniquely identify mobile devices using part of a public key
pair on the device in the form of a public key certificate. While there is value to ensuring the
device itself can authenticate to a system supplying CJI, and may provide a critical layer of
device identification or authentication in a larger scheme, a device certificate alone placed on the
device shall not be considered valid proof that the device is being operated by an authorized user.

When certificates or cryptographic keys used to authenticate a mobile device are stored on the
device, they shall be:

1. Protected against being extracted from the device
2. Configured for remote wipe on demand or self-deletion based on a number of

unsuccessful login or access attempts
3. Configured to use a secure authenticator (i.e. password, PIN) to unlock the key for use
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APPENDICES

APPENDIX A TERMS AND DEFINITIONS
Access to Criminal Justice Information - The physical or logical (electronic) ability, right or
privilege to view, modify or make use of Criminal Justice Information.

Administration of Criminal Justice - The detection, apprehension, detention, pretrial release,
post-trial release, prosecution, adjudication, correctional supervision, or rehabilitation of accused
persons or criminal offenders. It also includes criminal identification activities; the collection,
storage, and dissemination of criminal history record information; and criminal justice
employment. In addition, administration of criminal justice includes "crime prevention
programs" to the extent access to criminal history record information is limited to law
enforcement agencies for law enforcement programs (e.g. record checks of individuals who
participate in Neighborhood Watch or "safe house" programs) and the result of such checks will
not be disseminated outside the law enforcement agency.

Agency Controlled Mobile Device - A mobile device that is centrally managed by an agency
for the purpose of securing the device for potential access to CJI. The device can be agency
issued or BYOD (personally owned).

Agency Coordinator (AC) - A staff member of the Contracting Government Agency who
manages the agreement between the Contractor and agency.

Agency Issued Mobile Device - A mobile device that is owned by an agency and issued to an
individual for use. It is centrally managed by the agency for the purpose of securing the device
for potential access to CJL The device is not BYOD (personally owned).

Agency Liaison (AL) - Coordinator of activities between the criminal justice agency and the
noncriminal justice agency when responsibility for a criminal justice system has been delegated
by a criminal justice agency to a noncriminal justice agency, which has in turn entered into an

agreement with a contractor. The agency liaison shall, inter alia, monitor compliance with
system security requirements. In instances in which the noncriminal justice agency's authority is

directly from the CJIS systems agency, there is no requirement for the appointment of an agency
liaison.

Authorized User/Personnel - An individual, or group of individuals, who have been

appropriately vetted through a national fingerprint-based record check and have been granted
access to CJL

Authorized Recipient - (l) A criminal justice agency or federal agency authorized to receive
CHRI pursuant to federal statute or executive order; (2) A nongovernmental entity authorized by
federal statute or executive order to receive CHRI for noncriminal justice purposes; or (3) A
govemment agency authorized by federal statute or executive order, or state statute which has

been approved by the United States Attorney General to receive CHRI for noncriminal justice
purposes.

Availability - The degree to which information, a system, subsystem, or equipment is operable
and in a useable state; frequently represented as a proportion of time the element is in a

functioning condition.
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Biographic Data - Information collected about individuals associated with a unique case, and
not necessarily connected to identity data. Biographic Data does not provide a history of an

individual, only information related to a unique case.

Biometric Data - When applied to CJI, it is used to identify individuals, and includes the
following types: finger prints, palm prints, DNA, iris, and facial recognition.

Case / Incident History - AII relevant information gathered about an individual, organization.
incident, or combination thereof, arranged so as to serve as an organized record to provide
analytic value for a criminal justice organization. In regards to CJI, it is the information about
the history of criminal incidents.

Channeler - An FBI approved contractor, who has entered into an agreement with an

Authorized Recipient(s), to receive noncriminal justice applicant fingerprint submissions and
collect the associated fees. The Channeler ensures fingerprint submissions are properly and
adequately completed, electronically forwards fingerprint submissions to the FBI's CJIS Division
for national noncriminal justice criminal history record check, and receives electronic record
check results for dissemination to Authorized Recipients. A Channeler is essentially an

"expediter" rather than a user of criminal history record check results.

Cloud Client - A machine or software application that accesses cloud services over a network
connection, perhaps on behalfofa subscriber.

Cloud Computing - A distributed computing model that permits on-demand network access to
a shared pool of configurable computing resources (i.e., networks, servers, storage, applications,
and services), software, and information.

Cloud Provider - An organization that provides cloud computing services.

Cloud Subscriber - A person or organization that is a customer of a cloud computing service
provider.

CJIS Advisory Policy Board (APB) - The governing organization within the FBI CJIS
Advisory Process composed of representatives from criminal justice and national security
agencies within the United States. The APB reviews policy, technical, and operational issues

relative to CJIS Division programs and makes subsequent recommendations to the Director of
the FBI.

CJIS Audit Unit (CAU) - The organization within the FBI CJIS Division responsible to
perform audits of CSAs to verify compliance with the CJIS Security Policy.

CJIS Security Policy - The FBI CJIS Security Policy document as published by the FBI CJIS
ISO; the document containing this glossary.

CJIS Systems Agency (CSA) - A duly authorized state, federal, intemational, tribal, or
territorial criminal justice agency on the CJIS network providing statewide (or equivalent)
service to its criminal justice users with respect to the CJI from various systems managed by the
FBI CJIS Division. There shall be only one CSA per state or territory. In federal agencies, the
CSA may be the interface or switch to other federal agencies connecting to the FBI CJIS
systems.
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CJIS Systems Agency Information Security Officer (CSA ISO) - The appointed FBI CJIS

Division personnel responsible to coordinate information security efforts at all CJIS interface
agencies.

CJIS Systems Officer (CSO) - An individual located within the CJIS Systems Agency
responsible for the administration of the CJIS network on behalf for the CJIS Systems Agency.

Compact Council - The entity created by the National Crime Prevention and Privacy Compact
of 1998 that has the authority to promulgate rules and procedures governing the use of the III
system for noncriminal justice purposes.

Compact Officers - The leadership of the Compact Council, oversees the infrastructure
established by the National Crime Prevention and Privacy Compact Act of 1998, which is used

by ratifying states to exchange criminal records for noncriminal justice purposes. Their primary
responsibilities are to promulgate rules and procedures for the effective and appropriate use of
the III system.

Compensating Controls - Compensating controls are temporary control measures implemented
in lieu of the required control measures when an agency cannot meet the AA requirement due to
legitimate technical or business constraints. The compensating controls must:

1. Meet the intent of the CJIS Security Policy AA requirement

2. Provide a similar level of protection or security as the original AA requirement

3. Not rely upon the existing requirements for AA as compensating controls

Additionally, compensating controls may rely upon other, non-AA, existing requirements as

compensating controls andlor be combined with new controls to create compensating controls.

Computer Security Incident Response Capability (CSIRC) - A collection of personnel,

systems, and processes that are used to efficiently and quickly manage a centralized response to
any sort of computer security incident which may occur.

Confidentiality - The concept of ensuring that information is observable only to those who
have been granted authorization to do so.

Contractor - A private business, agency or individual which has entered into an agreement for
the administration of criminal justice or noncriminal justice functions with a Criminal Justice
Agency or a Noncriminal Justice Agency. Also, a private business approved by the FBI CJIS

Division to contract with Noncriminal Justice Agencies to perform noncriminal justice functions
associated with civil fingerprint submission for hiring purposes.

Contracting Government Agency (CGA) - The govemment agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor.

Crime Reports Data - The data collected through the Uniform Crime Reporting program and

reported upon annually by the FBI CJIS division used to analyze the crime statistics for the

United States.

Criminal History Record Information (CHRI) - A subset of CJI. Any notations or other
written or electronic evidence of an arrest, detention, complaint, indictment, information or other
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formal criminal charge relating to an identifiable person that includes identifying information
regarding the individual as well as the disposition of any charges.

Criminal Justice Agency (CJA) - The courts, a governmental agency, or any subunit of a

govemmental agency which performs the administration of criminal justice pursuant to a statute
or executive order and which allocates a substantial part of its annual budget to the
administration of criminal justice. State and federal Inspectors General Offices are included.

Criminal Justice Agency User Agreement - A terms-of-service agreement that must be
signed prior to accessing CJI. This agreement is required by each CJA and spells out user's
responsibilities, the forms and methods of acceptable use, penalties for their violation,
disclaimers, and so on.

Criminal Justice Conveyance - A criminal justice conveyance is any mobile vehicle used for
the purposes of criminal justice activities with the capability to comply, during operational
periods, with the requirements of Section 5.9.1.3.

Criminal Justice Information (CJI) - Criminal Justice Information is the abstract term used

to refer to all of the FBI CJIS provided data necessary for law enforcement agencies to perform
their mission and enforce the laws, including but not limited to: biometric, identity history,
person, organization, property (when accompanied by any personally identifiable information),
and case/incident history data. ln addition, CJI refers to the FBI CJlS-provided data necessary
for civil agencies to perform their mission; including, but not limited to data used to make hiring
decisions. The following type of data are exempt from the protection levels required for CJI:
transaction control type numbers (e.g. ORI, NIC, FNU, etc.) when not accompanied by
information that reveals CJI or PII.

Criminal Justice Information Services Division (FBI CJIS or CJIS) - The FBI division
responsible for the collection, warehousing, and timely dissemination of relevant CJI to the FBI
and to qualified law enforcement, criminal justice, civilian, academic, employment, and licensing
agencies.

Data - See Information and CJI.

Degauss - Neutralize a magnetic field to erase information from a magnetic disk or other
storage device. In the field of information technology, degauss has become synonymous with
erasing information whether or not the medium is magnetic. In the event the device to be

degaussed is not magnetic (e.g. solid state drive, USB storage device), steps other than magnetic
degaussing may be required to render the information irretrievable from the device.

Department of Justice (DoJ) - The Department within the U.S. Government responsible to
enforce the law and defend the interests of the United States according to the law, to ensure

public safety against threats foreign and domestic, to provide federal leadership in preventing
and controlling crime, to seek just punishment for those guilty of unlawful behavior, and to
ensure fair and impartial administration ofjustice for all Americans.

Digital Media - Any form of electronic media designed to store data in a digital format. This
includes, but is not limited to: memory device in laptops, computers, and mobile devices; and
any removable, transportable electronic media, such as mandated tape or disk, optical disk, flash
drives, external hard drives, or digital memory card.
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Digital Signature - A digital signature consists of three algorithms: (l) A key generation
algorithm that selects a private key uniformly at random from a set of possible private keys. The
algorithm outputs the private key and a corresponding public key. (2) A signing algorithm that,
given a message and a private key, produces a signature. (3) A signature verifying algorithm that,
given a message, public key, and a signature, either accepts or rejects the message's claim to
authenticity. Two main properties are required. First, a signature generated from a fixed
message and fixed private key should verify the authenticity of that message by using the
corresponding public key. Secondly, it should be computationally infeasible to generate a valid
signature for a party who does not possess the private key.

Direct Access - (1) Having the authority to access systems managed by the FBI CJIS Division,
whether by manual or automated methods, not requiring the assistance of, or intervention by, any
other party or agency (28 CFR, Chapter 1, Part 20). (2) Having the authority to query or update
national databases maintained by the FBI CJIS Division including national queries and updates
automatically or manually generated by the CSA.

Dissemination - The transmission/distribution of CJI to Authorized Recipients within an

agency.

Escort - Authorized personnel who accompany a visitor at all times while within a physically
secure location to ensure the protection and integrity of the physically secure location and any
Criminal Justice Information therein. The use of cameras or other electronic means used to
monitor a physically secure location does not constitute an escort.

Federal Bureau of Investigation (FBI) - The agency within the DOJ responsible to protect
and defend the United States against terrorist and foreign intelligence threats, to uphold and

enforce the criminal laws of the United States, and to provide leadership and criminal justice
services to federal, state, municipal, and international agencies and partners.

FBI CJIS Information Security Officer (FBI CJIS ISO) - The FBI personnel responsible for
the maintenance and dissemination of the FBI CJIS Security Policy; the liaison between the FBI
and the CSA's ISOs and other relevant security points-of-contact (POCs); the provider of
technical guidance as to the intent and implementation of technical policy issues; the POC for
computer incident notification which also disseminates security alerts to the CSOs and ISOs.

Federal Information Security Management Act (FISMA) - The Federal Information
Security Management Act of 2002, a US Federal law that established information security
standards for the protection of economic and national security interests of the United States. It
requires each federal agency to develop, document, and implement an agency-wide program to
provide information security for the information and information systems that support the
operations and assets of the agency, including those provided or managed by another agency,
contractor, or other source.

For Official Use Only (FOUO) - A caveat applied to unclassified sensitive information that
may be exempt from mandatory release to the public under the Freedom of lnformation Act
(FOIA), 5 U.S.C 522. In general, information marked FOUO shall not be disclosed to anybody
except Government (Federal, State, tribal, or local) employees or contractors with a need to
know.

Guest Operating System - An operating system that has emulated hardware presented to it by
a host operating system. Also referred to as the virtualized operating system.
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Host Operating System - In the context of virtualization, the operating system that interfaces
with the actual hardware and arbitrates between it and the guest operating systems. It is also
referred to as a hypervisor.

Hypervisor - See Host Operating System.

Identity History Data - Textual data that corresponds with an individual's biometric data,
providing a history of criminal andlor civil events for the identified individual.

Indirect Access - Having the authority to access systems containing CJI without providing the
user the ability to conduct transactional activities (the capability to query or update) on state and
national systems (e.g. CJIS Systems Agency (CSA), State Identification Bureau (SIB), or
national repositories).

Information - See data and CJI.

Information Exchange Agreement - An agreement that codifies the rules by which two
parties engage in the sharing of information. These agreements typically include language which
establishes some general duty-of-care over the other party's information, whether and how it can
be further disseminated, penalties for violations, the laws governing the agreement (which
establishes venue), procedures for the handling of shared information at the termination of the
agreement, and so on. This document will ensure consistency with applicable federal laws,
directives, pol icies, re gulations, standards and gui dance.

Information Security Officer (ISO) - Typically a member of an organization who has the
responsibility to establish and maintain information security policy, assesses threats and

vulnerabilities, performs risk and control assessments, oversees the governance of security
operations, and establishes information security training and awareness programs. The ISO also
usually interfaces with security operations to manage implementation details and with auditors to
verify compliance to established policies.

Information System - A system of people, data, and processes, whether manual or automated,
established for the purpose of managing information.

Integrated Automated Fingerprint Identification System (IAFIS) - The national fingerprint
and criminal history system maintained by the FBI CJIS Division that provides the law
enforcement community with automated fingerprint search capabilities, latent searching
capability, electronic image storage, and electronic exchange of fingerprints and responses.

Integrity - The perceived consistency of expected outcomes, actions, values, and methods of
an individual or organization. As it relates to data, it is the concept that data is preserved in a
consistent and correct state for its intended use.

Interconnection Security Agreement (ISA) - An agreement much like an Information
Exchange Agreement as mentioned above, but concentrating more on formalizing the technical
and security requirements pertaining to some sort of interface between the parties' information
systems.

Interface Agency - A legacy term used to describe agencies with direct connections to the
CSA. This term is now used predominantly in a common way to describe any sub-agency of a
CSA or SIB that leverages the CSA or SIB as a conduit to FBI CJIS information.
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Internet Protocol (IP) - A protocol used for communicating data across a packet-switched
intemetwork using the Intemet Protocol Suite, also referred to as TCP/IP. IP is the primary
protocol in the Internet Layer of the Internet Protocol Suite and has the task of delivering
distinguished protocol datagrams (packets) from the source host to the destination host solely
based on their addresses.

Interstate Identification Index (IID 
- The CJIS service that manages automated submission

and requests for CHRI that is warehoused subsequent to the submission of fingerprint
information. Subsequent requests are directed to the originating State as needed.

Jailbreak (Jailbroken) - The process of attaining privileged control (known as "root access")

of a device running the Apple iOS operating system that ultimately allows a user the ability to
alter or replace system applications and settings, run specialized applications that require
administrator-level permissions, or perform other operations that are otherwise not allowed.

Laptop Devices - Laptop devices are mobile devices with a full-featured operating system (e.g.

Microsoft Windows, Apple OS X, LINUX/LINIX, etc.). Laptops are typically intended for
transport via vehicle mount or portfolio-sized carry case, but not on the body. This definition
does not include pocket/handheld devices (e.g. smartphones), or mobile devices that feature a
limited feature operating system (e.g. tablets).

Law Enforcement Online (LEO) - A secure, Internet-based communications portal provided
by the FBI CJIS Division for use by law enforcement, first responders, criminal justice
professionals, and anti-terrorism and intelligence agencies around the globe. Its primary purpose
is to provide a platform on which various law enforcement agencies can collaborate on FOUO
matters.

Logical Access - The technical means (e.g., read, create, modify, delete a file, execute a

program, or use an external connection) for an individual or other computer system to utilize CJI
or CJIS applications.

Local Agency Security Officer (LASO) - The primary Information Security contact between
a local law enforcement agency and the CSA under which this agency interfaces with the FBI
CJIS Division. The LASO actively represents their agency in all matters pertaining to
Information Security, disseminates Information Security alerts and other material to their
constituents, maintains Information Security documentation (including system configuration
data), assists with Information Security audits of hardware and procedures, and keeps the CSA
informed as to any lnformation Security needs and problems.

Management Control Agreement (MCA) - An agreement between parties that wish to share

or pool resources that codifies precisely who has administrative control over, versus overall
management and legal responsibility for, assets covered under the agreement. An MCA must

ensure the CJA's authority remains with regard to all aspects of Section 3.2.2. The MCA usually
results in the CJA having ultimate authority over the CJI supporting infrastructure administered
by the NCJA.

Mobile Device - Any portable device used to access CJI via a wireless connection (e.g.

cellular, WiFi, Bluetooth, etc.).

Mobile Device Management (MDM) - Centralized administration and control of mobile
devices specifically including, but not limited to, cellular phones, smart phones, and tablets.
Management typically includes the ability to configure device settings and prevent a user from
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changing them, remotely locating a device in the event of theft or loss, and remotely locking or
wiping a device. Management can also include over-the-air distribution of applications and

updating installed applications.

National Crime Information Center (NCIC) - An information system which stores CJI
which can be queried by appropriate Federal, state, and local law enforcement and other criminal
justice agencies.

National Instant Criminal Background Check System (NICS) - A system mandated by the
Brady Handgun Violence Prevention Act of 1993 that is used by Federal Firearms Licensees
(FFLs) to instantly determine via telephone or other electronic means whether the transfer of a
firearm would be in violation of Section 922 (g) or (n) of Title 18, United States Code, or state
law, by evaluating the prospective buyer's criminal history.

National Institute of Standards and Technology (NIST) - Founded in 1901, NIST is a non-
regulatory federal agency within the U.S. Department of Commerce whose mission is to promote
U.S. innovation and industrial competitiveness by advancing measurement science, standards,
and technology in ways that enhance economic and national security.

Noncriminal Justice Agency (NCJA) - A govemmental agency, or any subunit thereof, that
provides services primarily for purposes other than the administration of criminal justice.
Examples of services include, but not limited to, employment suitability, licensing
determinations, immigration and naturalization matters, and national security clearances.

NCJA (Government) - A Federal, state, local, or tribal governmental agency or any subunit
thereof whose charter does not include the responsibility to administer criminal justice, but may
have a need to process CJI. An example would be the central lT organization within a state
government that administers equipment on behalf of a state law-enforcement agency.

NCJA (Private) - A private agency or subunit thereof whose charter does not include the
responsibility to administer criminal justice, but may have a need to process CJI. An example
would include a local bank.

NCJA (Public) - A public agency or sub-unit thereof whose charter does not include the
responsibility to administer criminal justice, but may have a need to process CJI. An example
would include a county school board which uses CHRI to assist in employee hiring decisions.

Noncriminal Justice Purpose - The uses of criminal history records for purposes authorized
by federal or state law other than purposes relating to the administration of criminal justice,
including employment suitability, licensing determinations, immigration and naturalization
matters, and national security clearances.

Office of Management and Budget (OMB) - The agency within the Executive Branch of the
Federal government responsible to oversee the preparation of the federal budget, to assist in the
supervision of other Executive Branch agencies, and to oversee and coordinate the Presidential
Administrationls procurement, financial management, information, and regulatory policies.

Outsourcing - The process of delegating in-house operations to a third-party. For instuince,

when the administration of criminal justice functions (network operations, dispatch functions,
system administration operations, etc.) are performed for the criminal justice agency by a city or
county information technology department or are contracted to be performed by a vendor.
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Outsourcing Standard - National Crime Prevention and Privacy Compact Council's
Outsourcing Standard. The Compact Council's uniform standards and processes for the
interstate and Federal-State exchange of criminal history records for noncriminal justice
purposes.

Personal Firewall - An application which controls network traffic to and from a computer,
permitting or denying communications based on a security policy.

Personally Identifiable Information (PI! - Pll is information which can be used to
distinguish or trace an individual's identity, such as name, social security number, or biometric
records, alone or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, or mother's maiden name.

Physical Access - The physical ability, right or privilege to view, modify or make use of
Criminal Justice Information (CJI) by means of physical presence within the proximity of
computers and network devices (e.g. the ability to insert a boot disk or other device into the
system, make a physical connection with electronic equipment, etc.).

Physical Media - Physical media refers to media in printed form. This definition includes, but
is not limited to, printed documents, printed imagery, printed facsimile.

Physically Secure Location - A facility, a police vehicle, or an area, a room, or a group of
rooms, within a facility with both the physical and personnel security controls sufficient to
protect CJI and associated information systems.

Pocket/Ilandheld Mobile Device - Pocket/Handheld mobile devices (e.g. smartphones) are

intended to be carried in a pocket or holster attached to the body and feature an operating system
with limited functionality (e.g., iOS, Android, BlackBerry, etc.). This definition does not include
tablet and laptop devices.

Property Data - Information about vehicles and property associated with a crime.

Rap Back - An IAFIS service that allows authorized agencies to receive notification of
subsequent criminal activity reported to the FBI committed by persons of interest.

Receive-Only Terminal (ROT) - A device that is configured to accept a limited type of data but
is technically prohibited from forming or transmitting data, browsing or navigating internal or
external networks, or otherwise performing outside the scope of receive only (e.g., a printer,
dumb terminal. etc.).

Repository Manager, or Chief Administrator - The designated manager of the agency
having oversight responsibility for a CSA's fingerprint identification services. lf both state

fingerprint identification services and CJIS systems control are managed within the same state

agency, the repository manager and CSO may be the same person.

Root (Rooting, Rooted) - The process of attaining privileged control (known as "root access")
of a device running the Android operating system that ultimately allows a user the ability to alter
or replace system applications and settings, run specialized applications that require
administrator-levelpermissions, or perform other operations that are otherwise not allowed.

Secondary Dissemination - The promulgation of CJI from a releasing agency to an authorized
recipient agency when the recipient agency has not been previously identified in a formal
information exchange agreement.
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Security Addendum (SA) - A uniform addendum to an agreement between the government
agency and a private contractor, approved by the Attorney General of the United States, which
specifically authorizes access to criminal history record information, limits the use of the
information to the purposes for which it is provided, ensures the security and confidentiality of
the information consistent with existing regulations and the CJIS Security Policy, provides for
sanctions, and contains such other provisions as the Attorney General may require.

Sensitive But Unclassified (SBU) - Designation of information in the United States federal
government that, though unclassified, often requires strict controls over its distribution. SBU is a
broad category of information that includes material covered by such designations as For Official
Use Only (FOUO), Law Enforcement Sensitive (LES), Sensitive Homeland Security
Information, Security Sensitive Information (SSD, Critical Infrastructure Information (CII), etc.
Some categories of SBU information have authority in statute or regulation (e.g. SSI, CII) while
others, including FOUO, do not. As of May 9, 2008, the more appropriate terminology to use is
Controlled Unclassified Information (CU!.

Service - The organized system of apparatus, appliances, personnel, etc, that supply some
tangible benefit to the consumers of this service. In the context of CJI, this usually refers to one
of the applications that can be used to process CJI.

Shredder - A device used for shredding documents, often as a security measure to prevent
unapproved persons from reading them. Strip-cut shredders, also known as straight-cut or
spaghetti-cut, slice the paper into long, thin strips but are not considered secure. Cross-cut
shredders provide more security by cutting paper vertically and horizontally into confetti-like
pieces.

Smartphone - See pocket/handheld mobile devices.

Social Engineering - The act of manipulating people into performing actions or divulging
confidential information. While similar to a confidence trick or simple fraud, the term typically
applies to trickery or deception for the purpose of information gathering, fraud, or computer
system access; in most cases the attacker never comes face-to-face with the victim.

Software Patch - A piece of software designed to fix problems with, or update, a computer
program or its supporting data. This includes fixing security vulnerabilities and other bugs and
improving the usability or performance. Though meant to fix problems, poorly designed patches

can sometimes introduce new problems. As such, patches should be installed in a test
environment prior to being installed in a live, operational system. Patches often can be found in
multiple locations but should be retrieved only from sources agreed upon through organizational
policy.

State and Federal Agency User Agreement - A written agreement that each CSA or SIB
Chief shall execute with the FBI CJIS Division stating their willingness to demonstrate
conformance with the FBI CJIS Security Policy prior to the establishment of connectivity
between organizations. This agreement includes the standards and sanctions governing use of
CJIS systems, as well as verbiage to allow the FBI to periodically audit the CSA as well as to
allow the FBI to penetration test its own network from the CSA's interfaces to it.

State Compact Officer - The representative of a state that is party to the National Crime
Prevention and Privacy Compact, and is the chief administrator of the state's criminal history
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record repository or a designee of the chief administrator who is a regular full-time employee of
the repository.

State ldentification Bureau (SIB) - The state agency with the responsibility for the state's
fi ngerprint identifi cation services.

State Identification Bureau (SIB) Chief - The SIB Chief is the designated manager of state's
SIB. If both state fingerprint identification services and CJIS systems control are managed
within the same state agency, the SIB Chief and CSO may be the same person.

State of Residency - A state of residency is the state in which an individual claims and can
provide documented evidence as proof of being his/her permanent living domicile. Examples of
acceptable documented evidence permitted to confirm an individual's state of residence are:
driver's license, state or employer issued ID card, voter registration card, proof of an address
(such as a utility bill with one's name and address as the payee), passport, professional or
business license, and/or insurance (medical/dental) card.

System - Refer to connections to the FBI's criminal justice information repositories and the
equipment used to establish said connections. In the context of CJl, this usually refers to
applications and all interconnecting infrastructure required to use those applications that process

CJI.

Tablet Devices - Tablet devices are mobile devices with a limited feature operating system (e.g.

iOS, Android, Windows RT, etc.). Tablets typically consist of a touch screen without a

permanently attached keyboard intended for transport via vehicle mount or portfolio-sized carry
case but not on the body. This definition does not include pocket/handheld devices (e.g.

smartphones) or mobile devices with full-featured operating systems (e.g. laptops).

Terminal Agency Coordinator (TAC) - Serves as the point-of-contact at the local agency for
matters relating to CJIS information access. A TAC administers CJIS systems programs within
the local agency and oversees the agency's compliance with CJIS systems policies.

Virtualization - Refers to a methodology of dividing the resources of a computer (hardware

and software) into multiple execution environments, by applying one or more concepts or
technologies such as hardware and software partitioning, time-sharing, partial or complete
machine simulation or emulation allowing multiple operating systems, or images, to run
concurrently on the same hardware.

Voice over Internet Protocol (VoIP) - A set of software, hardware, and standards designed to
make it possible to transmit voice over packet switched networks, either an internal Local Area
Network, or across the Internet.
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APPENDIX B ACRONYMS

AA

AC

ACL

AES

AP

APB

BD.ADDR

BYOD

CJIS

ConOps

CSA

CSIRC

CSO

DAA

DoJ

Advanced Authentication

Agency Coordinator

Access Control List

Advanced Encryption Standard

Access Point

Advisory Policy Board

Bluetooth-Enabled Wireless Devices and Addresses

Bring Your Own Device

Computer-Assisted Di spatch

CJIS Audit Unit

Contracting Government Agency

Criminal History Record Information

Criminal Justice Agency

Criminal J ustice Information

Criminal Justice Information Services

Concept of Operations

CJIS Systems Agency

Computer Security Incident Response Capability

CJIS Systems Officer

Designated Approving Authority

Department of Justice
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IFISMA Federal Information Security Management Act

DoJCERT

FBI

FIPS

LEO

LMR

MAC

DoJ Computer Emergency Response Team

Federal Bureau of lnvestigation

Federal Information Processing Standards

Freedom of Information Act

For Official Use Only

Hypertext Transfer Protoco I

Integrated Automated Fingerprint Identification System

Interstate ldentifi cation Index

Internet Protocol

Intrusion Prevention System

Internet Protocol Security

Interconnection Security Agreement

Information Security Offi cer

Information Technology

Local Agency Security Officer

Law Enforcement Online

Land Mobile Radio

Media Access Control

Management Control Agreement

Mobi le Device Management

Man-in-the-Middle

Memorandum of Understanding

National Crime Information Center

FOIA

LASO

IDS

III

IP

IPS

IPSEC

ISA

ISO

IT

MCA

MDM

MITM

MOU

NCIC
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VolP

VPN

WEP

WLAN

WPA
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APPENDIX C NETWORK TOPOLOGY DIAGRAMS
Network diagrams, i.e. topological drawings, are an essential part of solid network security.
Through graphical illustration, a comprehensive network diagram provides the "big picture" -
enabling network managers to quickly ascertain the interconnecting nodes of a network for a

multitude of purposes, including troubleshooting and optimization. Network diagrams are

integral to demonstrating the manner in which each agency ensures criminal justice data is
afforded appropriate technical security protections and is protected during transit and at rest.

The following diagrams, labeled Appendix C.1-A through C.1-D, are examples for agencies to
utilize during the development, maintenance, and update stages of their own network diagrams.
By using these example drawings as a guideline, agencies can form the foundation for ensuring
compliance with Section 5.7 .l .2 of the CJIS Security Policy.

The purpose for including the following diagrams in this Policy is to aid agencies in their
understanding of diagram expectations and should not be construed as a mandated method for
network topologies. It should also be noted that agencies are not required to use the identical
icons depicted in the example diagrams and should not construe any depiction of a particular
vendor product as an endorsement of that product by the FBI CJIS Division.

Appendix C.1-A is a conceptual overview of the various types of agencies that can be involved
in handling of CJI, and illustrates several ways in which these interconnections might occur.
This diagram is not intended to demonstrate the level of detail required for any given agency's
documentation, but it provides the reader with some additional context through which to digest
the following diagrams. Take particular note of the types of network interfaces in use between
agencies, in some cases dedicated circuits with encryption mechanisms, and in other cases VPNs
over the Intemet. This diagram attempts to show the level of diversity possible within the law
enforcement community. These diagrams in no way constitute a standard for network
engineering, but rather, for the expected quality of documentation.

The next three topology diagrams, C.1 -B through C.1 -D, depict conceptual agencies. For C.1 -B
through C.l-D, the details identifying specific "moving parts" in the diagrams by manufacturer
and model are omitted, but it is expected that any agencies producing such documentation will
provide diagrams with full manufacturer and model detail for each element of the diagram. Note
that the quantities of clients should be documented in order to assist the auditor in understanding
the scale of assets and information being protected.

Appendix C.l-B depicts a conceptual state law enforcement agency's network topology and

demonstrates a number of common technologies that are in use throughout the law enforcement
community (some of which are compulsory per CJIS policy, and some of which are optional)
including Mobile Broadband cards, VPNs, Firewalls, Intrusion Detection Devices, VLANs, and
so forth. Note that although most state agencies will likely have highly-available configurations,
the example diagram shown omits these complexities and only shows the "major moving parts"
for clarity but please note the Policy requires the logical location of all components be shown.
The level of detail depicted should provide the reader with a pattern to model future
documentation from, but should not be taken as network engineering guidance.

Appendix C.l-C depicts a conceptual county law enforcement agency. A number of common
technologies are presented merely to reflect the diversity in the community, including proprietary
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Packet-over-RF infrastructures and advanced authentication techniques, and to demonstrate the
fact that agencies can act as proxies for other agencies.

Appendix C.1-D depicts a conceptual municipal law enforcement agency, presumably a small
one that lacks any precinct-to-patrol data communications. This represents one of the smallest
designs that could be assembled that, assuming all other details are properly considered, would
meet the criteria for Section 5.7 .l .2. This diagram helps to demonstrate the diversity in size that
agencies handling criminal justice data exhibit.
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Figure C-1-A Overyiew: Conceptual Connections Between Various Agencies
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Figure C-l-B Conceptual Topology Diagram for a State Law Enforcement Agency
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Figure C-l-C Conceptual Topology Diagram for a County Law Enfortement Agency
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Figure C-l-D Conceptual Topology Diagram for a Municipal Law Enforcement Agency
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APPENDIX D SAMPLE INFORMATION EXCHANGE
AGREEMENTS

D.1 GJIS User Agreement

CRIMINAL JUSTICE INFORMATION SERVICES (CJIS)

SYSTEMS USER AGREEMENT

The FBI CJIS Division provides state-of-the-art identification and information
services to the local, state, tribal, federal, and international criminal justice communities, as well
as the noncriminal justice community, for licensing and employment purposes. These services

are administered and maintained by the FBI CJIS Division and managed in cooperation with the
CJIS Systems Agency (CSA) and its administrator for CJIS data, the CJIS Systems Officer
(CSO). The CJIS Systems include, but are not limited to: the Interstate ldentification Index
(III); National Crime Information Center (NCIC); Uniform Crime Reporting (UCR), whether
summary or incident-based reporting to the National Incident-Based Reporting System;
Fingerprint Identification Record System; Law Enforcement National Data Exchange (N-DEx);
Law Enforcement Online; and the National Instant Criminal Background Check System (NICS).

The FBI CJIS Division provides the following services to its users, as applicable:

1. Operational, technical, and investigative assistance.

2. Telecommunication lines to state, federal, and regulatory interfaces.

3. Legal and legislative review of matters pertaining to all CJIS Systems.

4. Timely information on all aspects of all CJIS Systems and other related programs by .

means of operating manuals, code manuals, technical and operational updates, various
newsletters, information letters, frequently asked questions, and other relevant
documents.

5. Training assistance and up-to-date materials provided to each CSO, NICS Point of
Contact (POC), state Compact Officer, State Administrator,Information Security Officer
(ISO), and other appropriate personnel.

Ongoing assistance to Systems' users through meetings and briefings with the CSOs,
State Administrators, Compact Officers, ISOs, and NICS State POCs to discuss

operational and policy issues.

Advisory Process through which authorized users have input as to the policies and

procedures governing the operation of CJIS programs.
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National Crime Prevention and Privacy Compact Administrative Office through which
states and other authorized users may submit issues concerning the noncriminal justice
use of the tll System.

Annual NICS Users Conference.

10. Audit.

1 i. Staffresearch assistance.

PART 1

The purpose behind a designated CSO is to unify responsibility for Systems user

discipline and to ensure adherence to established procedures and policies within each signatory
state/territoryltribal agency and by each federal user. This agreement outlines the responsibilities
of each CSO as they relate to all CJIS Systems and other related CJIS administered programs.
These individuals are ultimately responsible for planning necessary hardware, software, funding,
and training for access to all CJIS Systems.

To ensure continued access as set forth above, the CSA agrees to adhere to all
applicable CJIS policies including, but not limited to, the following:

1. The signatory state/tribal agency will provide fingerprints that meet submission criteria
for all qualifying arrests. In addition, states/tribal agencies will make their records
available for interstate exchange for criminal justice and other authorized purposes unless
restricted by state/tribal law, and, where applicable, continue to move toward
participation in the III and, upon ratification of the National Crime Prevention and

Privacy Compact, the National Fingerprint File.

2. Appropriate and reasonable quality assurance procedures; e.g., hit confirmation, audits
for record timeliness, and validation, must be in place to ensure that only complete,
accurate, and valid information is maintained in the CJIS Systems.

3. Biannual file synchronization of information entered into the III by participating states.

4. Security - Each agency is responsible for appropriate security measures as applicable to
physical security of terminals and telecommunication lines; personnel security to include
background screening requirements; technical security to protect against unauthorized
use; data security to include III use, dissemination, and logging; and security of criminal
history records. Additionally, each CSO must ensure that all agencies establish an
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information security structure that provides for an ISO and complies with the CJIS
Security Policy.

5. Audit - Each agency shall be responsible for complying with all audit requirements for
use of CJIS Systems. Each CSO is responsible for completing a triennial audit of all
agencies with access to CJIS Systems through the CSO's lines.

6. Training - Each agency shall be responsible for training requirements, including
compliance with operator training mandates.

7. Integrity of the Systems - Each agency shall be responsible formaintainingthe integrity
of the system in accordance with FBI CJIS Division/state/federal/tribal policies to ensure

only authorized terminal access; only authorized transaction submission; and proper
handling and dissemination of CJI. Each agency shall also be responsible for computer
security incident reporting as required by the CJIS Security Policy.

The following documents are incorporated by reference and made part of this
agreement for CSA users:

1. Bylaws for the CJIS Advisory Policy Board and Working Groups.

2. CJIS Security Policy.

3. Interstate Identification Index Operational and Technical Manual, National Fingerprint
File Operations Plan, NCIC 2000 Operating Manual, UCR Handbook-NIBRS Edition,
and National Incident-Based Reporting System Volumes 7,2, and 4.

4. National Crime Prevention and Privacy Compact, 42United States Code (U.S.C.)

$14616.

5. NCIC Standards and UCR Standards, as recommended by the CJIS Advisory Policy
Board.

6. The National Fingerprint File Qualification Requirements.

7. Title 28, Code of Federal Regulations, Parts 20 and25,550.12, and Chapter IX.

8. Electronic Fingerprint Transmission Specifications.
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9. Other relevant documents, to include: NCIC Technical and Operational Updates, CJIS
Information Letters, NICS User Manual, NICS Interface Control Document.

10. Applicable federal, state, and tribal laws and regulations.

PART 2

Additionally, there are authorized federal regulatory recipients and other authorized
users that provide electronic fingerprint submissions through a CJIS Wide Area Network (WAN)
connection (or other approved form of electronic connection) to the CJIS Division that are

required to comply with the following CJIS policies:

1. The authorized user will provide fingerprints that meet submission criteria and apply
appropriate and reasonable quality assurance procedures.

2. Security - Each agency is responsible for appropriate security measures as applicable to
physical security of communication equipment; personnel security to include background
screening requirements; technical security to protect against unauthorized use; and
security of criminal history records.

3. Audit - Each authorized user shall be responsible for complying with all audit
requirements for CJIS Systems. Additionally, each authorized user is subject to a

triennial audit by the CJIS Division Audit staff.

4. Training - Each authorized user receiving criminal history record information shall be
responsible for training requirements, including compliance with proper handling of
criminal history records.

The following documents are incorporated by reference and made part of this
agreement for non-CSA authorized users:

1. CJIS Security Policy.

2. National Crime Prevention and Privacy Compact, 42 U.S.C. $14616.

3. Title 28, Code of Federal Regulations, Parts 20 and 25, $ 50.12, and Chapter IX.

4. Other relevant documents, to include CJIS Information Letters.
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5. Applicable federal, state, and tribal laws and regulations.

GENERAL PROVISIONS

Funding:

Unless otherwise agreed in writing, each party shall bear its own costs in relation to
this agreement. Expenditures will be subject to federal and state budgetary processes

and availability of funds pursuant to applicable laws and regulations. The parties
expressly acknowledge that this in no way implies that Congress will appropriate
funds for such expenditures.

Termination:

1 . All activities of the parties under this agreement will be carried out in accordance to the
above-described provi sions.

2. This agreement may be amended or terminated by the mutual written consent of the
parties authorized representatives.

3. Either party may terminate this agreement upon 3O-days written notification to the other
party. Such notice will be the subject of immediate consultation by the parties to decide
upon the appropriate course of action. In the event of such termination, the following
rules apply:

a. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

b. Each party will pay the costs it incurs as a result of termination.

c. All information and rights therein received under the provisions of this agreement
prior to the termination will be retained by the parties, subject to the provisions of
this agreement.
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ACKNOWLEDGMENT AND CERTIFICATION

As a CSO or CJIS WAN Official (or other CJIS authorized official), I hereby
acknowledge the duties and responsibilities as set out in this agreement. I acknowledge that
these duties and responsibilities have been developed and approved by CJIS Systems users to
ensure the reliability, confidentiality, completeness, and accuracy of all information contained in,
or obtained by means of, the CJIS Systems. I further acknowledge that failure to comply with
these duties and responsibilities may result in the imposition of sanctions against the offending
state/agency; other federal, tribal, state, and local criminal justice users; and approved
noncriminal justice users with System access, whether direct or indirect. The Director of the FBI
(or the National Crime Prevention and Privacy Compact Council), may approve sanctions to
include the termination of CJIS services.

I hereby certify that I am familiar with all applicable documents that are made part of
this agreement and to all applicable federal and state laws and regulations relevant to the receipt
and dissemination of documents provided through the CJIS Systems.

This agreement is a formal expression of the purpose and intent of both parties and is

effective when signed. It may be amended by the deletion or modification of any provision
contained therein, or by the addition of new provisions, after written concurrence of both parties.
The "Acknowledgment and Certification" is being executed by the CSO or CJIS WAN Official
(or other CJIS authorized official) in both an individual and representative capacity.
Accordingly, this agreement will remain in effect after the CSO or CJIS WAN Official (or other
CJIS authorized official) vacates his/her position or until it is affrrmatively amended or rescinded
in writing. This agreement does not confer, grant, or authorize any rights, privileges, or
obligations to any third party.
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SYSTEMS USER AGREEMENT

Please execute either Part 1 or Part2

PART 1

Date:

CJIS Systems Officer

Printed Name/Title

CONCURRENCE OF CSA HEAD:

Date:

CSA Head

Printed Name/Title

PART 2

CJIS WAN Official (or other CJIS Authorized Official)

Date:

Printed Name/Title

CONCURRENCE OF CJIS WAN AGENCY HEAD:

CJIS WAN Agency Head

Date:

Printed Name/Title
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FBI CJIS DIVISION:

Date:

[Name]

Assistant Director

FBI CJIS Division

* The FBI Designated Federal Officer should be notified when a CSO or other CJIS
WAN/authorized Official vacates his/her position. The name and telephone number of the
Acting CSO or other CJIS WAN/authorized Official, and when known, the name and telephone
number of the new CSO or other CJIS WAN/authorized Official, should be provided. Revised:
0510312006
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D.2 Management Gontrol Agreement

Management Control Agreement

Pursuant to the CJIS Security Policy, it is agreed that with respect to administration of
that portion of computer systems and network infrastructure interfacing directly or indirectly
with the state network (Network Name) for the interstate exchange of criminal history/criminal
justice information, the (Criminal Justice Agency) shall have the authority, via managed control,
to set, maintain, and enforce:

(1) Priorities.
(2) Standards for the selection, supervision, and termination of personnel access to Criminal

Justice Information (CJD.
(3) Policy governing operation ofjustice systems, computers, access devices, circuits, hubs,

routers, firewalls, and any other components, including encryption, that comprise and
support a telecommunications network and related criminaljustice systems to include but
not limited to criminal history record/criminal justice information, insofar as the
equipment is used to process or transmit criminaljustice systems information
guaranteeing the priority, integrity, and availability of service needed by the criminal
justice community.

(4) Restriction of unauthorized personnel from access or use of equipment accessing the
State network.

(5) Compliance with all rules and regulations of the (Criminal Justice Agency) Policies and
CJIS Security Policy in the operation of all information received.

"...management control of the criminaljustice function remains solely with the Criminal Justice
Agency." Section 5.1.I .4

This agreement covers the overall supervision of all (Criminal Justice Agency) systems,
applications, equipment, systems design, programming, and operational procedures associated

with the development, implementation, and maintenance of any (Criminal Justice Agency)
system to include NCIC Programs that may be subsequently designed and/or implemented within
the (Criminal Justice Agency).

John Smith, CIO
Any State Department of Administration

Joan Brown, CIO
(Criminal Justice Agency)
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D.3 Noncriminal Justice Agency Agreement & Memorandum of
Understanding

MEMORANDUM OF TINDERSTANDING

BETWEEN

THE FEDERAL BUREAU OF INVESTIGATION

AND

(Insert Name of Requesting Organization)

FOR

THE ESTABLISHMENT AND ACCOMMODATION OF

THIRD-PARTY CONNECTIVITY TO THE

CRIMINAL JUSTICE INFORMATION SERVICES DIVISION'S WIDE AREA NETWORK

1. PURPOSE: This Memorandum of Understanding (MOU) between the Federal Bureau of
Investigation (FBI) and (insert requesting organization's name), hereinafter referred to as the
"parties," memorializes each party's responsibilities with regard to establishing connectivity to
records services accessible via the Wide Area Network (WAN) of the FBI's Criminal Justice
Information Services (CJIS) Division.

2. BACKGROUND: The requesting organization, (insert requesting organization's name),
being approved for access to systems of records accessible via the CJIS WAN, desires

connectivity to the CJIS WAN or via a secure Virtual Private Network (VPN) Connection
(Intemet) to the CJIS WAN. The CJIS Division has created a framework for accommodating
such requests based on the type ofconnection.
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In preparing for such non-CJlS-funded connectivity to the CJIS WAN, the parties plan to
acquire, configure, and place needed communications equipment at suitable sites and to make
electronic connections to the appropriate systems of records via the CJIS WAN.

To ensure that there is a clear understanding between the parties regarding their
respective roles in this process, this MOU memorializes each party's responsibilities regarding
the development, operation, and maintenance of third-party connectivity to the CJIS WAN.
Unless otherwise contained in an associated contract, the enclosed terms apply. If there is a
conflict between terms and provisions contained in both the contract and this MOU, the contract
will prevail.

3. AUTHORITY: The FBI is entering into this MOU under the authority provided by Title 28,
United States Code (U.S.C.), Section 534;42 U.S.C. $ 1a616; and/or Title 28, Code of Federal

Regulations, Part 906.

4. SCOPE:

a. The CJIS Division agrees to:

i. Provide the requesting organization with a "CJIS WAN Third-Party
Connectivity Package" that will detail connectivity requirements and options
compatible with the CJIS Division's WAN architecture upon receipt of a signed
nondisclosure statement.

ii. Configure the requesting organization's connection termination equipment
suite at Clarksburg, West Virginia, and prepare it for deployment or shipment
under the CJIS WAN option. In the Secure VPN arrangement only, the third
party will develop, configure, manage, and maintain its network connectivity to
its preferred service provider.

iii. Work with the requesting organization to install the connection termination
equipment suite and verify connectivity.

iv. Perform installation and/or routine maintenance on the requesting
organization's third-party dedicated CJIS WAN connection termination
equipment after coordinating with the requesting organization's designated point
of contact (POC) and during a time when the CJIS Division's technical personnel

are near the requesting organization's site.
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v. Perform periodic monitoring and troubleshooting of the requesting
organization's CJIS WAN connection termination equipment. Software patches

will be maintained on the dedicated CJIS WAN connected network equipment
only. Under the Secure VPN option, no availability or data thru-put rates will be
guaranteed.

vi. Provide 24 hours a day, 7 days a week uninterrupted monitoring from the CJIS
Division's Network Operations Center.

vii. Provide information regarding potential hardware end-of-life replacement
cycles to the requesting organization for its budgeting purposes.

viii. Maintain third-party dedicated CJIS WAN conneition termination equipment
as if in the CJIS Division's operational environment.

ix. Update the appropriate software on the requesting organization's dedicated
connection termination equipment connected to the CJIS WAN (i.e., Cisco
Internetwork Operating System, SafeNet frame relay encryptor firmware, etc.)
pursuant to the requesting organization's authorized maintenance contracts.

x. Provide a POC and telephone number for MOU-related issues.

b. The (insert requesting organization's name) agrees to:

i. Coordinate requests for third-party connectivity to the CJIS WAN or the Secure

VPN with the CJIS Division's POC.

ii. Purchase hardware and software that are compatible with the CJIS WAN.

iii. Pay for the telecommunications infrastructure that supports its connection to
the CJIS WAN or Secure VPN.

iv. Maintain telecommunication infrastructure in support of Secure VPN
connectivity.

v. Provide anylall hardware and software replacements and upgrades as mutually
agreed to by the parties.
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vi. Pay for all telecommunication requirements related to its connectivity.

vii. Provide required information for dedicated service relating to Data Link
Connection ldentifiers, Circuit Identifier, Permanent Virtual Circuit ldentifiers,
Local Exchange Carrier Identifier, POC, location, etc., as determined by the
parties.

viii. Transport the CJIS WAN connection termination equipment suite to the CJIS
Division for configuration and preparation for deployment under the dedicated
service option.

ix. Provide registered Internet Protocol information to be used by the requesting
organization's system to the CJIS Division.

x. Provide the CJIS Division with six months advance notice or stated amount of
time for testing activities (i.e., disaster recovery exercises).

xi. Provide the CJIS Division with applicable equipment maintenance contract
numbers and level of service verifications needed to perform software upgrades

on connection termination equipment.

xii. Provide the CJIS Division with applicable software upgrade and patch images

(or information allowing the CJIS Division to access such images).

xiii. Transport only official, authorized traffic over the Secure VPN.

xiv. Provide a POC and telephone number for MOU-related issues.

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each
party will fund its own activities unless otherwise agreed to in writing. This MOU is not an

obligation or commitment of funds, nor a basis for transfer of funds, but rather is a basic

statement of understanding between the parties hereto of the nature of the relationship for the
connectivity efforts. Unless otherwise agreed to in writing, each party shall bear its own costs in
relation to this MOU. Expenditures by each party will be subject to its budgetary processes and

to the availability of funds and resources pursuant to applicable laws, regulations, and policies.
The parties expressly acknowledge that the above language in no way implies that Congress will
appropriate funds for such expenditures.
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6. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating
to this MOU will be resolved only by consultation between the parties and will not be referred to
any other person or entity for settlement.

7. SECURITY: It is the intent of the parties that the actions carried out under this MOU will be
conducted at the unclassified level. No classified information will be provided or generated

under this MOU.

8. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

a. All activities of the parties under this MOU will be carried out in accordance with the
above - described provisions.

b. This MOU may be amended or terminated by the mutual written consent of the parties'
authorized representatives.

c. Either party may terminate this MOU upon 30-days written notification to the other
party. Such notice will be the subject of immediate consultation by the parties to decide
upon the appropriate course of action. In the event of such termination, the following
rules apply:

i. The parties will continue participation, financial or otherwise, up to the
effective date of the termination.

ii. Each party will pay the costs it incurs as a result of the termination.

iii. All information and rights therein received under the provisions of this MOU
prior to the termination will be retained by the parties, subject to the provisions of
this MOU.

9. FORCE AND EFFECT: This MOU, which consists of nine numbered sections, will enter
into effect upon signature of the parties and will remain in effect until terminated. The parties
should review the contents of this MOU annually to determine whether there is a need for the
deletion, addition, or amendment of any provision. This MOU is not intended, and should not be

construed, to create any right or benefit, substantive or procedural, enforceable at law or
otherwise by any third party against the parties, their parent agencies, the United States, or the
officers, employees, agents, or other associated personnel thereof.
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The foregoing represents the understandings reached between the parties.

FOR THE FEDERAL BUREAU OF INVESTIGATION

[Name] Date

Assistant Director

Criminal J ustice Information Serv ices Divi si on

FOR THE (insert requesting organization name)
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D.4 lnteragency Gonnection Agreement

CRIMINAL JUSTICE INFORMATION SERVICES (CJIS)

Wide Area Network (WAN) USER AGREEMENT

BY INTERIM REMOTE LATENT USERS

The responsibility of the FBI CJIS Division is to provide state-of-the-art
identification and information services to the local, state, federal, and international criminal
justice communities, as well as the civil community for licensing and employment purposes.

The data provided by the information systems administered and maintained by the FBI CJIS
Division are routed to and managed in cooperation with the designated interface agency official.
This information includes, but is not limited to, the Interstate Identification Index (lII), National
Crime Information Center O{CIC), Uniform Crime Reporting (UCR)A{ational Incident-Based
Reporting System O{IBRS), and the Integrated Automated Fingerprint Identification System
(IAFIS) programs.

In order to fulfill this responsibility, the FBI CJIS Division provides the following
services to its users:

. Operational, technical, and investigative assistance;

. Telecommunications lines to local, state, federal and authorized interfaces;

. Legal and legislative review of matters pertaining to IAFIS, CJIS WAN
and other related services;

. Timely information on all aspects of IAFIS, CJIS WAN, and other related
programs by means of technical and operational updates, various
newsletters, and other relative documents;

. Shared management through the CJIS Advisory Process and the Compact
Council;

. Training assistance and up-to-date materials provided to each designated
agency official, and;
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Audit.

The concept behind a designated interface agency official is to unify
responsibility for system user discipline and ensure adherence to system procedures and policies
within each interface agency. These individuals are ultimately responsible for planning
necessary hardware, software, funding, training, and the administration of policy and procedures
including security and integrity for complete access to CJIS related systems and CJIS WAN
related data services by authorized agencies.

The following documents and procedures are incorporated by reference and made
part of this agreement:

. CJIS Security Policy;

. Title 28, Code oJ Federal Regulations, Part 20;

r Computer Incident Response Capability (CIRC);

. Applicable federal and state laws and regulations.

To ensure continued access as set forth above, the designated interface agency agreeis to adhere

to all CJIS policies, including, but not limited to, the following:

1. The signatory criminal agency will provide fingerprints for all qualifying
. arrests either via electronic submission or fingerprint card that meet

submission criteria. In addition, the agency will make their records available
for interstate exchange for criminal justice and other authorized purposes.

2. The signatory civil agency with legislative authority will provide all
qualifying fingerprints via electronic submission or fingerprint card that meet
submission criteria.

3. Appropriate and reasonable quality assurance procedures must be in place to
ensure that only complete, accurate, and valid information is maintained in the
system.

81412014
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Security - Each agency is responsible for appropriate security measures as

applicable to physical security of terminals and telecommunications lines;
Interim Distributed Imaging System flDIS) equipment shall remain stand-
alone devices and be used only for authorized pu{poses; personnel security to
meet background screening requirements; technical security to protect against
unauthorized use; data security, dissemination, and logging for audit pufposes;
and actual security of criminal history records. Additionally, each agency
must establish an information security structure that provides for an

Information Security Officer (lSO) or a security point of contact.

Audit - Each agency shall be responsible for complying with the appropriate audit
requirements.

6. Training - Each agency shall be responsible for training requirements,
including compliance with training mandates.

7. Integrity of the system shall be in accordance with FBI CJIS Division and
interface agency policies. Computer incident reporting shall be implemented.

Until states are able to provide remote latent connectivity to their respective latent
communities via a state WAN connection, the CJIS Division may provide direct connectivity to
IAFIS via a dial-up connection or through the Combined DNA Index System (CODIS) and/or
National Integrated Ballistics Information Network (I.JIBIN) connections. When a state

implements a latent management system and is able to provide intrastate connectivity and
subsequent forwarding to IAFIS, this agreement may be terminated. Such termination notice
will be provided in writing by either the FBI or the state CJIS Systems Agency.

It is the responsibility of the local remote latent user to develop or acquire an

IAFIS compatible workstation. These workstations may use the software provided by the FBI or
develop their own software, provided it is IAFIS compliant.

The CJIS Division will provide the approved modem and encryptors required for
each dial-up connection to IAFIS. The CJIS Communication Technologies Unit will configure
and test the encryptors before they are provided to the user. Users requesting remote latent
connectivity through an existing CODIS and/or NIBIN connection must receive verification
from the FBI that there are a sufficient number of Ethernet ports on the router to accommodate
the request.

4.

5.

If at any
agency connections will
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ACKNOWLEDGMENT AND CERTIFICATION

As a CJIS WAN interface agency official serving in the CJIS system, I hereby
acknowledge the duties and responsibilities as set out in this agreement. I acknowledge that
these duties and responsibilities have been developed and approved by CJIS system users in
order to ensure the reliability, confidentiality, completeness, and accuracy of all information
contained in or obtained by means of the CJIS system. I further acknowledge that a failure to
comply with these duties and responsibilities may subject our agency to various sanctions
adopted by the CJIS Advisory Policy Board and approved by the Director of the FBI. These
sanctions may include the termination of CJIS service.

As the designated CJIS WAN interface agency official serving in the CJIS
system, I hereby certify that I am familiar with the contents of the Title 28, Code of Federal
Regulations, Part 20; CJIS Security Policy; Computer Incident Response Capabili4t; and
applicable federal or state laws and regulations applied to IAFIS and CJIS WAN Programs for
the dissemination of criminal history records for criminal and noncriminal justice purposes.

{<

Signature

CJIS WAN Agency Official

C ONCURRENCE OF FEDERAL/REGULATORY

CJIS SYSTEMS OFFICER (CSO):

*

Print or Type

Date

AGENCY HEAD OR STATE

Signature

{<

Print or Type

Title

State CSo
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FBI CJIS DIVISION:

Signature - [Name]

Assistant Director

Title Date

* If there is a change in the CJIS WAN interface agency official, the FBI Designated Federal
Employee must be notified in writing 30 days prior to the change.

512712004 UA modification reflects change in CTO title to CSO.
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APPENDIX E SECURITY FORUMS AND ORGANIZATIONAL
ENTITIES
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APPENDIX F SAMPLE FORMS

This appendix contains sample forms.
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F.1 lT Security lncident Response Form
FBI CJIS DIVISION

INFORMATION SECURITY OFFICER (ISO)

COMPUTER SECUKITY INCIDENT RESPONSE CAPABILITY (CSIRC)

REPORTING FORM

DATE OF REPORT:

DATE OF INCIDENT:

POINT(S) OF CONTACT:

LOCATTON(S) OF TNCTDENT:

PHONE/EXT/E-MAIL:

(mm/dd/yyyy)

(mm/dd/yyyy)

SYSTEM(S) AFFECTED:

AFFECTED SYSTEM(S) DESCRIPTION (e.g. CAD, RMS, file server, etc.):

METHOD OF DETECTION:

NATURE OF INCIDENT:

INCIDENT DESCRIPTION:

ACTIONS TAKEN/RESOLUTION:

Copies To:

George White

(FBI CJIS Division ISO)

1000 Custer Hollow Road

Clarksburg, V/V 26306-01 02

(304) 62s-s849

iso@leo.gov
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APPENDIX G BEST PRACTICES

G.1 Virtualization

Virtualization

This appendix documents security considerations for implementing and operating virtual
environments that process, store, and/or transmit Criminal Justice Information.

The FBI CJIS ISO has fielded several inquiries from various states requesting guidance on
implementing virtual environments within their data centers. With the proliferation of virtual
environments across industry in general there is a realistic expectation that FBI CJIS Auditors
will encounter virtual environments during the upcoming year. Criminal Justice Agencies (CJAs)
and Noncriminal Justice Agencies (NCJAs) alike need to understand and appreciate the
foundation of security protection measures required for virtual environments.

From Microsoft's Introduction to Windows Server 2008
http ://www.micro soft .com/windows serve12008/enlus/hyperv.aspx :

"server virtualization, also lcnown as hardware virtualization, is a hot topic in the

IT world because of the potential for serious economic benefits. Server
virtualization enables multiple operating systems to run on a single physical
machine as virtual machines (VMs). With server virtualization, you can
consolidate workloads across multiple underutilized server machines onto a
smaller number of machines. Fewer physical machines can lead to reduced costs

through lower hardware, energl, and management overhead, plus the creation of
a more dynamic IT infrastructure."

From a trade publication, kernelthread.com
http ://www.kemelthread.com/publications/virtualization/ :

"Virtualization is a framework or methodologt of dividing the resources of a
computer into multiple execution environments, by applying one or more concepts
or technologies such as hardware and software partitioning, time-sharing, partial
or complete machine simulation, emulation, quality of service, and many others."

From an Open Source Software developer
http ://www.kallasoft.com/pc-hardware -virtual ization-basics/ :

"Virtualization refers to virtualizing hardware in sofhuare, allowing multiple
operating systems, or images, to run concuruently on the same hardware. There

are two main fiipes of virtualization software:

. "Type-l Hypervisor, which runs 'bare-ntetal' (on top of the hardware)

. "Type-2 Hypervisor which requires a separate application to run within an
operating system
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"Typel hypervisors usually offer the best in efficiency, while Type-2 hypervisors
allow for greater support of hardware that can be provided by the operating
system. For the developer, power user, and small business IT professionals,
virtualization offers the same basic idea of collapsing multiple physical boxes into
one. For instance, a small business cqn run a web setryer and an Exchange server
without the needfor two boxes. Developers and power users con use the ability to
contain dffirent development environments without the need to modify their main
operating system. Big businesses can also benefit fiom virtualization by allowing
software maintenance to be run and tested on a separate image on hardware
without having to take down the main production system."

Industry leaders and niche developers are bringing more products to market every day. The
following article excerpts, all posted during September 2008, on www.virtualization.com are

examples of industry offerings.

"Microsoft and Novell partnered together .for joint virtualization solution.
Microsoft and Novell are announcing the availability of a.ioint virtualization
solution optimized for customers running mixed-source environments. The joint
offering includes SUSE Linux Enterprise Seryer configured and tested as an
optimized guest operating system running on Windows Sever 2008 Hyper-V, and
is fully support by both companies'channel partners. The offering provides
customers with the first complete, fully supported and optimized virtualization
solution to span Windows qnd Linux environments."

"Sun Microsystems today account the availability o.f Sun xVM Server software
and Sun xVM Ops Center 2.0, key components in its strateg,,. Sun also announced
the addition of comprehensive services and support for Sun xVM Server software
and xVM Ops Center 2.0 to its virtualization suite of services. Additionally, Sun
launched xVMserver.org, a new open source community, where developers can
download the first source code bundle for SunxVM Server software and
contribute to the direction and development of the product. "

"NetEx, specialist in high-speed data fransport over TCP, today announced
Vistual HyperIP bandwidth optimization solutions for VMware environments that
deliver a threefold to tenfold increase in data replication performance. Virtual
HyperIP is a software-based Data Transport Optimizer that operates on the

VMware ESX server and boosts the performance of storage replication
applications from vendors such as EMC, NetApp, Symantec, IBM, Data Domain,
and FalconStor. Virtual HyperIP mitigates TCP performance issues that are
common when moving data over wide --area network (WAN) connections because
of bandwidth restrictions, latency due to distance and/or router hop counts,
packet loss and network errors. Like the company's award-winning appliance-
based HyperIP, Virtual HyperIP eliminates these issues with an innovative
software design developed specifically to accelerate trffic over an IP based
network. "

From several sources, particularly:
http ://www.windowsecurit),.com/articles/security-v irutalization.html
http://csrc.nist.eov/publications/drafts/6--:64rev2ldraft-sp800-64-Revision2.pdf
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Virtualization provides several benefits:

. Make better use of under-utilized servers by consolidating to fewer machines saving on
hardware, environmental costs, management, and administration of the server
infrastructure.

. Legacy applications unable to run on newer hardware and/or operating systems can be
loaded into a virtual environment - replicating the legacy environment.

o Provides for isolated portions of a server where trusted and untrusted applications can be

ran simultaneously * enabling hot standbys for failover.

o Enables existing operating systems to run on shared memory multiprocessors.

r System migration, backup, and recovery are easier and more manageable.

Virtualization also introduces several vulnerabilities:

o Host Dependent.

o If the host machine has a problem then all the VMs could potentially terminate.

o Compromise of the host makes it possible to take down the client servers hosted on the
primary host machine.

o lf the virtual network is compromised then the client is also compromised.

o Client share and host share can be exploited on both instances. Potentially this can lead

to files being copied to the share that fill up the drive.

These vulnerabilities can be mitigated by the following factors:

. Apply "least privilege" technique to reduce the attack surface area of the virtual
environment and access to the physical environment.

r Configuration and patch management of the virtual machine and host, i.e. Keep operating
systems and application patches up to date on both virtual machines and hosts.

o Install the minimum applications needed on host machines.

o Practice isolation from host and virtual machine.

o Install and keep updated antivirus on virtual machines and the host.

o Segregation of administrative duties for host and versions.

. Audit logging as well as exporting and storing the logs outside the virtual environment.

o Encrypting network traffic between the virtual machine and host IDS and IPS

monitoring.

o Firewall each virtual machine from each other and ensure that only allowed protocols
will transact.
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G.2 Voice over lnternet Protocol White Paper

Voice over Internet Protocol (YoIP)

Attribution:

The following information has been extracted from NIST Special Publication 800-58, Security
Considerations for Voice over IP Systems.

Definitions:

Voice over Internet Protocol (VolP) - A set of software, hardware, and standards designed to
make it possible to transmit voice over packet switched networks, either an internal Local Area
Network, or across the Internet.

Internet Protocol (IP) - A protocol used for communicating data across a packet-switched
intemetwork using the Internet Protocol Suite, also referred to as TCP/P. IP is the primary
protocol in the Intemet Layer of the Internet Protocol Suite and has the task of delivering
distinguished protocol datagrams (packets) from the source host to the destination host solely
based on their addresses.

Summary:

Voice over lnternet Protocol (VolP) has been embraced by organizations globally as an

addition to, or replacement for, public switched telephone network (PSTN) and private
branch exchange (PBX) telephone systems. The immediate benefits are alluring since the
typical cost to operate VoIP is less than traditional telephone services and VoIP can be

installed in-line with an organization's existing lnternet Protocol services. Unfortunately,
installing a VoIP network is not a simple "plug-and-play" procedure. There are myriad
security concerns, cost issues with new networking hardware requirements, and overarching
quality of service (QoS) factors that have to be considered carefully.

What are some of the advantages of VolP?

a. Cost - a VolP system is usually cheaper to operate than an equivalent office
telephone system with a Private Branch Exchange and conventional telephone
service.

b. Integration with other services - innovative services are emerging that allow
customers to combine web access with telephone features through a single PC or
terminal. For example, a sales representative could discuss products with a customer
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using the company's web site. In addition, the VolP system may be integrated with
video across the Internet, providing a teleconferencing facility.

What are some of the disadvantages of VolP?

a. Startup cost - although VolP can be expected to save money in the long run, the
initial installation can be complex and expensive. In addition, a single standard
has not yet emerged for many aspects of VoIP, so an organization must plan to
support more than one standard, or expect to make relatively frequent changes as

the VoIP field develops.

b. Security - the flexibility of VoIP comes at a price: added complexity in securing
voice and data. Because VoIP systems are connected to the data network, and

share many of the same hardware and software components, there are more ways
for intruders to attack a VolP system than a conventional voice telephone system

or PBX.

VoIP Risks, Threats, and Vulnerabilities

This section details some of the potential threats and vulnerabilities in a VoIP
environment, including vulnerabilities of both VoIP phones and switches. Threat
discussion is included because the varieties of threats faced by an organization determine
the priorities in securing its communications equipment. Not all threats are present in all
organizations. A commercial firm may be concerned primarily with toll fraud, while a

govemment agency may need to prevent disclosure of sensitive information because of
privacy or national security concerns. Information security risks can be broadly
categorized into the following three types: confidentiality, integrity, and availability,
(which can be remembered with the mnemonic "CIA"). Additional risks relevant to
switches are fraud and risk of physical damage to the switch, physical network, or
telephone extensions.

Packet networks depend for their successful operation on a large number of configurable
parameters: IP and MAC @hysical) addresses of voice terminals, addresses of routers and

firewalls, and VoIP specific software such as Call Managers and other programs used to
place and route calls. Many of these network parameters are established dynamically
every time a network component is restarted, or when a VoIP telephone is restarted or
added to the network. Because there are so many places in a network with dynamically
configurable parameters, intruders have a wide array of potentially vulnerable points to
attack.

Vulnerabilities described in this section are generic and may not apply to all systems, but
investigations by NIST and other organizations have found these vulnerabilities in a

number of VolP systems. In addition, this list is not exhaustive; systems may have

security weaknesses that are not included in the list. For each potential vulnerability, a

recommendation is included to eliminate or reduce the risk of compromise.

Confidentia litv a nd Privacv

Confidentiality refers to the need to keep information secure and private. For home
computer users, this category includes confidential memoranda, financial information,
and security information such as passwords. In a telecommunications switch,
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eavesdropping on conversations is an obvious concern, but the confidentiality of other
information on the switch must be protected to defend against toll fraud, voice and data
interception, and denial of service attacks. Network IP addresses, operating system type,
telephone extension to IP address mappings, and communication protocols are all
examples of information that, while not critical as individual pieces of data, can make an

attacker'sjob easier

With conventional telephones, eavesdropping usually requires either physical access to
tap a line, or penetration of a switch. Attempting physical access increases the intruder's
risk of being discovered, and conventional PBXs have fewer points of access than VoIP
systems. With VoIP, opportunities for eavesdroppers increase dramatically, because of
the many nodes in a packet network.

Switch Default Password Vulnerability

It is common for switches to have a default login/password set, e.g., admin/admin, or root
/root. This vulnerability also allows for wiretapping conversations on the network with
port mirroring or bridging. An attacker with access to the switch administrative interface
can mirror all packets on one port to another, allowing the indirect and unnoticeable
interception of all communications. Failing to change default passwords is one of the
most common errors made by inexperienced users.

REMEDIATION: If possible, remote access to the graphical user interface should be

disabled to prevent the interception of plaintext administration sessions. Some devices
provide the option of a direct USB connection in addition to remote access through a web
browser interface. Disabling port mirroring on the switch should also be considered.

Classical Wiretap Vulnerability

Attaching a packet capture tool or protocol analyzer to the VoIP network segment makes

it easy to intercept voice traffic.

REMEDIATION: A good physical security policy for the deployment environment is a

general first step to maintaining confidentiality. Disabling the hubs on IP Phones as well
as developing an alarm system for notifying the administrator when an IP Phone has been

disconnected will allow for the possible detection of this kind of attack.

ARP Cache Poisoning and ARP Floods

Because many systems have little authentication, an intruder may be able to log onto a

computer on the VolP network segment, and then send ARP commands corrupting ARP

caches on sender(s) of desired traffic, then activate IP. An ARP flood attack on the switch

could render the network vulnerable to conversation eavesdropping. Broadcasting ARP

replies blind is sufficient to corrupt many ARP caches. Comrpting the ARP cache makes

it possible to re-route traffic to intercept voice and data traffic.

REMEDIATION: Use authentication mechanisms wherever possible and limit physical

access to the VoIP network segment.

Web Server interfaces
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Both VoIP switches and voice terminals are likely to have a web server interface for
remote or local administration. An attacker may be able to sniff plaintext HTTP packets
to gain confidential information. This would require access to the local network on which
the server resides.

REMEDIATION: If possible, do not use an HTTP server. If it is necessary to use a web
server for remote administration, use the more secure HTTPS (HTTP over SSL or TLS)
protocol.

IP Phone Netmask Vulnerability

A similar effect of the ARP Cache Vulnerability can be achieved by assigning a subnet
mask and router address to the phone crafted to cause most or all of the packets it
transmits to be sent to an attacker's MAC address. Again, standard lP forwarding makes
the intrusion all but undetectable.

REMEDIATION: A firewall filtering mechanism can reduce the probability of this
attack. Remote access to IP phones is a severe risk.

Extension to IP Address Mapping Vulnerability

Discovering the IP address corresponding to any extension requires only calling that

extension and getting an answer. A protocol analyzer or packet capture tool attached to

the hub on the dialing instrument will see packets directly from the target instrument once

the call is answered. Knowing the IP address of a particular extension is not a

compromise in itself, but makes it easier to accomplish other attacks. For example, if the

attacker is able to sniff packets on the local network used by the switch, it will be easy to

pick out packets sent and received by a target phone. Without knowledge of the IP

address of the target phone, the attacker's job may be much more difficult to accomplish

and require much longer, possibly resulting in the attack being discovered.

REMEDIATION: Disabling the hub on the IP Phone will prevent this kind of attack.

However, it is a rather simple task to tum the hub back on.

Integrity Issues

Integrity of information means that information remains unaltered by unauthorized users.

For example, most users want to ensure that bank account numbers cannot be changed by
anyone else, or that passwords are changed only by the user or an authorized security
administrator. Telecommunication switches must protect the integrity of their system data

and configuration. Because of the richness of feature sets available on switches, an

attacker who can compromise the system configuration can accomplish nearly any other
goal. For example, an ordinary extension could be re-assigned into a pool of phones that
supervisors can listen in on or record conversations for quality control purposes.

Damaging or deleting information about the tP network used by a VoIP switch results in
an immediate denial of service.

The security system itself provides the capabilities for system abuse and misuse. That is,

compromise of the security system not only allows system abuse but also allows the
elimination of all traceability and the insertion of trapdoors for intruders to use on their

8t4t2014
CJISD.ITS.DOC-08 1 40-5.3

G-7



next visit. For this reason, the security system must be carefully protected. Integrity
threats include any in which system functions or data may be comrpted, either
accidentally or as a result of malicious actions. Misuse may involve legitimate users (i.e.
insiders perform ing unauthorized operations) or intruders.

A legitimate user may perform an incorrect, or unauthorized, operations function (e.g., by
mistake or out of malice) and may cause deleterious modification, destruction, deletion,
or disclosure of switch software and data. This threat may be caused by several factors
including the possibility that the level of access permission granted to the user is higher
than what the user needs to remain functional.

lntrusion - An intruder may masquerade as a legitimate user and access an operations port of
the switch. There are a number of serious intrusion threats. For example, the intruder may use

the permission level of the legitimate user and perform damaging operations functions such as:

. Disclosing confidential data

o Causing service deterioration by modifying the switch software

r Crashing the switch

o Removing all traces of the intrusion (e.g., modifying the security log) so that it
may not be readily detected

Insecure state - At certain times the switch may be vulnerable due to the fact that it is not
in a secure state. For example:

o After a system restart, the old security features may have been reset to insecure

settings, and new features may not yet be activated. (For example, all old
passwords may have reverted to the default system-password, even though new
passwords are not yet assigned.) The same may happen at the time of a disaster
recovery.

o At the time of installation the switch may be vulnerable until the default security
features have been replaced.

DHCP Server Insertion Attack

It is often possible to change the configuration of a target phone by exploiting the DHCP
response race when the IP phone boots. As soon as the IP phone requests a DHCP
response, a rogue DHCP server can initiate a response with data fields containing false
information.

This attack allows for possible man in the middle attacks on the IP-media gateway, and
IP Phones. Many methods exist with the potential to reboot the phone remotely, e.g.

"social engineering", ping flood, MAC spoofing (probably SNMP hooks, etc.).

REMEDIATION: lf possible, use static IP addresses for the IP Phones. This will remove

the necessity of using a DHCP server. Further, using a state based intrusion detection

system can filter out DHCP server packets from IP Phone ports, allowing this traffic only
from the legitimate server.
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TFTP Server Insertion Attack

It is possible to change the configuration of a target phone by exploiting the TFTP
response race when the IP phone is resetting. A rogue TFTP server can supply spurious

information before the legitimate server is able to respond to a request. This attack allows

an attacker to change the configuration ofan IP Phone.

REMEDIATION: Using a state based intrusion detection system can filter out DHCP

server packets from IP Phone ports, allowing such traffic only from the legitimate server.

Organizations looking to deploy VolP systems should look for IP Phone instruments that

can download signed binary files.

Availabilitv and Denial of Service

Availability refers to the notion that information and services be available for use when
needed. Availability is the most obvious risk for a switch. Attacks exploiting
vulnerabilities in the switch software or protocols may lead to deterioration or even
denial of service or functionality of the switch. For example: if unauthorized access can
be established to any branch of the communication channel (such as a CCS link or a

TCP/P link), it may be possible to flood the link with bogus messages causing severe
deterioration (possibly denial) of service. A voice over IP system may have additional
vulnerabilities with Internet connections. Because intrusion detection systems fail to
intercept a significant percentage of Internet based attacks, attackers may be able to bring
down VoIP systems by exploiting weaknesses in Internet protocols and services.

Any network may be vulnerable to denial of service attacks, simply by overloading the
capacity of the system. With VoIP the problem may be especially severe, because of its
sensitivity to packet loss or delay.

CPU Resource Consumption Affack without any account information.

An attacker with remote terminal access to the server may be able to force a system

restart (shutdown alllrestart all) by providing the maximum number of characters for the

login and password buffers multiple times in succession. Additionally, IP Phones may

reboot as a result of this attack.

In addition to producing a system outage, the restart may not restore uncommitted

changes or, in some cases, may restore default passwords, which would introduce

intrusion vulnerabilities.

REMEDIATION: The deployment of a firewall disallowing connections from
unnecessary or unknown network entities is the first step to overcoming this problem.

However, there is still the opportunity for an attacker to spoof his MAC and IP address,

circumventing the firewall protection.

Default Password Vulnerabil ity
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It is common for switches to have a default login/password set, e.g., admin/admin, or root
/root. Similarly, VolP telephones often have default keypad sequences that can be used to
unlock and modify network information

This vulnerability would allow an attacker to control the topology of the network
remotely, allowing for not only complete denial of service to the network, but also a port
mirroring attack to the attacker's location, giving the ability to intercept any other
conversations taking place over the same switch. Further, the switch may have a web

server interface, providing an attacker with the ability to disrupt the network without
advance knowledge of switch operations and commands. In most systems, telephones
download their configuration data on startup using TFTP or similar protocols. The
configuration specifies the IP addresses for Call Manager nodes, so an attacker could
substitute another IP address pointing to a call manager that would allow eavesdropping
or traffic analysis.

REMEDIATION: Changing the
user interface should be disabled
sessions.

Exploitable software flaws

Like other types of software, VoIP systems have been found to have vulnerabilities due

to buffer overflows and improper packet header handling. These flaws typically occur
because the software is not validating critical information properly. For example, a short
integer may be used as a table index without checking whether the parameter passed to

the function exceeds 32,767, resulting in invalid memory accesses or crashing of the

system.

Exploitable software flaws typically result in two types of vulnerabilities: denial of
service or revelation of critical system parameters. Denial of service can often be

implemented remotely, by passing packets with specially constructed headers that cause

the software to fail. In some cases the system can be crashed, producing a memory dump

in which an intruder can find IP addresses of critical system nodes, passwords, or other

security-relevant information. In addition, buffer overflows that allow the introduction of
malicious code have been found in VoIP software, as in other applications.

REMEDIATION: These problems require action from the software vendor, and

distribution of patches to administrators. Intruders monitor announcements of
vulnerabilities, knowing that many organizations require days or weeks to update their
software. Regular checking for software updates and patches is essential to reducing
these vulnerabilities. Automated patch handling can assist in reducing the window of
opportunity for intruders to exploit known software vulnerabilities.

Account Lockout Vulnerability

An attacker will be able to provide several incorrect login attempts at the telnet prompt
until the account becomes locked out. (This problem is common to most password-

protected systems, because it prevents attackers from repeating login attempts until the

correct password is found by trying all possible combinations.)

The account is unable to connect to the machine for the set lockout time.
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REMEDIATION: If remote access is not available, this problem can be solved with
physical access control.

NIST Recommendations.

Because of the integration of voice and data in a single network, establishing a secure
VoIP and data network is a complex process that requires greater effort than that required
for data-only networks. In particular, start with these general guidelines, recognizing that
practical considerations, such as cost or legal requirements, may require adjustments for
the organization:

1. Develop appropriate network architecture.

o Separate voice and data on logically different networks if feasible. Different
subnets with separate RFC 1918 address blocks should be used for voice and data
traffic, with separate DHCP servers for each, to ease the incorporation of intrusion
detection and VoIP firewall protection at the voice gateway, which interfaces with
the PSTN, disallow H.323, SIP,.or other VoIP protocols from the data network.
Use strong authentication and access control on the voice gateway system, as with
any other critical network component. Strong authentication of clients towards a

gateway often presents difficulties, particularly in key management. Here, access

control mechanisms and policy enforcement may help.

o A mechanism to allow VolP traffic through firewalls is required. There are a
variety of protocol dependent and independent solutions, including application
level gateways (ALGs) for VolP protocols, Session Border Controllers, or other
standards-based solutions when they mature.

. Stateful packet filters can track the state of connections, denying packets that are

not part of a properly originated call. (This may not be practical when multimedia
protocol inherent security or lower layer security is applied, e.g., H.235 Annex D
for integrity provision or TLS to protect SIP signaling.)

o Use lPsec or Secure Shell (SSH) for all remote management and auditing access.

If practical, avoid using remote management at all and do IP PBX access from a

physically secure system.

o If performance is a problem, use encryption at the router or other gateway, not the
individual endpoints, to provide for lPsec tunneling. Since some VoIP endpoints
are not computationally powerful enough to perform encryption, placing this
burden at a central point ensures all VoIP traffic emanating from the enterprise
network has been encrypted. Newer IP phones are able to provide Advanced
Encryption System (AES) encryption at reasonable cost. Note that Federal
Information Processing Standard (FIPS) 740-2, Security Requirements for
Cryptographic Modules, is applicable to all Federal agencies that use
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cryptographic-based security systems to protect sensitive information in computer
and telecommunication systems (including voice systems) as defined in Section
5131 of the Information Technology Management Reform Act of 1996, Public
Law 104-106.

2. Ensure that the organization has examined and can acceptably manage and mitigate the risks
to their information, system operations, and continuity of essential operations when deploying
VoIP systems.

VoIP can provide more flexible service at lower cost, but there are significant tradeoffs
that must be considered. VolP systems can be expected to be more vulnerable than
conventional telephone systems. in part because they are tied in to the data network,
resulting in additional security weaknesses and avenues of attack (see VolP Risks,
Threats, and Vulnerabilities section for more detailed discussion of vulnerabilities of
VoIP and their relation to data network vulnerabilities).

Confidentiality and privacy may be at greater risk in VoIP systems unless strong controls
are implemented and maintained. An additional concern is the relative instability of VoIP
technology compared with established telephony systems. Today, VoIP systems are still
maturing and dominant standards have not emerged. This instability is compounded by
VolP's reliance on packet networks as a transport medium. The public switched
telephone network is ultra-reliable. Internet service is generally much less reliable, and

VoIP cannot function without lnternet connections, except in the case of large corporate
or other users who may operate a private network. Essential telephone services, unless

carefully planned, deployed, and maintained, will be at greater risk if based on VoIP.

3. Special consideration should be given to E-911 emergency services communications, because

E-911 automatic location service is not available with VoIP in some cases.

Unlike traditional telephone connections, which are tied to a physical location, VoIP's
packet switched technology allows a particular number to be anywhere. This is
convenient for users, because calls can be automatically forwarded to their locations. But
the tradeoff is that this flexibility severely complicates the provision of E-911 service,
which normally provides the caller's location to the 911 dispatch office. Although most
VoIP vendors have workable solutions for E-911 service, government regulators and

vendors are still working out standards and procedures for 911 services in a VolP
environment. Agencies must carefully evaluate E-911 issues in planning for VoIP
deployment.

4. Agencies should be aware that physical controls are especially important in a VoIP
environment and deploy them accordingly.

Unless the VoIP network is encrypted, anyone with physical access to the office LAN
could potentially connect network monitoring tools and tap into telephone conversations.
Although conventional telephone lines can also be monitored when physical access is
obtained, in most offices there are many more points to connect with a LAN without
arousing suspicion. Even if encryption is used, physical access to VoIP servers and
gateways may allow an attacker to do traffic analysis (i.e., determine which parties are

communicating). Agencies therefore should ensure that adequate physical security is in
place to restrict access to VolP network components. Physical securities measures,
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including barriers, locks, access control systems, and guards, are the first line of defense.
Agencies must make sure that the proper physical countermeasures are in place to
mitigate some of the biggest risks such as insertion of sniffers or other network
monitoring devices. Otherwise, practically speaking this means that installation of a

sniffer could result in not just data but all voice communications being intercepted.

5. VolP-ready firewalls and other appropriate protection mechanisms should be employed.
Agencies must enable, use, and routinely test the security features that are included in VoIP
systems.

Because of the inherent vulnerabilities (e.g. susceptibility to packet sniffing) when
operating telephony across a packet network, VoIP systems incorporate an array of
security features and protocols. Organization security policy should ensure that these

features are used. In particular, firewalls designed for VoIP protocols are an essential

component of a secure VoIP system.

6. If practical, "softphone" systems, which implement VolP using an ordinary PC with a headset
and special software, should not be used where security or privacy are a concern.

Worms, viruses, and other malicious software are extraordinarily common on PCs

connected to the internet, and very difficult to defend against. Well-known vulnerabilities
in web browsers make it possible for attackers to download malicious software without a

user's knowledge. even if the user does nothing more than visit a compromised web site.
Malicious software attached to email messages can also be installed without the user's
knowledge, in some cases even if the user does not open the attachment. These

vulnerabilities result in unacceptably high risks in the use of "softphones", for most
applications. In addition, because PCs are necessarily on the data network, using a
softphone system conflicts with the need to separate voice and data networks to the
greatest extent practical.

7. If mobile units are to be integrated with the VoIP system, use products implementing WiFi
Protected Access (WPA), rather than 802.1 1 Wired Equivalent Privacy (WEP).

The security features of 802.1 1 WEP provide liule or no protection because WEP can be

cracked with publicly available software. The more recent WiFi Protected Access
(WPA), a snapshot of the ongoing 802.11i standard, offers significant improvements in
security, and can aid the integration of wireless technology with VoIP. NIST strongly
recommends that the WPA (or WEP if WPA is unavailable) security features be used as

part of an overall defense-in-depth strategy. Despite their weaknesses, the 802.11 security
mechanisms can provide a degree of protection against unauthorized disclosure,
unauthorized network access, or other active probing attacks. However, the Federal

Information Processing Standard (FIPS) 140-2, Security Requirements for Cryptographic
Modules, is mandatory and binding for Federal agencies that have determined that certain
information must be protected via cryptographic means. As currently defined, neither
WEP nor WPA meets the FIPS 140-2 standard. In these cases, it will be necessary to
employ higher level cryptographic protocols and applications such as secure shell (SSH),
Transport Level Security (TLS) or Internet Protocol Security (lPsec) with FIPS 140-2
validated cryptographic modules and associated algorithms to protect information,
regardless of whether the nonvalidated data link security protocols are used.
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8. Carefully review statutory requirements regarding privacy and record retention with
competent legal advisors.

Although legal issues regarding VoIP are beyond the scope of this document, readers

should be aware that laws and rulings governing interception or monitoring of VoIP lines,
and retention of call records, may be different from those for conventional telephone
systems. Agencies should review these issues with their legal advisors. See Section 2.5

for more on these issues.
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G.3 Cloud Computing White Paper

Cloud Computing

Purpose:

This paper is provided to define and describe cloud computing, discuss CJIS Security Policy
(CSP) compliance, detail security and privacy, and provide general recommendations.

Attribution:

r NIST SP 800-144, Guidelines on Security and Privacy in Public Cloud Computing (Dec.
2011)

o NIST SP 800-145, the NIST Definition of Cloud Computing (Sept. 2011)
r NIST SP 800-146, Cloud Computing Synopsis and Recommendations (May 2011)
. CJIS Security Policy, Version 5.0

Definitions and Terms:

Cloud computing - A distributed computing model that permits on-demand network access to a

shared pool of configurable computing resources (e.g., networks, servers, storage, applications,
and services), software, and information.

Cloud subscriber - A person or organization that is a customer of a cloud

Cloud client - A machine or software application that accesses a cloud over a network
connection, perhaps on behalfofa subscriber

Cloud provider - An organization that provides cloud services

Summary:

With many law enforcement agencies looking for ways to attain greater efficiency while
grappling with reduced budgets, the idea of cloud computing to maintain data and applications is
a viable business solution. But the unique security and legal characteristics of law enforcement
agencies means any migration to cloud services may be challenging. Anytime the security of
information and transactions must be maintained, as it must be with access to the FBI's CJIS

systems and the protection of Criminal Justice Information (CJI), security and policy compliance
concems are bound to arise.
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Cloud computing has become a popular and sometimes contentious topic of discussion for both
the private and public sectors. This is in part because of the difficulty in describing cloud
computing in general terms, because it is not a single kind of system. The "cloud" spans a
spectrum of underlying technologies, configuration possibilities, service and deployment models.
Cloud computing offers the ability to conveniently rent access to fully featured applications,
software development and deployment environments, and computing infrastructure assets - such
as network-accessible data storage and processing from a cloud service provider.

Ultimately, the move to cloud computing is a business decision in which the following relevant
factors are giving proper consideration:

. readiness of existing applications for cloud deployment
o transition costs
o life-cycle costs
o maturity of service orientation in existing infrastructure
o security and privacy requirements - federal, state, and local

Achieving CJIS Security Policy Compliance:

The question that is often asked is, "Can an Agency be compliant with the CSP and also cloud
compute?"

Because the CSP is device and architecture independent (per CSP Section 2.2),the answer is yes,

and this can be accomplished- assuming the vendor of the cloud technology is able to meet the
existing requirements of the CSP.

There are security challenges that must be addressed if CJI is to be sent into or through, stored
within, or accessed from the cloud.

Admittedly, the existing CSP requirements may be difficult for some cloud-computing vendors
due to the sheer numbers and the geographic disbursement of their personnel; however, the
requirements aren't new to vendors seruing the criminal justice community and many vendors
have been successfully meeting the CSP requirements for years. Even so, they are the minimum
security requirements which will provide an acceptable level of assurance that law enforcement
and personally identifiable information (PII) will be protected when shared with other law
enforcement agencies across the nation.
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Before tackling these challenges, the cloud subscriber should first be aware of what security and
legal requirements they are subject to prior to entering into any agreement with a cloud provider.
The following questions can help frame the process of determining compliance with the existing
requirements of the CSP.

o Will access to Criminal Justice Information (CJI) within a cloud environment fall within
the category of remote access? (5.5.6 Remote Access)

. Will advanced authentication (AA) be required for access to CJI within a cloud
environment? (5 .6.2.2 Advanced Authentication, 5 .6.2.2. I Advanced Authentication
Policy and Rationale)

o Does/do any cloud service provider's datacenter(s) used in the transmission or storage of
CJI meet all the requirements of a physically secure location? (5.9.1 Physically Secure
Location)

o Are the encryption requirements being met? (5.10.1 .2 Encryption)
o Who will be providing the encryption as required in the CJIS Security Policy?

(client or cloud service provider)
o Is the data encrypted while at rest and in transit?

o What are the cloud service provider's incident response procedures? (5.3 Policy Area 3:

Incident Response)
o Will the cloud subscriber be notified of any incident?
o If CJI is compromised, what are the notification and response procedures?

o Is the cloud service provider a private contractor/vendor?
o If so, they are subject to the same screening and agreement requirements as any

other private contractors hired to handle CJI? (5.1.1.5 Private Contractor User
Agreements and CJIS Security Addendum; 5.12.1.2 Personnel Screening for
Contractors and Vendors)

. Will the cloud service provider allow the CSA and FBI to conduct compliance and
security audits? (5.1 1.1 Audits by the FBI CJIS Division; 5.11.2 Audits by the CSA)

o How will event and content logging be handled? (5.4 Policy Area 4, Auditing and
Accountability)

o Will the cloud service provider handle logging and provide that upon request?
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Ultimately, the goal is to remain committed to using technology in its information sharing
processes, but not at the sacrifice of the security of the information with which it has been
entrusted. As stated in the CSP, device and architecture independence can permit the use of
cloud computing, but the security requirements do not change.

The Cloud Model Explained:

Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released with minimal management effon or
service provider interaction.

The cloud model as defined by NIST consists of five essential characteristics, offers the option of
three service models, and may be deployed via any of four deployment models as shown in
Figure i below:

Figure I - Visual Depiction of the NIST Cloud Computing Definition

Essential Characteristics:

O n- de m and s e lf- s e rv i c e

A consumer can unilaterally provision computing capabilities, such as server time and
network storage, as needed automatically without requiring human interaction with each
service provider.
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Broad network access
Capabilities are available over the network and accessed through standard mechanisms
that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones,

tablets, laptops, and workstations).

Resource pooling
The provider's computing resources are pooled to serve multiple consumers using a

multi-tenant model, with different physical and virtual resources dynamically assigned
and reassigned according to consumer demand. There is a sense of location independence
in that the customer generally has no control or knowledge over the exact location of the
provided resources but may be able to specify location at a higher level of abstraction
(e.g., country, state, or datacenter). Examples of resources include storage, processing,
memory, and network bandwidth.

Rapid elasticity
Capabilities can be elastically provisioned and released, in some cases automatically, to
scale rapidly outward and inward commensurate with demand. To the consumer, the
capabilities available for provisioning often appear to be unlimited and can be

appropriated in any quantity at any time.

Measured service
Cloud systems automatically control and optimize resource use by leveraging a metering
capability* at some level of abstraction appropriate to the type of service (e.g., storage,
processing, bandwidth, and active user accounts). Resource usage can be monitored,
controlled, and reported, providing transparency for both the provider and consumer of
the utilized service.

* Typically this is done on a pay-per-use or charge-per-use basis.

Deployment Models:

Private cloud
The cloud infrastructure is provisioned for exclusive use by a single organization
comprising multiple consumers (e.g., business units). It may be owned, managed, and

operated by the organization, a third party, or some combination of them, and it may exist
on or off premises.

Community cloud
The cloud infrastructure is provisioned for exclusive use by a specific community of
consumers from organizations that have shared concems (e.g., mission, security
requirements, policy, and compliance considerations). It may be owned, managed, and

operated by one or more of the organizations in the community, a third party, or some

combination of them, and it may exist on or off premises.

Public cloud
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The cloud infrastructure is provisioned for open use by the general public. It may be

owned, managed, and operated by a business, academic, or government organization, or
some combination of them. It exists on the premises of the cloud provider.

Hybrid cloud

The cloud infrastructure is a composition of two or more distinct cloud infrastructures
(private, community, or public) that remain unique entities, but are bound together by
standardized or proprietary technology that enables data and application portability (e.g.,
cloud bursting for load balancing between clouds).

Service Models:

Software as a Service (SaaS)

This model provides the consumer the capability to use the provider's applications
running on a cloud infrastructure*.

* A cloud infrastructure is the collection of hardware and software that enables
the five essential characteristics of cloud computing. The cloud infrastructure can
be viewed as containing both a physical layer and an abstraction layer. The
physical layer consists ofthe hardware resources that are necessary to support
the cloud services being provided, and typically includes server, storage and
network components. The abstraction layer consists of the software deployed
across the physical layer, which manifests the essential cloud characteristics.
Conceptually the abstraction layer sits above the physical layer.

The SaaS service model is often referred to as "Software deployed as a hosted seryice
and accessed over the Internet."

The applications are accessible from various client devices through either a thin client
interface, such as a web browser (e.g., web-based email), or a program interface.

When using the SaaS service model it should be understood that the consumer does not
manage or control the underlying cloud infrastructure including network, servers,
operating systems, storage, or even individual application capabilities, with the possible
exception of limited user-specifi c application configuration settings.

Platform as a Service (PaaS)
This model provides the consumer the capability to deploy consumer-created or acquired
applications* created using programming languages, libraries, services, and tools
supported by the provider onto the cloud infrastructure.

* This capability does not necessarily preclude the use of compatible
programming languages, libraries, services, and tools from other sources.
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When using the PaaS service model the consumer may have control over the deployed
applications and possibly configuration settings for the application-hosting environment,
but does not manage or control the underlying cloud infrastructure including network,
servers, operating systems, or storage.

Infrastructure as a Service (IaaS)
This model provides the consumer the capability to provision processing, storage,
networks, and other fundamental computing resources where the consumer is able to
deploy and run arbitrary software, which can include operating systems and applications.

When using the IaaS service model the consumer may have control over operating
systems, storage, and deployed applications; and possibly limited control of select
networking components (e.g., host firewalls), but does not manage or control the
underlying cloud infrastructure.

Key Security and Privacy Issues:

Although the emergence of cloud computing is a recent development, insights into critical
aspects of security can be gleaned fiom reported experiences of early adopters and also from
researchers analyzing and experimenting with available cloud provider platforms and associated
technologies. The sections below highlight privacy and security-related issues that are believed
to have long-term significance for public cloud computing and, in many cases, for other cloud
computing service models.

Because cloud computing has grown out of an amalgamation of technologies, including service
oriented architecture, virtualization, Web 2.0, and utility computing, many of the privacy and
security issues involved can be viewed as known problems cast in a new setting. The importance
of their combined effect in this setting, however, should not be discounted. Public cloud
computing does represent a thought-provoking paradigm shift from conventional norms to an

open organizational infrastructurc-at the extreme, displacing applications from one
organization's infrastructure to the infrastructure of another organization, where the
applications of potential adversaries may also operate.

Governance

Governance implies control and oversight by the organization over policies, procedures, and
standards for application development and information technology service acquisition, as well as

the design, implementation, testing, use, and monitoring of deployed or engaged services. With
the wide availability of cloud computing services, lack of organizational controls over employees
engaging such services arbitrarily can be a source of problems. While cloud computing
simplifies platform acquisition, it doesn't alleviate the need for governance; instead, it has the
opposite effect, amplifying that need.

8/412014
CJISD-ITS.DOC-081 40.5.3

G-21



Dealing with cloud services requires attention to the roles and responsibilities involved between
the organization and cloud provider, particularly with respect to managing risks and ensuring
otganizational requirements are met. Ensuring systems are secure and risk is managed is
challenging in any environment and even more daunting with cloud computing. Audit
mechanisms and tools should be in place to determine how data is stored, protected, and used, to
validate services, and to verify policy enforcement. A risk management program should also be

in place that is flexible enough to deal with the continuously evolving and shifting risk
landscape.

Compliance

Compliance refers to an organization's responsibility to operate in agreement with established
laws, regulations, standards, and specifications. Various types of security and privacy laws and

regulations exist within different countries at the national, state, and local levels, making
compliance a potentially complicated issue for cloud computing.

Law and Regulations

Cloud providers are becoming more sensitive to legal and regulatory concerns, and may
be willing to commit to store and process data in specific jurisdictions and apply required
safeguards for security and privacy. However, the degree to which they will accept
liability in their service agreements, for exposure of content under their control, remains
to be seen. Even so, organizations are ultimately accountable for the security and privacy
of data held by a cloud provider on their behalf.

Data Location

One of the most common compliance issues facing an organization is data location. A
characteristic of many cloud computing services is that data is stored redundantly in
multiple physical locations and detailed information about the location of an

organization's data is unavailable or not disclosed to the service consumer. This situation
makes it difficult to ascertain whether sufficient safeguards are in place and whether legal
and regulatory compliance requirements are being met. Extemal audits and security
certifications can alleviate this issue to some extent, but they are not a panacea.

When information crosses borders, the governing legal, privacy, and regulatory regimes
can be ambiguous and raise a variety of concerns. Consequently, constraints on the trans-
border flow of sensitive data, as well as the requirements on the protection afforded the
data, have become the subject of national and regional privacy and security laws and

regulations.
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Electronic Discovery

The capabilities and processes of a cloud provider. such as the form in which data is
maintained and the electronic discovery-related tools available, affect the ability of the
organization to meet its obligations in a cost effective, timely, and compliant manner. A
cloud provider's archival capabilities may not preserve the original metadata as expected,
causing spoliation (i.e., the intentional, reckless, or negligent destruction, loss, material
alteration, or obstruction of evidence that is relevant to litigation), which could negatively
impact litigation.

Trust

Under the cloud computing paradigm, an organization relinquishes direct control over many
aspects of security and privacy, and in doing so, confers a high level of trust onto the cloud
provider. At the same time, federal agencies have a responsibility to protect information and
information systems commensurate with the risk and magnitude of the harm resulting from
unauthorized access, use, disclosure, disruption, modification, or destruction, regardless of
whether the information is collected or maintained by or on behalf of the agency; or whether the
information systems are used or operated by an agency or by a contractor of an agency or other
organization on behalfofan agency

Insider Access

Data processed or stored outside the physical conhnes of an organization, its firewall, and

other security controls bring with it an inherent level of risk. The insider security threat is
a well-known issue for most organizations. Incidents may involve various types of fraud,
sabotage of information resources, and theft of sensitive information.

Data Ownership

The organization's ownership rights over the data must be firmly established in the
service contract to enable a basis for trust and privacy of data. The continuing
controversy over privacy and data ownership rights for social networking users illustrates
the impact that ambiguous terms can have on the parties involved.

Ideally, the contract should state clearly that the organization retains exclusive ownership
over all its data; that the cloud provider acquires no rights or licenses through the
agreement, including intellectual property rights or licenses, to use the organization's
data for its own pu{poses; and that the cloud provider does not acquire and may not claim
any interest in the data due to security. For these provisions to work as intended, the
terms of data ownership must not be subject to unilateral amendment by the cloud
provider.
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Visibility

Continuous monitoring of information security requires maintaining ongoing awareness

of security controls, vulnerabilities, and threats to support risk management decisions.
Transition to public cloud services entails a transfer of responsibility to the cloud
provider for securing portions of the system on which the organization's data and
applications operate.

Ancillary Data

While the focus of attention in cloud computing is mainly on protecting application data,
cloud providers also hold significant details about the accounts of cloud consumers that
could be compromised and used in subsequent attacks.

Risk Management

Assessing and managing risk in systems that use cloud services can be a challenge. With
cloud-based services, some subsystems or subsystem components fall outside of the
direct control of a client organization. Many organizations are more comfortable with risk
when they have greater control over the processes and equipment involved. Establishing
a level oftrust about a cloud service is dependent on the degree ofcontrol an organization
is able to exert on the provider to provision the security controls necessary to protect the
organization's data and applications, and also the evidence provided about the
effectiveness of those controls. Ultimately, if the level of trust in the service falls below
expectations and the organization is unable to employ compensating controls, it must
either reject the service or accept a greater degree of risk.

Architecture

The architecture of the software and hardware used to deliver cloud services can vary
significantly among public cloud providers for any specific service model. It is important to
understand the technologies the cloud provider uses to provision services and the implications
the technical controls involved have on security and privacy of the system throughout its
lifecycle. With such information, the underlying system architecture of a cloud can be

decomposed and mapped to a framework of security and privacy controls that can be used to
assess and manage risk.

Identit), and Access Management

Data sensitivity and privacy of information have become increasingly an area of concern for
organizations. The identity proofing and authentication aspects of identity management entail the
use, maintenance, and protection of PII collected from users. Preventing unauthorized access to
information resources in the cloud is also a major consideration. One recurring issue is that the
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organizational identification and authentication framework may not naturally extend into a

public cloud and extending or changing the existing framework to support cloud services may
prove difficult.

Software Isolation

High degrees of multi-tenancy over large numbers of platforms are needed for cloud computing
to achieve the envisioned flexibility of on-demand provisioning of reliable services and the cost

benefits and efficiencies due to economies of scale. Regardless of the service model and multi-
tenant software architecture used, the computations of different consumers must be able to be

carried out in isolation from one another, mainly through the use of logical separation
mechanisms.

Data Protection

Data stored in a public cloud typically resides in a shared environment collocated with data from
other customers. Organizations placing sensitive and regulated data into a public cloud,
therefore, must account for the means by which access to the data is controlled and the data is
kept secure. Similar concerns exist for data migrated within or between clouds.

Vqlue Concentration

Having data collocated with that of an organization with a high threat profile could also

lead to a denial of service, as an unintended casualty from an attack targeted against that
organization. Similarly, side effects from a physical attack against a high profile
organization's cloud-based resources are also a possibility. For example, over the years,

facilities of the Intemal Revenue Service have attracted their share of attention from
would-be attackers.

Dala Isolation

Database environments used in cloud computing can vary significantly. Accordingly,
various types of multi-tenant arrangements exist for databases. Each arrangement pools

resources differently, offering different degrees of isolation and resource efficiency.
Regardless of implementation decision, data must be secured while at rest, in transit, and

in use, and access to the data must be controlled.

Data Sanitization

The data sanitization practices that a cloud provider implements have obvious
implications for security. Sanitization involves the expunging of data from storage media
by overwriting, degaussing, or other means, or the destruction of the media itself, to
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prevent unauthorized disclosure of information. Data sanitization also applies to backup
copies made for recovery and restoration of service and residual data remaining upon
termination of service.

In a public cloud computing environment, data from one consumer is physically
collocated (e.g., in an IaaS data store) or commingled (e.g., in a SaaS database) with the
data of other consumers, which can complicate matters. Service agreements should
stipulate sufficient measures that are taken to ensure data sanitization is performed
appropriately throughout the system lifecycle.

Encryption

Client end-to-end encryption (e.g. encryption/decryption occurs on the law enforcement
controlled client prior to data entering the cloud and decryption occurs only on the client
device after encrypted data is removed from the cloud service) with cryptographic keys
managed solely by law enforcement would prevent exposure of sensitive data.

. May cause significant cloud service functionality limitations on available service types
made available for sensitive data. This may also increase expenses to cover key items,
such as key management and client software. Additionally, a number of specific SLA or
contract clauses may be necessary for the implementation of client end-to end

encryption.

Use of cloud services without end-to-end encryption implemented by the client is another
option that would require cloud service provider participation in the encryption of data.

o This would require at least some cloud provider personnel to undergo personnel

background screening and training.

. Specialized Service LevelAgreements (SLA) and/or contractual clauses would be

necessary to identify those personnel that may have access to unencrypted, sensitive

data.

. Conducting the analysis and gaining approval of particular cloud service
implementations not utilizing end-to-end encryption for sensitive law enforcement data

may be costly and time consuming due to the high degree of technical complexity.

Availabilitly

ln simple terms, availability is the extent to which an organization's full
resources is accessible and usable. Denial of service attacks, equipment
disasters are all threats to availability. The concern is that most downtime
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impact the mission of the organization. Some examples of unplanned service interruptions that
cause concerns are:

o Temporary Outages
o Prolonged and Permanent Outages
. Denial of Service

Incident Response

The complexity of a cloud service can obscure recognition and analysis of incidents. Revising an

organization's incident response plan to address differences between the organizational
computing environment and a cloud computing environment is an important, but easy-to-
overlook prerequisite to transitioning applications and data.

Data Availability

The availability of relevant data from event monitoring is essential for timely detection of
security incidents. Cloud consumers are often confronted with extremely limited
capabilities for detection of incidents in public cloud environments. The situation varies
among cloud service models and cloud providers. For example, PaaS providers typically
do not make event logs available to consumers, who are then left mainly with event data

from self-deployed applications (e.g., via application logging). Similarly, SaaS

consumers are completely dependent upon the cloud provider to provide event data such

as activity logging, while IaaS consumers control more of the information stack and have
access to associated event sources.

Incident Analysis and Resolution

An analysis to confirm the occurrence of an incident or determine the method of exploit
needs to be performed quickly and with sufficient detail of documentation and care to
ensure that traceability and integrity is maintained for subsequent use, if needed (e.g., a
forensic copy of incident data for legal proceedings). Issues faced by cloud consumers
when performing incident analysis include lack of detailed information about the
architecture of the cloud relevant to an incident, lack of information about relevant event
and data sources held by the cloud provider, ill-defined or vague incident handling
responsibilities stipulated for the cloud provider, and limited capabilities for gathering

and preserving pertinent data sources as evidence. Understanding and negotiating the
provisions and procedures for incident response should be done before entering into a
service contract, rather than as an afterthought.
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General Recommendations :

A number of significant security and privacy issues were covered in the previous subsections.
Table 1 summarizes those issues and related recommendations for organizations to follow when
planning, reviewing, negotiating, or initiating a public cloud service outsourcing arrangement.

Governance

Extend organizational practices pertaining to the policies, procedures,
and standards used for application development and service provisioning
in the cloud, as well as the design, implementation, testing, use, and

monitoring of deployed or engaged services.

Put in place audit mechanisms and tools to ensure organizational
practices are followed throughout the system lifecycle.

Table 1: Security and Privacy Issue Areas and Recommendations

Compliance

Understand the various types of laws and regulations that impose
security and privacy obligations on the organization and potentially
impact cloud computing initiatives, particularly those involving data

location, privacy and security controls, records management, and

electronic discovery requirements.
Review and assess the cloud provider's offerings with respect to the

organizational requirements to be met and ensure that the contract terms
adequately meet the requirements.

Ensure that the cloud provider's electronic discovery capabilities and

processes do not compromise the privacy or security of data and

applications.

Trust
o

a

Ensure that service arrangements have sufficient means to allow
visibility into the security and privacy controls and processes employed
by the cloud provider, and their performance over time.
Establish clear, exclusive ownership rights over data.

Institute a risk management program that is flexible enough to adapt to
the constantly evolving and shifting risk landscape for the lifecycle of
the system.

Continuously monitor the security state of the information system to
support on-going risk management decisions.

Architecture

e Understand the underlying technologies that the cloud provider uses to
provision services, including the implications that the tedhnical controls
involved have on the security and privacy of the system, over the full
system lifecycle and across all system components.

Identity and
Access
Management

o Ensure that adequate safeguards are in place to secure authentication,
authorization, and other identity and access management functions, and

are suitable for the organization.
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Software 
o understand virtualization and other logical isolation techniques that the

Isolation cloud provider employs in its multi-tenant software architecture, and
assess the risks involved for the organization.
Evaluate the suitability of the cloud provider's data management
solutions for the organizational data concerned and the ability to control
access to data, to secure data while at rest, in transit, and in use, and to
sanitize data.

Data . Take into consideration the risk of collating organizational data with that
protection of other organizations whose threat profiles are high or whose data

collectively represent significant concentrated value.

Fully understand and weigh the risks involved in cryptographic key
management with the facilities available in the cloud environment and

the processes established by the cloud provider.

Understand the contract provisions and procedures for availability, data

backup and recovery, and disaster recovery, and ensure that they meet
the organization' s continuity and contingency planning requirements.

Availability o Ensure that during an intermediate or prolonged disruption or a serious

disaster, critical operations can be immediately resumed, and that all
operations can be eventually reinstituted in a timely and organized
manner.

Understand the contract provisions and procedures for incident response
and ensure that they meet the requirements of the organization.

rncident ' il:Hil1l?r:":::ii::i:'ftfft"JrHffi:HT3;ffi'x?:rji[..u,
Response 

. ff:::lhat the organ izationcan respond to incidents in a coordinated
fashion with the cloud provider in accordance with their respective roles
and responsibilities for the computing environment.
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G.4 Mobile Appendix

Mobile Appendix

Introduction

Mobile devices present a unique security challenge with regard to the correct application of CJIS
Security Policy requirements. This appendix is intended to provide best practices based on
industry standards and on methods to achieve policy compliance in mobile device employment
scenarios. The technical methods used to achieve compliance with CJIS Security Policy will
typically be different within the mobile environment than those used in fixed locations. Many of
the security features and capabilities inherited by endpoint devices from the fixed environment
are either not present or present in a different form in the mobile environment. Additionally, the
basic technologies used in some types of mobile devices may adequately fulfill some of the CJIS

Security Policy requirements which would require additional software or added features in a
traditional fixed computing environment. Due to the complexity and rapid evolvement of the
mobile environment, this Appendix will remain as device and vendor agnostic as practical,
however certain key requirements for specific mobile operating systems will be identified for the
major mobile operating systems (e.g. Apple iOS, Android) as the underlying technologies are

fundamentally different and offer different levels of built-in compliance to CJIS Security Policy.

Sections within this appendix will provide recommendations regarding priorities and level of
effort versus value of applying certain security controls in the mobile environment. These
recommendations do not supersede or modify the requirements listed in the CJIS Security Policy,
and are intended to describe the effect of inherent security functions and inherent device
limitations in many mobile platforms that impact the application of policy elements in the mobile
environment.

Mobile Device Risk Scenarios

There are multiple risk scenarios that may apply to mobile devices depending on the category of
device (e.g. Laptop, Tablet, and 'Pocket sized' devices such as smartphones) and the methods of
device connectivity (e.g. cellular service, WiFi + Cellular, WiFi only). Device category and

method of connection define the technology types within the device which inherently affects the
total level of compliance with CJIS Security Policy that can be obtained by the mobile device.

It is advisable for acquiring agencies to review the mobile device guidance in this Appendix
prior to completing selection and acquisition of particular devices. Both the device category and

connectivity methods installed and configured on the device will impact the overall risk scenario

associated with the device and may significantly affect the effective cost to bring use of the

device in compliance with the CJIS Security Policy. For instance, inclusion of cellular radios
with the ability to remotely control a device significantly changes the risk scenario by allowing
remote tracking, file deletion, and device management which could provide a higher level of
CJIS Security Policy compliance than a WiFi only device that does not guarantee the ability to
remotely manage the device. However, inclusion of cellular technology may significantly
increase the initial device costs and incur ongoing subscription costs. Appropriate choices based

on the intended use of the device along with the types and methods of Criminal Justice

Information (CJI) data to be accessed could greatly reduce agency cost and enhance security.
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Device Categories

This appendix defines risk levels for three categories of devices. Prior to reading individual
sections of this Appendix, the agency should identifywhich device categories will applyto their
employment scenario. If multiple categories of devices are employed, individual technical
configurations and local policy will likely need to be defined for each category of device based
on the risk inherent in the technical characteristics associated with each device category.

Laptop devices

The laptop device category includes mobile devices in a larger format that are transported either
in a vehicle mount or a carrying case and include a monitor with attached keyboard. This
includes all traditional laptop computers that utilize a 'traditional', full featured operating system
(e.g. Windows or a Linux variant). Also included in this category are 'tablet' type full featured
computers running a traditional full featured operating system but without an attached keyboard.
The main defining factor is the use of a full featured operating system and a form factor to large
to be carried in a pocket. In general, devices of this type connect via WiFi only, but may include
an intemal cellular access card in some cases.

The risks associated with this device type are similar to a standard desktop computer at the
technical level, but are increased due to the potential to connect directly to the internet without
the benefit of organizational network security layers (e.g. network firewall, IDS/IPS, network
monitoring devices). There is also an increased risk of intentional device theft from vehicles or
unsecure locations as these devices are too large to be carried on the authorized user's body.
There may be increased risk from the limited technical ability to wipe or track a lost/stolen
device depending on the particular technical means used for remote device connectivity (e.9.

cellular or WiFi).

ln general, the technical configurations for compliance with most of the CJIS Security Policy
that is accomplished via the operating system (e.g. auditing, access control, etc) will remain
consistent with normal fixed location computing systems for laptop devices, but some functions
may operate in an unexpected manner due to lack of constant connectivity. Thorough testing of
applied security policy elements within the expected mobile environments will help ensure the
applied policy configurations remain effective and appropriate when applied to mobile laptop
devices.

NOTE: Some newer devices running multi-function operating systems (e.g. Windows 8 or
similar multi-mode operating systems) may exhibit technical features associated with both laptop
and tablet device categories based on their current operating mode which may be reconfigured by
the user on demand. If this is the case, it will be necessary to assess and configure multiple
operating modes to be compliant with CJIS Security Policy on the device, or restrict the
operating mode to one category of operation.

Tablet devices

The tablet device category includes larger format devices transported via vehicle mount or
portfolio sized carry case that typically consist of a touch screen without attached keyboard.
These devices utilize a limited feature operating system (e.g. Apple iOS, Google Android,
Windows mobile) that is inherently more resistant than a traditional operating system to certain
types of network based technical attacks due to the limited feature sets. Additionally, limited
functionality operating systems are designed specifically for the mobile environment where
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battery life and power efficiency are primary design drivers. This inherently limits the types of
services that can function effectively on the devices (e.g. traditional real-time anti-virus
software) as the base operating system may not be designed to allow installed applications
enhanced execution priority in the background and or the ability to examine the contents or
communications associated within another application. However, this same design methodology
significantly limits the vectors available for malware transmission and the device or application
data actually accessible to malware if a device becomes infected.

Tablet devices will have different risks associated depending on the installed and configured
methods for network access (e.g. 'always on cellular' vs. WiFi only). Physical risks associated
with this category are similar to the laptop category for enhanced likelihood of intentional theft
or device hijacking while unattended, while the technical risks are similar to the pocket device
category.

Pocket device s/Handheld devices

The pocket/handheld device category is technically similar or identical to the tablet category and
is primarily differentiated by device form factor. PockeVhandheld devices are characterized as

having a limited functionality operating system and a small form factor intended for carry in a
pocket or'holster' attached to the body. The bulk of this category will be cellular'smartphones'
with integrated cellular data connectivity, however devices intended to be worn or carried on the
body (e.g. portable fingerprint devices) may also be included in this category if they operate
using a limited functionality operating system. Custom or specialty devices may meet the form
factor distinction for this category, but operate using a full feature operating system. In rare cases

of this nature the employing agency should apply security guidance and principles in this
appendix for both the laptop and pocket device categories.

Risks associated with this category are a reduced threat of theft to a stored devices (e.g. device
left unattended in a vehicle) since these devices are typically carried continuously by the
authorized user, but include a greater risk of temporary or perrnanent loss of control due to the

device being misplaced by the authorized user.

Due to the installation of a limited functionality operating system, the technical threat to these

devices via a network based attack is significantly lower than the laptop category, however, the
threat of unauthorized access at the device level may be higher if the device is lost due to
technical limits on multi-factor authentication to the operating system itself and practical limits
to device passwords due to screen/software keyboard limitations.

NOTE: Data accessible on pocket or tablet devices simply through the entry of a single device
PIN or password should not be considered secure due to the likelihood of enhanced password
guessing based on fingerprints/smudges on the device touch screen. Any data stored on devices
of these types should be protected within a separate secure container using Advanced
Authentication.

Device Connectivity

There are three main categories of device connectivity that are associated with varying risk levels
and threats to the devices. The Three categories are: Cellular Network Only (always on), WiFi
Only (includes 'on demand' cellular), and Cellular (always on) + WiFi network. The risks
associated with connectivity categories are general risks and may apply differently to any
particular device at different points in its usage or lifecycle. Particular device configurations
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either through the operating system or a third-party mobile device management (MDM) system
may be able to significantly control and define which particular connectivity risks may be
associated with a particular device.

Cellular Network Only (always on)

Cellular network connectivity is characterized by 'always on' network connection through the
device internal radio to a cellular network provider. There is a reasonable assurance that devices
with 'always on' cellular can be tracked, managed, or wiped remotely if lost or stolen. This will
significantly reduce risks associated with loss of the device and attempted illicit access to the
device. One important consideration for this risk category is characterization of the device as

'always on'or'on demand'. In effectthe difference is typically a configuration setting, which in
some cases may be changeable by the user. In particular most cellular smart phones contain
'airplane' mode settings that disable all internal radios allowing a user authenticated to the

device operating system via password or personal identification number (PIN) to disable the
cellular system. Access to this functionality may be disabled through the use of some MDM
systems which would necessitate a complete power down of the device while carried on aircraft.
Additionally, someone illicitly obtaining a device with properly configured password
requirements and screen lock timeouts would be unlikely to guess the device password before the
device was reported stolen in order for them to disable the cellular connection and prevent
tracking or a remote wipe of the device.

Cellular networks do not allow for the same level of exposure of individual devices to random
access from the internet. This significantly reduces the potential network based attack vectors
that might reach a cellular connected device. The risk scenario in most cases from a network
based attack would be similar to a device protected behind rudimentary network defenses (e.g.

standard firewall but NOT advanced intrusion detection/prevention) Cellular device
communications cannot typically be accessed by other 'eavesdropping' devices physically close

to them without significant specialized equipment and can be considered well protected against
network attacks below the nation/state level of technical capability by the hosting technical
infrastructure and technology inherent in the device. However, network based attacks that utilize
connections initiated by the user device may still succeed over the cellular infrastructure. For this
reason, the technical protections inherent in the cellular infrastructure provide limited protection
against user/device initiated actions (e.g. web surfing on a cellular connected web browser).
Thereforg the protections provided by always on cellular connections are primarily in the ability
to remotely access the mobile device for tracking or data deletion in case of device loss or
compromise, which combined with a limited functionality device operating system, the
protections are generally equivalentto a'personal firewall' if properly configured and supported
by a well designed organizational infrastructure. However, that equivalency does not apply to
full featured operating systems connected through cellular infrastructure.

NOTE: It should be noted that a technically capable, intentional, thief knowingly obtaining an

'always on' cellular device for the purpose of data theft can physically disable the radio by
utilizing a Faraday cage or similar external electromagnetic shield device while attempting to
guess the device password. While technically possible these methods require specialized
equipment and high technical expertise and would be very unlikely to be employed except for
specifically targeted attacks. When always on cellular connectivity is combined with a robust
incident reporting process and user training for rapid response to device loss or theft, the
associated risks can be minimized.
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WiFi only (includes'on-demand' cellular)

WiFi only devices do not include cellular radios or include cellular radio that must be manually
activated or 'connected' to the cellular network. They connect to the network or internet through
WiFi 'hotspots' or external access points or manually to cellular networks. Some MDM or
device configurations may be able to limit the types and specific WiFi access points the device
can connect to, which may change the risk scenario of the device to a similar risk scenario as the
Cellular Network Only scenario. However, if mobile devices are permitted (through technical
and or policy decisions) to connect to any WiFi access point designated by the device user, the
overall device risk scenario is high and the device may be accessible to a large number of
potential network based attack vectors. Unrestricted WiFi access is not recommended on any
agency owned device, but must be assumed to exist on any personally owned device authorized
to access CJI. Significant compensating controls may be needed to ensure devices accessing CJI
over 'public' WiFi access points are not susceptible to communications network eavesdropping,
credential hijacking or any of the various potential man-in-the-middle attacks possible through
access point spoofing. The communications security risks can be significantly mitigated by
mandatory device configurations (e.g. MDM based policy) that only allow devices to connect to
cryptographically verified agency controlled WiFi access points.

WiFi only or devices with 'on-demand' cellular access (e.g. user or event driven cellular access

initiated from the device and not from a centralized management location) are significantly more
at risk from data loss subsequent to device loss or theft as there is no guarantee the tracking or
remote wipe can be initiated once the device is out of agency control. This can be mitigated by
utilizing tracking/anti-theft products that require a periodic network connection to authorize
access and perform automated device locking ('bricking') or remote wipe if network connections
are not made within a specified period. Software of this nature is generally available for full
featured laptops but may not be available for limited feature mobile operating systems.

Cellular (always on) + WiFi Network

This is a hybrid scenario that has become typical with most 'smartphones'. These devices
contain both the always on cellular connection, but may also be configured to access local WiFi
networks for enhanced bandwidth. In considering devices with these technical characteristics, the
theft/loss risks are similar to the cellular only scenario (due to tracking and remote access

through the cellular connection), while the data and network based risks must be considered to be

similar to the WiFi scenario unless the capability of the device to connect to WiFi networks is

limited by technology or policy to agency owned WiFi Access Points configured in accordance

with the CJIS Security Policy. Careful consideration must be made to the particular
configurations, management systems, and human oriented operational policies based on the
particular technical capabilities and configurations of these types of devices.

Incident Handling (CJIS Security Policy Section 5.3)

Additional or enhanced incident reporting and handing procedures will need to be developed to
cover mobile device operating scenarios. Various exploits and methods to compromise mobile
devices require either specialized equipment or lengthy operations to implement. Rapid response

to mobile device related incidents can significantly mitigate the risks associated with illicit data

access either on the device itself or within online data resources associated with the device
through an application or specialized interface. However, parallel or special incident handling
procedures with associated equipment or systems may need to be put in place to properly
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respond to incidents involving mobile devices. This section lists three areas where enhanced
incident handling and response processes may need to be implemented to ensure mobile device
compliance to the incident handling policy in Section 5.3.

If personally owned devices are utilized within the environment in a Bring Your Own device
(BYOD) scenario, specialized and costly incident handling procedures and processes may need
to be developed to support compliance for those devices. The costs associated with enhanced
incident handling procedures may need to be incorporated in the cost and risk based analysis to
allow personally owned devices in the BYOD scenario, as the technical methods and risk to
achieve compliance under BYOD scenarios may exceed any cost savings potentially achieved
through BYOD.

Loss of device Control

Mobile device users should be trained and provided with explicit user actions in case positive
control of a mobile device is lost for any period of time. Loss of positive control means the
device is in the physical control of non-CJIS authorized individual or the device is left
unattended in an unsecure location (e.g. counter of the coffee shop). Even if the device is
recovered quickly there is significant risk that either the device settings could be tampered with
or data on the device could be illicitly accessed. The level of detail and particular scenarios
identified in the agency incident response plan should be consistent with the presence of
persistent CJI on the device or the technical means used to access CJI from the device (e.g. ask
the question: "ls it reasonable to assume CJI could be accessed") as well as the degree of device
configuration control exercised by the user from the device main login. At a minimum, special
incident handling procedures should be developed for the following scenarios:

o Device known to be locked, control loss of minimalduration
e Device lock state unknown at time of control loss, duration of loss minimal
r Device lock state unknown at time of control loss, duration of loss extended

o Device known to be unlocked at time of control loss. duration of loss more than

momentary.

NOTE: Organizations should define appropriate time value criteria based on the operational
environment for the above scenarios. For instance, a 'momentary' loss of control might be

considered a matter of seconds in a situation where no one could reasonably have accessed the
device, while 'minimal' durations might include a few minutes of time and 'extended' periods
would be any time longer than a few minutes.

Other scenarios should be addressed as appropriate to the intended device employment, with
explicit user and organizational actions identified based on the device technologies and any
or ganizational management capabi I iti es.

Total Loss of device

Incident response scenarios for the total loss of the device should be developed based on the
methods/storage of CJI on the device, the lock state of the device at time of loss (known locked,
known unlocked, or unknown), and the technical methods available for remote tracking or
wiping of the device. It is critical to implement incident handling procedures quickly in this case.

Remote wipe functions can be implemented for always on cellular devices with a high potential
for success that may include positive confirmation from the device that the wipe was completed.
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However, for WiFi only and on demand cellular devices, incident handling procedures that lock
the device out of accessing CJI may be necessary, while there would be no guarantee that any
CJI stored on the device could not eventually be accessed. For this reason, CJI should not
generally be stored directly on WiFi only or on-demand cellular devices unless an extremely
robust anti-tamper system is in place on the device itself.

P ot ent i al dev i ce C o mp r o mis e ( s oftw ar e/ap p I ic ati o n)

Incident response scenarios for potential device compromise through intentional or unintentional
user action should be developed to ensure compliance with policy. This includes rooting,
jailbreaking or malicious application installation on the device during a loss of device control
scenario or inappropriate user action in the installation of applications to the device (compromise
can occur from either intentional threat agent actions or accidental user actions). Triggers forthis
incident handling process may be driven from either user notification or electronic detection of
device tampering from an audit or MDM compliance check.

Audit and Accountability (CJIS Security Policy Section 5.4)

The ability to implement some Audit and Accountability functions specified in the CJIS Security
Policy on mobile devices with limited function operating systems (e.g. Android, Apple iOS) is
not natively included within the operating system. Either additional device management systems,
enterprise mobility management (EMM) or MDM, or auditing from systems accessed by the
mobile device with be necessary to ensure appropriate levels of auditing exist.

Auditable Events (reference 5.4. 1)

Some of the specific audit requirements in the CJIS Security Policy may not be technically
relevant to the mobile operating system due to its internal functioning. To achieve compliance
with the CJIS Security Policy it will be necessary in most cases to utilize some form of MDM or
EMM system. Additional auditable events that compensate for the technical limitations of
limited function mobile operating systems may be available through the use of MDM systems
(e.g. association of event with global positioning system (GPS) location of the device). Specific
auditable events of interest in the mobile environment will depend on the intended device usage,
compartmentalization of data on the device, and options available with the specific technologies
employed. For instance, item 2 in Section5.4.1.1 indicates an auditable event includes attempts
to modifr elements of user account modification. Due to the limited internal functions of mobile
operating systems, this event type is not relevant to the operating system itself as they are
generally provisioned with only a single non-modifiable user account on the device. To achieve
compliance in a scenario where CJI is stored or accessed from a secure application on the device,
auditing of access to the secure application either through application design, or third party
MDM capability may provide an acceptable compensating control. For compliance with the
policy each auditable event and event content must be compared to the particular technologies
and applications employed to determine if adequate compensating controls are being met for
audit items that either do not apply to mobile technologies or cannot be implemented within the
technology itself.

Altemative and compensating controls that provide detailed audit of access to CJI either on the
mobile device itself or through a controlled application to a central server may provide
equivalent auditing capability to the events specified in the policy. However, multiple auditing
systems may be required to replicate the auditing provided at the operating system level by a full
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function operating system. Therefore, the overall auditing design should take into account
retrieval and consolidation of events or audit data from multiple auditing systems as appropriate
to comply with policy.

Audit Event Collection

Mobile devices without an 'always-on' cellular connection may pose technical challenges to
ensure any audit records collected and stored on the mobile device itself can be retrieved for
review and analysis per the CJIS Security Policy. Altematively systems which explicitly require
a network connection to a central server to access data or decrypt on-device storage may provide
acceptable audit event collection and reporting since there is a guarantee that network
connections must be in pace for CJI to be accessed. Careful consideration should be made

regarding the accessibility of audit records when developing the mobile audit scheme.

Access Control (CJIS Policy Section 5.5)

Access control associated to limited functionality mobile operating systems will typically operate
in a different manner than full function operating systems. For instance there is normally not a

provision for multiple user accounts on many mobile operating systems which may mean the
policy requirements for access control (e.g. regarding account management) would not be apply
to the mobile operating system, but should rather be applied to a particular application, either
stand-alone to the device or as part of a client server architecture. Application of access control
policy identified in the CJIS Security Policy will often need to be applied to elements of the total
system beyond the device operating system.

For example, CJI stored or accessed from a secure mobile application that requires connectivity
to a CJIS authorized server architecture could potentially accomplish most or all of the access

control policy elements based on user authorization via the secured application and be largely
independent of the mobile operating system. Alternatively, if storing CJI in 'general' purpose
data storage containers on a mobile device it may not be possible to achieve compliance with the
CJIS Security Policy. Careful consideration and deliberate design of mobile applications or data

storage will be required to achieve compliance on mobile devices.

Due to the inherent nature of limited function mobile operating systems, very tight access

controls to specific data is actually implemented within the operating system. This effectively
prevents applications from accessing or manipulating data associated with other applications to a
very high degree of confidence as long as the device is not rooted or jailbroken. However, the
device user is automatically granted access to all device data through the associated application
unless the application itself has a secondary authentication and access control methodology.
Additionally, since basic device functions (e.g. phone) are typically protected using the same
password or PIN as the device level encryption, use of a weak PIN to allow easy access to basic
device functions largely negates the value of the integrated device encryption.

If personally owned devices are utilized within the environment (BYOD scenario), specialized
and costly access control methods may be required to reach compliance with CJIS Security
Policy. The costs associated with enhanced access control procedures and technologies should be

incorporated in the cost and risk based analysis to determine whether or not to allow personally
BYOD, as the technical methods and compensating controls required for CJIS Security Policy
compliance are likely to exceed any potential cost savings for implementing BYOD.

Device Control levels and access.
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Limited function mobile operating systems are typically very constrained on the levels of access

provided to the user. However, intentional user actions (e.g. installing an application and

accepting inappropriate security access levels for that application) my bypass some of the built in
security protections inherent in the limited functionality devices. Compliance with CJIS Security
Policy may be difficult without the addition of strict device control policy. In a mixed
environment (e.g. agency owned devices and BYOD), access control policy with BYOD systems

may be impractical or impossible to fully implement.

Embedded passwords/login tied to device PIN.

Limited function mobile operating systems typically allow the association of multiple passwords
and access credentials with particular applications. The system access provided by these

embedded credentials will often be tied to the device password or PIN. An example would be

access to device integrated email and calendar applications. Alternatively a 'corporate' email
application may independently encrypt the data associated with the application and required a

separate login from the device itself. Access to CJI utilizing only the device level password or
PIN and device embedded credentials is not compliant with CJIS Security Policy unless

protected with Advanced Authentication, which is not currently possible on most devices.
Therefore, use of integrated device functions (e.g. built in email or chat) to store or transmit CJI
would also not be compliant.

A cces s req u i re me nt s pec ifi coti on

In general, due to weaknesses associated with password guessing based on analysis of
fingerprints or swipes on the device touch screen, short (a-8 digit) device PIN numbers provide
limited security to a determined password guessing attack. Conversely, utilization of a robust
password at the device level may be inconsistent with quick access to basic device functions (e.g.

phone). When developing specific CJIS compliant access control and authentication schemas a

layered approach with the device PIN protecting only the basic device functions (e.g. phone,

camera, non-secure applications) and a more robust password or multifactor authentication used

to protect applications or data storage may achieve policy compliance where the device
password/PlN would not. In a layered security deployment, careful attention must be placed on

the capability to share data (e.g. cut and paste or screenshot functions) between secure

applications with CJI or CJI access and basic device functions with limited security controls.

Special Login attempt limit

Depending on the access and authentication scheme applied to the mobile device, it may be

appropriate to fully comply with the CJIS login attempt limits within a secure application or
container and not solely at the device level. However, the device itself should have login attempt

limits consistent with the risk associated to the data or configurations accessible on the device

itself. Since mobile devices are inherently portable, and can easily be removed from a location.
Brute force attempts to gain access to the system, especially when protected only by a short PIN,
are likely to be successful given sufficient time. Special consideration should be made based on

device connectivity methods (cellular, WiFi, etc) on the appropriate number of unsuccessful
login attempts that will be allowed and the resultant actions taken by the device. Most devices

either natively allow for the device to wipe itself after a failed number of attempts, or allow the
application of EMM/MDM applications to perform wiping actions after a predetermined number

of failed login attempts.
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Loginfailure actions

Mobile devices with or without MDM software can typically be configured to perform actions
based on serial unsuccessful login attempts. Appropriate actions to configure may be dependent
on the data resident on the device and the connectivity method employed by the device. Most
devices can be configured to delete all data on the device and/or issue an alert to the network if a

number of incorrect passwords are entered. This is a very advantageous feature, however specific
configuration of the number of attempts and resultant action must be considered against the state

of the device after an unsuccessful attempt action is triggered. A full device wipe will typically
leave the device in a fully or partially non-functional state which could introduce risk if part of
the intended use is time critical phone calls. Where possible, full device wipe associated with
unsuccessful attempts at the device level password should be configured but the number of
invalid attempts may exceed the CJIS Security Policy at the device level if all CJI on the device
is protected by an additional layer of encryption protected by a subsequent secure application
authentication method that is technically prevented (via complexity rules or entry rules) from
being the same as the device level authentication and the secure application is configured in
accordance with the policy and also contains a secure data wipe capability after a specified
number of incorrect authentication attempts.

System use Notijication (CJIS Policy reference 5.5.4)

Agency policy should include specific mandatory language consistent with the CJIS Security
Policy to identify the device restrictions and consent. However, due to screen size limits, some

mobile devices may not be technically capable of displaying the full text used with traditional
operating systems. To achieve compliance agencies should contact their legal department for
appropriate wording of a short version of the system use notification that can be set to display
within the constraints of the device lock screen. This may be accomplished through embedding
the text into an image displayed on the lock screen or some other external device labeling
method if the device does not permit sufhcient text to be displayed.

In a BYOD environment or mixed (agency owned and BYOD), it may be necessary to develop
or deploy custom applications that can achieve compliance with the system use notification upon

access and prior to any CJI access being allowed.

Session Lock (CJIS Policy reference 5.5.5)

Due to the portable nature of mobile devices the session lock limit in the general CJIS Security
Policy may be excessive in the mobile environment for certain device functions and insufficient
for other functions based on intended device usage. Agencies should examine the minimum lock
time practical for all mobile devices based on their employment scenario and ease for which a

user can manually lock the device. The actual session lock times should be adjusted as

appropriate to the device type, device operational location, and the data accessible on the device

when unlocked. Pocket size devices are at greatest risk if screen lock times are insufficient,
however, for devices used in emergency response or communication, extended lock times at the
basic device level may be considered if CJI is subsequently protected by an application or web
interface utilizing more stringent secure locking functions. A well designed solution may include
multiple session lock settings at the device and individual application levels to ensure the CJIS

Security Policy requirements are met for CJI access, while other device functions are accessible

under different session lock configurations.
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Device WiFi Policy

Specific WiFi configuration policy should be developed based on the intended use environment
and data access requirements for the device. The policy should explicitly cover configuration of
device connections. Technical methods specific to the mobile technologies may need to be
implemented to ensure all mobile devices are compliant with CJIS Security Policy. Current CJIS
Security Policy provides detailed configuration requirements for WiFi connections, however it
was originally intended for defining requirements for fixed infrastructure WiFi (802.11)
supporting wireless within a facility. The security requirements identified for fixed infrastructure
installations are applicable to mobile usage, however there are several mobile specific scenarios
where the requirements may not be clear. The following sections identify areas not specifically
covered in the existing policy that will require special handling to ensure wireless connections
are compliant.

Hotspot capability

Many mobile devices now include the capability to activate an intemal WiFi hotspot that allows
other devices to connect through the hosting device to the internet over the devices cellular radio.
While this is a potentially valuable capability when multiple law enforcement devices may need

localized internet or network access, mobile hotspots should be configured as consistent with the
CJIS Security Policy on wireless access points. Connections must only be accepted from known
and approved devices in order to protect the integrity of the hosting device as well as the
communications security of other connected devices. Since most'mobile hotspots are not
technically capable of providing the device authentication required for infrastructure wireless,
use of mobile hotspot capability should assume the overall portable WiFi network itself is not
secure and CJI should not be transmitted or exposed on the network without appropriate
encryption.

Connection to public hotspots

There are significant risks to connecting to public wireless access points. Rogue access points
masquerading as legitimate public access points may allow for man-in-the-middle,
eavesdropping, and session hijacking attacks. While not specifically prohibited in the current
CJIS Security Policy, it is recommended that connection to public internet access points be

technically restricted by device configuration or MDM systems if possible. CJI access

mechanisms from mobile devices should include robust authentication methods specifically
designed to prevent interception or hijacking of CJI or user information through the use of a
rogue access point masquerading as a legitimate public wireless access point. Transmission
encryption alone may not provide sufficient protections when device connections originate at

public hotspots. Since the public hotspot controls access to all network services at the connection
point (e.g. Domain Name System) attacks against the transmission path are possible that would
not normally be feasible in a fixed environment where communications exist between two
secured network enclaves.

Cellular Service abroad

If mobile devices are used outside of the United States, especially if connected to foreign cellular
networks, specific handling procedures may need to be developed for the use of the device while
abroad and the assessment or configuration check of the device state once the devices are

returned to the United States. Certain device internal functions on cellular devices may be
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modified or compromised by the cellular carrier as the devices are intended to have certain
parameters configured by the cellular service provider which is considered a 'trusted' entity by
the device. Cellular carriers within the United States are constrained by United States laws
regarding acceptable modifications to devices. Similar legal constraints cannot be assumed to
exist in some areas of the world where laws and regulations for data and personal privacy may
allow cellular carriers significantly more leeway in changes made to devices on their networks.

Security plans involving cellular connected devices that will be connected to foreign cellular
networks should include technical and policy controls to ensure device use while abroad, data
resident on the device while abroad, and the software integrity of the device once returned to the
United States are all appropriate to the specific device and threat levels associated with the
expected foreign travel. This should explicitly include considerations for devices in which an

internal subscriber identity module (SIM) card is inserted into the device to obtain Global
System for Mobile (GSM) cellular connections abroad to ensure any residual data on the SIM
card is properly purged. Additionally, incident handling procedures may need to specify more
stringent responses to even momentary loss of device control, and it may not be possible to
assume tracking, anti-theft, and remote data wipe functions that work in the United States would
be functional in all potentially visited geographic and political regions.

Bluetooth

Mobile devices utilizing Bluetooth should be evaluated for their ability to comply with the CJIS
Security Policy Bluetooth requirements prior to acquisition. This includes the data device itself
and any authorized Bluetooth accessories which will be associated to the device. While the
technical security in current versions of Bluetooth is significantly stronger than legacy versions,
mis-configuration of devices can still pose a significant threat in the mobile environment. If not
specifically utilized for a required purpose, it would likely be most cost effective to disable or
restrict the device Bluetooth radio utilizing device configurations or an MDM product.
Additionally, the using agency may need to develop technically extensive training or user
awareness programs to ensure use of Bluetooth capability does not render the device out of
compliance if device users have the ability to make Bluetooth associations to the device. Specific
instructions or guidance for specific devices could be developed to ensure all implementations
are compliant.

Voice/Voice ovet IP (VoIP)

Cellular voice transmissions are distinctly different at the technical level than Voice over IP
(VolP) transmissions using voice/video applications (e.g. Facetime, Skype). The use of VoIP is
not specifically granted the exemption identified in CJIS Security Policy Section 5.5.7.3.2.
Agencies wishing to use capability of this type should ensure the specific technical
implementation complies with the Policy on authentication and data encryption.

Chat/Text

Device integrated chatltexting applications and many common third party chat applications
authenticate and are identified using embedded passwords or the device identifler only. These

functions should not be considered secure or appropriate for transmission of CJI data. Texting
functions that utilize a cellular service providers Short Message Service (SMS) or Multimedia
Messaging Services (MMS) functions do not constitute a secure transmission medium. Third
party applications utilizing appropriate encryption and authentication methods independent of the
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device password/PlN may provide a compliant solution where the device integrated utilities are

will not provide a compliant solution.

Administrative Access

Local administrative access to the mobile device, regardless of device category should be

restricted by some mechanism. For traditional operating systems, configuration of a separate
administrative account other than that used for normal logins to the device is an acceptable
method to ensure appropriate access permissions to the mobile user for which they are

authorized. However for limited functionality mobile operating systems (e.g. Android, Apple
iOS) internal permissions and accounts assume a single authorized device user with explicitly
defined permissions. Those permissions may be modified through policy applied to the device,
but are typically global to the device itself. As a result, to ensure appropriate separation of access

permissions, it may be required to ensure specific applications or software on the device are

configured with individual authentication methods to separate application data from 'general
user' access. Without additional authentication at the application level, access to specific
application data would be available to any user with the ability to unlock the device. This may be
appropriate in some scenarios with a high degree of assurance that the device can only be

accessed by a single user, but sufficiently stringent device passwords and short screen lock times
may prove problematic for practical use of some device functions. An altemate method to ensure
strict separation of 'routine' device functions which may be accessed by multiple individuals
(e.g. phone function if loaned to someone for a critical call) is to ensure any method used to
access or store CJI has a separate and more stringent authentication method configured with rules
that make it impossible to use the same authentication credential (e.g. PlN/Password) on both the
device authentication and the application or function with access to CJI.

Ro, o t i n g/Ja i I b r e aki n g

'Rooting' (Android OS) or 'Jailbreaking (Apple iOS) refer to intentional modifications to the
mobile device operating system in order to grant the device user or an installed application
elevated control that would not normally exist on the device. The security model internal to the
various mobile device architectures vary significantly, however the common effect of rooting or
jailbreaking the devices is to bypass many or all of the built in security features. The security
feature bypass may be universal to all device features and installed applications once completed.
Intentionally rooting or jailbreaking mobile devices should be avoided in any scenario as it
potentially defeats all built-in data access and segregation controls on the device. Additionally
the rooting or jailbreaking process itself has a heightened risk of introducing malicious code as

part of the process, and also substantially increases the risk for malware to infect the device
through user action. Extreme caution should be used if software is being installed that requires
the devices to be rooted or jailbroken for the software or application to function. This is inclusive
of purported security software that requires a rooted or jailbroken device to function. For
example, on both the Android and Apple iOS platforms, the built-in security features for data

access and memory segmentation prevent the effective operation of 'traditional' anti-virus and
intrusion detection/prevention software. Software or applications purporting to perform these
functions but requiring rooting or jailbreaking of the device and may actually accomplish the
anti-virus or IDS/IPS function but are also likely to significantly increase the overall risk
associated to the device by effectively disabling most or all of the integrated security features. A
careful risk-based assessment should be conducted by a trained security professional prior to
allowing the operation of any rooted or jailbroken mobile devices regardless of intended use.
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Significant compensating controls would be required to retum a rooted or jailbroken device to
minimal compliance with most of the CJIS Security Policy and would likely not be a cost
effective approach.

NOTE: There is a distinction between rooting a 'stock' Android installation vice the installation
of a separately supported secure operating system. There are secure versions of Android
available or that can be developed based on the open source Android source code and compiled
for installation on a particular hardware device. Installation of a secure, supported mobile
operating system that replaces the device original operating system may significantly enhance

the security of the device and should not be confused with 'rooting' and Android installation.
Due to the close integration of operating system security with hardware elements, and the
proprietary nature of Apple source code, there are not currently separate 'secure'versions of the
Apple iOS and it is unlikely they will be developed.

Identity and Authentication

Due to the technical methods used for identity and authentication on many limited functionality
mobile operating systems, achieving compliance to CJIS Security Policy may require layering of
identification and authentication mechanisms. With the complexity and large number of potential
identity and authentication solutions in the mobile environment emphasis must be placed on

designing secure identity management and authentication architecture prior to the selection of
individual devices or applications. Failure to consider a robust identity and authentication
scheme as part of system design or acquisition will significantly increase the risk of subsequent

noncompliance with CJIS Security Policy and potential added costs for a remedial solution.
Many identity and authentication schemes used by existing commercial applications may make
claims that appear to be consistent with CJIS Security Policy Advanced Authentication
requirements, however, extreme care must taken to ensure the actual technical implementation is

compliant with policy.

Utilizing Unique device ldenti/icatio n

Some commercial applications and features integrated with some mobile operating systems
permit the mobile device to be uniquely identified in a cryptographically robust manner. Any
authentication schema that considers the possession of the mobile device as a factor in uniquely
identifying and authenticating a CJIS authorized user must also include factors beyond than mere
possession ofthe device. Larger form factor devices that cannot be carried on the person ofthe
authorized user should not rely on possession of the device as an identifying factor, but may still
include identifying capability within the device to provide assurance that the device itself is an

authorized device. This should still be coupled with multi-factor advanced authentication to the
device itself or the application hosting CJI. Coupling unique device authentication with robust
advanced authentication ofthe user provides a high degree of confidence that both the specific
device and the operator of the device are correctly identified. Utilizing device unique
identification in order to authorize initial connections from the remote device back to the CJI
hosting system or enclave provides additional protection to the CJI hosting system to reduce the
attack surface ofthe hosting system and should be considered a good practice, but not in itselfan
authentication mechanism for the device user.

Certificate Use
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One method for uniquely identifying mobile devices is to place part of a public key pair on the
device in the form of a public key certificate. While there is value to ensuring the device itself
can authenticate to a system supplying CJI, and may provide a critical layer of identification or
authentication in a larger scheme, a certificate alone placed on the device should not be

considered valid proof that the device is being operated by an authorized CJIS user, only that the
device itself is authorized to host CJIS users. Additional user identification and authentication
should be used to supplement any device certificate installed. Using a PIN or password separate

from the device login to 'unlock' the certificate from cryptographic storage within a secure
application will provide an additional layer of security and may increase the confidence level the
device is being used by the intended user. However, use of public/private key pairs or pre-shared
encryption keys can be utilized as part of an architecture to protect against certain session
hijacking or man-in-the-middle attacks a mobile device may be susceptible to if connected to
public internet connections.

C er tifi c ate Pr ote ctions

Any certificates or cryptographic keys stored on any mobile device should include protections
against the certificate or key being extracted from the device. Additionally certificates or other
keys stored on mobile devices that grant the device special access or unique identification should
be configured for remote wipe on demand or self deletion based on a number of unsuccessful
login or access attempts. Altematively, methods may be used to revoke or invalidate the unique
certificate or keys associated with a device.

Minimum Password/Pin (Reference CJIS Security Policy Section 5.6.2.1)

The minimum password protections identified in the CJIS Security Policy may not be

appropriate for the device PlN/password due to immediate access requirement for some device
functions (e.g. phone function) secured by the device PlN/password and the difficulty to enter a

complex password under emergency conditions on a small screen. In cases where the risk of a
complex password on the device itself is deemed significant, a layered authentication approach
may be necessary where CJI or access to CJI is protected via one or more additional layers of
access control beyond the device PlN/password. In cases where the CJI or access to the CJI is
cryptographically segregated from applications accessible using the device level PlN/Password
(e.g. secure application or secure browser vice the built-in browser) the authentication
mechanism for the secure application or browser may satisfy the CJIS Security Policy
requirements if fully compliant as a stand-alone application.

Configuration Management

Due to the potential for inconsistent network access or monitoring capability on mobile devices,
methods used to monitor and manage the configuration of traditional full featured operating
systems may not function properly on limited function mobile operating systems. Configuration
Management systems in the mobile environment may be designed in order to duplicate some of
the functions typically performed by traditional anti-malware systems that will not function
properly on some mobile operating systems.

Mobile Device Management (MDM)/E nterpris e M ob ility Management (EMM)

MDM and EMM systems and applications coupled with device specific technical policy can

provide a robust method for device configuration management if properly implemented. MDM
capabilities include the application of mandatory policy settings on the device, detection of

8t4t2014
CJISD.ITS-DOC.O8 1 4O-5.3

G-44



unauthorized configurations or software/applications, detection of rooting/jailbreaking of the
device, and many other security policy related functions. In many cases, the most cost effective
way to achieve CJIS Security Policy compliance on mobile devices is the selection of MDM or
EMM applications and infrastructure appropriate to the mobile operating systems and intended
access to CJI on the mobile devices. MDM/EMM functions may be applicable to most of the
CJIS Security Policy requirements and allow for significant compensating controls in areas

where traditional methods of CJIS Security Policy compliance are not technically feasible.
Section 5.5.7.3.3 of the CJIS Security Policy specifies the minimum functions required for
MDM. However, careful selection of the MDM product will potentially provide a cost effective
method for additional areas of compliance in the access, auditing, incident response,

authentication, media protection and system integrity sections of the CJIS Security Policy.

Device Bachups/Images

Device images and backups provide protection against data loss, but also provide a method to
quickly recover a device after damage or potential compromise. Due to an inherently limited
ability to access the internal file structure of mobile devices, it can be difficult to easily identify a

device compromise or illicit modification of the device. Some device imaging and assessment

software may provide a secondary forensic capability, especially if there is intent for the device
to be used outside the United States.

Bring Your Own device (BYOD) employment

BYOD environments pose significant challenges to the management of secure device
configurations. ln many cases it may be impossible to apply effective security that is acceptable
to the device owner or it may require extremely costly compensating controls to allow access to
CJI on personally owned devices. While allowed by the CJIS Security Policy, agencies are

advised to conduct a detailed cost analysis of the ancillary costs of compliance with CJIS

Security Policy on personally owned devices when they are approved for use. In some cases, a

BYOD user may agree to abide by the same device configurations and limitations as imposed on

an agency owned device, but signed user agreements should still be in place to ensure the agency
has a legal right to recover or clear the device of all data prior to device disposal or employee
termination. In other cases, robust secure applications may provide acceptable levels of
compliance in a BYOD environment for limited CJI access but application design and

architecture should assume the device itself is un-trusted. If MDMiEMM software capable of
detecting rooting or jailbreaking of the device is not installed, any CJIS or data access occurring
from the device is at a substantially higher risk of compromise.

ConJigur ations and tests

Common configurations specific to all employed mobile devices should be developed to ensure

compliance. Configuration tests should be developed and executed on all versions of mobile
devices under all possible connectivity scenarios to ensure CJIS Security Policy compliance
under all expected operating conditions. Since mobile devices can expect to operate in different
physical and network environments, testing and validating correct security functions is more

critical than on fixed computing platforms. Additionally, security functions that function
properly on one version of a mobile operating system on a particular device may not function in
the same manner even on the same version on a different device or a different version on the

same device
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Media Protection

Some mobile device hardware platforms include the ability to add removable storage in the form
of memory cards. This function is primarily related to Android and Windows mobile platforms
and is intentionally limited on Apple devices, but may be possible through certain application
functions. While the Android platform performs robust cryptographic separation of data stores

between applications within the 'internal' storage of the device, the Android OS does not provide
secure separation of data stores on oexternal' storage. Some Android hardware devices include
additional storage hardwired inside the device that is classified by the operating system as

external storage and the normal separation between applications accessing that storage is not
applied. Each potential device considered for acquisition must be assessed regarding specific
'external' media protection requirements which may actually include built-in media or storage.

Protection of device connected media

As a result of the limited protection and encryption capabilities applied to device removable
media and SIM cards for cellular provisioning that include onboard data storage, all extemally
removable media or memory should be handled consistently with the CJIS Security Policy on
media protection.

Encryption for device media

While most mobile operating systems have the capability to encrypt internal storage, it may
require specific device settings to be enabled. All mobile device storage should meet the
encryption requirements identified for media in the CJIS Security Policy. Specific settings may
need to be applied to ensure proper encryption is actually employed. Additionally, the device
builrin encryption capability is typically tied to the device PIN or password. Depending on the
device PIN or password requirements the integrated encryption may be easily bypassed by
password guessing and appropriate consideration should be made to ensure additional encryption
protected by advanced authentication methods be applied to all CJI.

Physical Protection

Due to small form factors and the fact that mobile devices are often stored in lower security areas

and vehicles, physical protection of the devices must be considered in both policy and training.
Physical protections will often be the responsibility of the assigned device user and physical
protections typically inherited by individual information systems from a secure facility will not
be available to mobile devices which will require compensating controls to achieve compliance.

D ev ic e T r ac k i n g/Re cov e ry

MDM software as well as some integrated mobile operating system functions may allow tracking
of stolen or lost devices via 'always-on' cellular data connections and the devices built-in GPS.

Device tracking with WiFi only or 'on-demand' cellular access may not be reliable. Enabling
device tracking capabilities, while not a replacement for secure storage, could be a compensating
control used to substantially reduce overall device risk in some scenarios. Device tracking is not
currently required in the CJIS Security Policy but should be applied to agency owned devices
where possible as a risk mitigation factor. Enabling of device tracking on personally owned
devices in a BYOD environment may raise employee privacy concems and should be considered
only for critical systems with the full knowledge of the employee and concurrence of the legal
department. This is an enhanced risk that must be accepted for BYOD employments and should
be considered when allowing BYOD employment. Device tracking is available for both limited
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function mobile operating systems as well as traditional operating systems installed on laptop
devices.

Access to device tracking software or applications within the organization should be controlled
with limits and formal processes required to initiate a tracking action. It is advisable to include
appropriate clauses in user agreements under what conditions and controls the organization
applies to device tracking.

D evices utilizing unique device identilicatio n/certificates

Devices utilizing unique device identification or have installed certificates may require
additional physical protection and/or additional incident handling steps in case of device loss in
order to ensure the device unique identifier or certificate is immediately revoked or disabled.
Additional physical protection rules or policy would be appropriate for any device which
contains access mechanisms tied to the device.

System Integrity (CJIS Policy Section 5.10)

Managing system integrity on limited function mobile operating systems may require methods
and technologies significantly different from traditional full feature operating systems. In many
cases the requirements of Section 5.10 of the CJIS Security Policy cannot be met with a mobile
device without the installation of a third party MDM or EMM application and supporting server
infrastructure.

Patching/Updates

MDM software may provide compliance to the Section 5.10.4.1 patch management requirements
for particular platforms and software versions. However, devices without 'always-on' cellular
connections may not be reachable for extended periods of time by the MDM or EMM solution
either to report status or initiate patching. Supplementary or manual device accountability
methods may need to be implemented to account for devices without persistent connections to
ensure their patch and update state is current. Alternatively, some patches or system updates may
not be practical over cellular connections and will require connection of devices to a WiFi
network. Compliance with CJIS Security Policy requirements through purely technical means

may not be practical and considerations should be made for aggressive management of devices
through training and mandatory periodic connection of devices to organizationally managed

WiFi networks.

TECHNOLOGY NOTE: Apple and Android based devices have different potential issues

regarding device operating system updates. Apple maintains support for updating the operating
system on Apple hardware for several device generations (typically 3-5 years) and provides a

robust mechanism for system updates. However, updates to Android based systems are driven by
the individual device manufacturer which may or may not support regular updates to current
Android operating system versions. Additionally, different Android device vendors may offer
updates/upgrades to the Android operating system on different schedules, which can complicate
environments util izing Android devices from multiple manufacturers.

Malicious code protection/Restriction of installed applications und application permissions

MDM or EMM software will typically allow restrictions on installed applications. One of the
few effective attack vectors to compromise mobile operating systems is to manipulate the device
user to install a malicious application. Even though the application may be restricted from
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accessing other application data, it may have some access to common data stores on the device
and access to device functions (e.g. GPS, microphone, and camera) that are undesirable.
Unrestricted installation of applications by the device user could pose a significant risk to the
device.

Malicious code protection using traditional virus scanning software is technically infeasible on
most limited function mobile operating systems that are not rooted or jailbroken. The integrated
data and program separations prevent any third party installed program from accessing or
'scanning' within another application data container. Even if feasible, power and storage

limitations would be prohibitive in the effect on device battery life and storage capacity on most
mobile devices. However, the cryptographic separation between applications and effective
application virtualization technologies built into common mobile operating systems partially
compensate for the lack of traditional virus scanning technologies. Appropriately configured
MDM software is capable of checking the installed applications on the device and reporting the
software inventory to a central management console in a matter analogous to traditional virus
scan detection of unauthorized software. This behavior is analogous to the software inventory
performed by anti-virus products and can provide a high degree of confidence that only known
software or applications are installed on the device. While it is theoretically possible to bypass

the application sandboxing and data segregation protections to compromise a mobile device
through the web browser, the attack methods required are significantly more advanced than those

required for a traditional full featured operating system. Malicious code protections on the device

web browser can be enforced through the use of a properly protected web proxy which the
device is configured to use as a mandatory device policy. The most common method of
malicious code installation is enticing the user to manually install the malicious app which can

be mitigated on organizational devices using an MDM or other application installation
restrictions which prevent the user from installing unauthorized or unknown applications.
Mitigation of this issue within BYOD environments may not be possible and will present a

significantly enhanced risk to the device.

TECHNOLOGY NOTE: In the particular area of application installation there is a significant
difference between the behavior of Apple iOS and Android platforms. Apple cryptographically
restricts the way applications will execute on the device and assigns mandatory application
permissions when the application code is signed prior to release on the Apple App Store for
distribution. Apps on the Apple platform must conform to Apple's policy on app behavior and

cannot exceed their design permissions on access to common device functions once the app has

been signed and distributed. However, the Apple method does not typically advertise the precise

intemal permissions granted to the app to the user prior to installation. At runtime, the app is
required to request user permission to access certain device functions, and the user may agree or
not agree, which may introduce risk if they are unaware of what they are agreeing to allow.
Unsigned or un-trusted apps are cryptographically prevented from executing on non-jailbroken
iOS devices. Apple provides a mechanism for organizations to distribute custom apps within an

organization with equivalent protections but all receiving devices must have a special certificate
installed that will only allow offi"iut App Store and the organrzation custom apps to execute.

Conversely, the Android platform, while also requiring app code signing, allows for self-signed
code which can be distributed be means other than an official app store and execute on any
Android device. Application permissions are presented to the user once at app installation but
ramifications of agreement to certain app permissions may not be obvious to a non-technical
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user. Permissions in the Android model require user acceptance of all app requested permissions
or the app is denied installation, which can result in unwise user acceptance of excessive
permissions in order to gain functionality provided by the app.

On either platform user installation of applications can significantly change the security state of
the device. Applications may be able to transmit and receive data or share device common data
with other devices over the network or local WiFi or Bluetooth connection. On either platform it
is highly desirable to limit allowable applications to a pre-approved pool of apps via MDM or
organizational App store structures and device policy. However, the risks associated with
uncontrolled app installation is several orders of magnitude greater on Android based devices.

WARNING: Rooted or jailbroken devices are modified in such a manner that the built in
protections against malicious code are effectively disabled. A rooted or jailbroken device would
require significant and costly compensating controls to achieve compliance.

Firew al l/ID S c ap u b ility

Traditional device or "personal' firewalls as identified in CJIS Security Policy Section 5.10.4.4
may not be practical on limited function mobile device operating systems but significant
compensating controls are available. By default, mobile device operating systems have a limited
number of system services installed and carefully controlled network access. To a certain extent
the mobile operating system performs similar effective functions as a personal firewall would
perform on a general purpose operating system. Potential compensating controls for the five (5)
personal firewall requirements specified in Section 5.10.4.4 are listed below:

1. Manage Program Access to the Internet: On agency controlled devices with an MDM,
limiting the apps installed on the device will effectively perform the same function. Since

no software or apps can be installed without MDM approval a robust approval process

can effectively ensure internet access is only granted to approved apps. Built-in apps and

functions can also be limited on network access by the MDM.
2. Block unsolicited requests to connect to the user device: Default configurations for

mobile operating system platforms typically block incoming requests. It is possible to

install an app that may 'listen' on the network and accept connections, but the same

compensating control identified in item I will mitigate the likelihood of that occurring.

3. Filter incoming traffic by IP address or protocol: Protocol filtering effectively occurs due

to the limited function of the operating sys long as no installed application opens network

access ports. The mitigations in 1 effectively compensate for this control as well.
4. Filter incoming traffic by destination pofts: Same as 3.

5. Maintain an IP traffic log: This may not be technically feasible on most mobile operating

system platforms as maintaining this log would require access to lower level operating

system functions that are not accessible unless the device is rooted or jailbroken.

However, individual Apps that communicate over the network or accept connections

from the network may permit logs of IP traffic associated to that application to be stored.

Spam Protection
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Spam guards installed on corporate or organizational email systems may effectively accomplish
the spam protection requirements for the CJIS Security Policy on mobile devices if properly
configured to block spam before delivery to the device. If no upstream spam guard is installed on
the mail server the mobile devices accesses, the device may not have adequate spam protection.
Additionally access to internet based email (web mail) would need to be restricted to web mail
with appropriate spam and/or antivirus protections to ensure compliance.

Periodic system integrity checks

One method to compensate for the technical infeasibility of traditional anti-virus and malicious
code protection is to install an MDM that performs periodic system integrity checks that validate
device configuration and status against an approved baseline. Deviations may provide indicators
of potential device compromise or mis-configuration.
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APPENDIX H SEGURITY ADDENDUM
The following pages contain the legal authority, purpose, and genesis of the Criminal Justice
Information Services Security Addendum (H}-HD the Security Addendum itself (H5-H6);
and the Security Addendum Certification page (H7).
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES

SECURITY ADDENDUM

Legal Authority for and Purpose and Genesis of the
Security Addendum

Traditionally, law enforcement and other criminal justice agencies have been
responsible for the confidentiality of their information. Accordingly, until mid-1999, the
Code of Federal Regulations Title 28, Part 20, subpart C, and the National Crime
lnformation Center (i.{CIC) policy paper approved December 6, 1982, required that the
management and exchange of criminal justice information be performed by a criminal
justice agency or, in certain circumstances, by a noncriminal justice agency under the
management control of a criminal justice agency.

In light of the increasing desire of governmental agencies to contract with private
entities to perform administration of criminal justice functions, the FBI sought and obtained
approval from the United States Department of Justice (DOJ) to permit such privatization
of traditional law enforcement functions under certain controlled circumstances. In the
Federal Register of May 10, 1999,the FBI published a Notice of Proposed Rulemaking,
announcing as follows:

l. Access to CHRI [Criminal History Record Information] and
Related Information, Subject to Appropriate Controls, by a Private Contractor
Pursuant to a Specific Agreement with an Authorized Governmental Agency
To Perform an Administration of Criminal Justice Function (Privatization).
Section 534 of title 28 of the United States Code authorizes the Attorney
General to exchange identification, criminal identification, crime, and other
records for the official use of authorized officials of the federal govemment,
the states, cities, and penal and other institutions. This statute also provides,
however, that such exchanges are subject to cancellation if dissemination is
made outside the receiving departments or related agencies. Agencies
authorized access to CHRI traditionally have been hesitant to disclose that
information, even in furtherance of authorized criminal justice functions, to
anyone other than actual agency employees lest such disclosure be viewed as

unauthorized. In recent years, however, governmental agencies seeking
greater efficiency and economy have become increasingly interested in
obtaining support services for the administration of criminal justice from the
private sector. With the concunence of the FBI's Criminal Justice
Information Services (CJIS) Advisory Policy Board, the DOJ has concluded
that disclosures to private persons and entities providing support services for
criminaljustice agencies may, when subject to appropriate controls, properly
be viewed as permissible disclosures for purposes of compliance with 28
u.s.c. 534.

We are therefore proposing to revise 28 CFR 20.33(a)(7) to provide
express authority for such arrangements. The proposed authority is similar to
the authority that already exists in 28 CFR 20.21(b)(3) for state and local
CHRI systems. Provision of CHRI under this authority would only be
permitted pursuant to a specific agreement with an authorized governmental
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agency for the purpose of providing services for the administration of
criminal justice. The agreement would be required to incorporate a security
addendum approved by the Director of the FBI (acting for the Attorney
General). The security addendum would specifically authorize access to
CHRI, limit the use of the information to the specific purposes for which it is
being provided, ensure the security and confidentiality of the information
consistent with applicable laws and regulations, provide for sanctions, and
contain such other provisions as the Director of the FBI (acting for the
Attorney General) may require. The security addendum, buttressed by
ongoing audit programs of both the FBI and the sponsoring governmental
agency, will provide an appropriate balance between the benefits of
privatization, protection of individual privacy interests, and preservation of
the security of the FBI's CHRI systems.

The FBI will develop a security addendum to be made available to
interested governmental agencies. We anticipate that the security addendum
will include physical and personnel security constraints historically required
by NCIC security practices and other programmatic requirements, together
with personal integrity and electronic security provisions comparable to those
in NCIC User Agreements between the FBI and criminal justice agencies.
and in existing Management Control Agreements between criminal justice
agencies and noncriminal justice governmental entities. The security
addendum will make clear that access to CHRI will be limited to those
officers and employees of the private contractor or its subcontractor who
require the information to properly perform services for the sponsoring
governmental agency, and that the service provider may not access, modify,
use, or disseminate such information for inconsistent or unauthorized
purposes.

Consistent with such intent, Title 28 of the Code of Federal Regulations (C.F.R.)
was amended to read:

$ 20.33 Dissemination of criminal history record information.

a) Criminal history record information contained in the Interstate
Identification Index 0II) System and the Fingerprint Identification
Records System (FIRS) may be made available:

1) To criminal justice agencies for criminal justice pu{poses, which
purposes include the screening of employees or applicants for
employment hired by criminal justice agencies.

2) To noncriminal justice governmental agencies performing criminal
justice dispatching functions or data processing/information services
for criminal justice agencies; and

3) To private contractors pursuant to a specific agreement with an
agency identified in paragraphs (a)(1) or (a)(6) of this section and for
the purpose of providing services for the administration of criminal
justice pursuant to that agreement. The agreement must incorporate a
security addendum approved by the Attorney General of the United
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States, which shall specifically authorize access to criminal history
record information, limit the use of the information to the purposes for
which it is provided, ensure the security and confidentiality of the
information consistent with these regulations, provide for sanctions,
and contain such other provisions as the Attorney General may
require. The power and authority of the Attorney General hereunder
shall be exercised by the FBI Director (or the Director's designee).

This Security Addendum, appended to and incorporated by reference in a

government-private sector contract entered into for such purpose, is intended to insure that
the benefits of privatization are not attained with any accompanying degradation in the
security of the national system of criminal records accessed by the contracting private
party. This Security Addendum addresses both concerns for personal integrity and
electronic security which have been addressed in previously executed user agreements and
management control agreements.

A government agency may privatize functions traditionally performed by criminal
justice agencies (or noncriminal justice agencies acting under a management control
agreement), subject to the terms of this Security Addendum. If privatized, access by a
private contractor's personnel to NCIC data and other CJIS information is restricted to only
that necessary to perform the privatized tasks consistent with the government agency's
function and the focus of the contract. If privatized the contractor may not access, modify,
use or disseminate such data in any manner not expressly authorized by the government
agency in consultation with the FBI.
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FEDERAL BUREAU OF INVESTIGATION

CRIMINAL JUSTICE INFORMATION SERVICES

SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as "security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information."

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, regulations, and standards (including
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship
so that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks
and support facilities supporting and/or acting on behalf of the government agency.

1.00 Definitions

1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a
private contractor subject to this Security Addendum.

1.02 Contractor - a private business, organization or individual which has entered into an

agreement for the administration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be
signed by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01 The Contractor will maintain a security program consistent with federal and state laws,
regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by
the Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00 SecurityViolations.
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02 Security violations can justify termination of the appended agreement.

4.03 Upon notification, the FBI reserves the right to:

a. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links.
The FBI will provide the CSO with timely written notice of the suspension.
Access and services will be reinstated only after satisfactory assurances have been
provided to the FBI by the CGA and Contractor. Upon termination, the
Contractor's records containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addendum.

6.00 Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA,
and FBI.

6.02 The following documents are incorporated by reference and made part of this
agreement: (l) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations,Part20. The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this document do not constitute the sole understanding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requirements upon the Contractor.

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBl.

6.05 All notices and correspondence shall be forwarded by First Class mail to:

Assistant Director

Criminal Justice Information Services Division, FBI

1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INYESTIGATION

CRIMINAL JUSTICE INFORMATION SERVICES

SECURITY ADDENDUM

CERTIFICATION

I hereby certify that I am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security
Policy; and (4) Title 28, Code of Federal Regulations, Part20, and agree to be bound by their
provisions.

I recognize that criminal history record information and related data,by its very nature,
is sensitive and has potential for great harm if misused. I acknowledge that access to criminal
history record information and related data is therefore limited to the purpose(s) for which a
govemment agency has entered into the contract incorporating this Security Addendum. I
understand that misuse of the system by, among other things: accessing it without
authorization; accessing it by exceeding authorization; accessing it for an improper purpose;
using, disseminating or re-disseminating information received as a result of this contract for a
purpose other than that envisioned by the contract, may subject me to administrative and
criminal penalties. I understand that accessing the system for an appropriate purpose and then
using, disseminating or re-disseminating the information received for another purpose other
than execution of the contract also constitutes misuse. I further understand that the occuffence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse includes, but is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.

Printed Name/Signature of Contractor Employee Date

€]t:* \
SHAJI ZECHARIAH ***-}* \- '"""ffis'k-.s-t""*\ 

1 1 tgotls

Printed Name/Signature of Representative Date

Applications Software Technology Corporation

Organization and Title of Contractor Representative
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APPENDIX J NONCRIMINAL JUSTICE AGENCY
SUPPLEMENTAL GUIDANCE

This supplemental guidance for noncriminal justice agencies (NCJA) is provided
specifically for those whose only access to FBI CJI is authorized by legislative enactment or
federal executive order to request civil fingerprint-based background checks for licensing,
employment, or other noncriminal justice purposes, via their State Identification Bureau
and/or Channeling agency. This guidance does not apply to criminal justice agencies covered
under an active user agreement with the FBI CJIS Division for direct connectivity to the FBI
CJIS Division via the FBI CJIS Wide Area Network. Examples of the target audience for this
supplemental guidance include school boards, banks, medical boards, gaming commissions,
alcohol and tobacco control boards, social services agencies, pharmacy boards, etc. The
information below identifies the sections of the CJIS Security Policy most closely related to
the NCJA's limited scope of interaction with CJI.

l. The following CJIS Security Policy sections comprise the minimum standard
requirements in all situations:

a. 3.2.9 - Local Agency Security Officer (LASO)

b. 5.1 .1.6 - Agency User Agreements

c. 5.1.1.7 - Outsourcing Standards for Channelers*

d. 5.1.3 - Secondary Dissemination

e. 5.2.1 .1- All Personnel (Security Awareness Training)

f. 5.3 - Incident Response

g. 5.4 - Auditing and Accountability

h. 5.8 - Media Protection

i. 5.9.2 - Controlled Area

j. 5.l l - Formal Audits **

k. 5.12 * Personnel Security***

* Note: Outsourcing Standard applies when contracting with channeling or
outsourcing agency.

**Note: States shall periodically conduct audits of NCJAs. The FBI CJIS Division
shall triennially conduct audits of a sampling of NCJAs.

*** Note: See the National Crime Prevention and Privacy Compact Council's
Outsourcing Standard for Contractor background check requirements.

2. Agencies located within states having passed legislation authorizing or requiring civil
fingerprint-based background checks for personnel with access to criminal history
record information for the purposes of licensing or employment shall follow the
guidance in Section 5.12. Agencies located within states without this authorization or
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3.

requirement are exempted from the fingerprint-based background check requirement
until such time as appropriate legislation has been written into law.

When receiving CJI via encrypted e-mail or downloading from a web-site and

subsequently storing the information as an encrypted electronic image Authorized
Recipients should, in addition to all of the aforementioned sections, focuS on

compliance with policy sections:

a. 5.5.2.4 - Access Control - Encryption

b. 5.6 - Identification and Authentication (web-site access)

c. 5.1 0.1 .2 - System and Communications Protection - Encryption

When receiving CJI via e-mail or retrieving CJI from a website and subsequently
storing the CJI electronically, Authorized Recipients should, in addition to La-l.k
above, focus on compliance with policy sections:

5.5.2.4 - Access Control - Encryption

5.6 - Identification and Authentication

5.7 - Configuration Management

5.10 - System and Communications Protection and Information Integrity

5. If an NCJA further disseminates CJI via encrypted e-mail to Authorized Recipients,
located outside the NCJA's designated controlled area, the NCJA should, in addition
to 1.a-3.c above, focus on compliance with policy sections:

5.7 - Configuration Management

5.10 - System and Communications Protection and lnformation Integrity

6. If an NCJA further disseminates CJI via secure website posting to Authorized
Recipients, located outside the NCJA's designated controlled area, the NCJA should
focus on all sections outlined in 1.a-4.d above.

4.

a.

b.

c.

d.

a.

b.
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APPENDIX K CRIMINAL JUSTICE AGENCY
SUPPLEMENTAL GUIDANCE

This supplemental guidance is directed toward those criminal justice agencies that
have historically not been subject to audit under the CJIS Security Policy guidelines. The
target audience typically gains access to CJI via fax, hardcopy distribution or voice calls; does
not have the capability to query state or national databases for criminal justice information;
and, may have been assigned an originating agency identifier (ORI) but is dependent on other
agencies to run queries on their behalf. This guidance does not apply to criminal justice
agencies covered under an active information exchange agreement with another agency for
direct or indirect connectivity to the state CSA - in other words those agencies traditionally
identified as "terminal agencies". The information below identifies the sections of the CJIS
Security Policy the target audience will most often encounter:

1. The following CJIS Security Policy sections comprise the minimum standard
requirements in all situations:

a. 3.2.9 - Local Agency Security Officer (LASO)

b. 5.1.1.3 - Criminal Justice Agency User Agreements

c. 5.1 .3 - Secondary Dissemination

d. 5.2.1.1 - Security Awareness Training

e. 5.3 - Incident Response

f. 5.4.6 * Audit Record Retention

g. 5.8 - Media Protection

h. 5.9 - Physical Security

i. 5.10.2 -Facsimile Transmission of CJI

j 5.1 1 - Formal Audits*

k. 5.12 - Personnel Security

*Note: States shall trienniallv audit all CJAs

2. When receiving CJI via encrypted e-mail or downloading from a web-site and

subsequently storing the information as an encrypted electronic image Authorized
Recipients should, in addition to all of the aforementioned sections, focus on
complying with policy sections:

a. 5 .5.2.4 - Access Control - Encryption

b. 5.6 - Identification and Authentication

c. 5.10.1.2 - System and Communications Protection - Encryption
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3. When receiving CJI via e-mail or retrieving CJI from a website and subsequently
storing the CJI electronically, Authorized Recipients should, in addition to 1.a-l.k
above, focus on complying with policy sections:

a. 5.5.2.4 -Access Control -Encryption
b. 5.6 - Identification and Authentication

c. 5.7 - Configuration Management

d. 5.10 - System and Communications Protection and Information Integrity
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Exhibit 3

Cook Countv Information Technologv Special Conditions (lTSCs)

DEFINIT!ONS FOR SPECIAL CONDITIONS

1.1. "Assets" means Equipment, Software, lntellectual Property, lP Materials and other assets

used in providing the Services. Assets are considered in use as of the date of deployment.

1,.2. "Business Associate Agreemen( or "BAA" means an agreement that meets the
requirements of 45 C.F.R. L64.504(e).

1.3. "Business Continuity Plon" means the planned process, and related activities, required
to maintain continuity of business operations between the period of time following declaration of a

Disaster until such time an lT environment is returned to an acceptable condition of normal business

o peration.

1,.4. "Cardholder Dota" means data that meets the definition of "Cardholder Data" in the most
recent versions of the Payment Card lndustry's Data Security Standard.

1.5. "Chonge" means, in an operational context, an addition, modification or deletion to any

Equipment, Software, lT environment, lT systems, network, device, infrastructure, circuit, documentation
or other items related to Services. Changes may arise reactively in response to lncidents/Problems or
externally imposed requirements (e.g., legislative changes), or proactively from attempts to (a) seek
greater efficiency or effectiveness in the provision or delivery of Services; (b) reflect business initiatives;
or (c) implement programs, projects or Service improvement initiatives.

1.6. "Chonge Monagemenf' means, in an operational context, the Using Agency-approved
processes and procedures necessary to manage Changes with the goal of enabling Using Agency-approved
Changes with minimum disruption.

1.7. "Chonge Ordey''means a document that authorizes a Change to the Services or
Deliverables under the Agreement, whether in time frames, costs, or scope.

1,.8. "Change Reques{ means one Party's request to the other Party for a Change Order.

1.9. "Contractof' has the same meaning as either: (a) both "Contractot'' and "Consultant" as

such terms are defined, and may be interchangeably used in the County's Professional Services

Agreement, if such document forms the basis of this Agreement or (b) "Contractor'' as defined in the
County's lnstruction to Bidders and General Conditions, if such document forms the basis of this
Agreement.

1.1-0. "Controctor Confidentiol lnformation" means all non-public proprietary information of
Contractor that is marked confidential, restricted, proprietary, or with a similar designation; provided that
Contractor Confidential lnformation excludes: (a) Using Agency Confidential lnformation, (b) Using Agency

Data; (c) information that may be subject to disclosure under lllinois Freedom of lnformation Act, 5 ILCS

1.40/t et seq. or under the Cook County Code of Ordinances; and (d) the terms of this Agreement,
regardless of whether marked with a confidential designation or not.

1.11. "Controctor Focilities" means locations owned, leased or otherwise utilized by
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Contractor and its Subcontractors from which it orthey may provide Services.

7.12. "Controctor lntellectual Property'' means all lntellectual Property owned or licensed by

Contractor.

1.13. "Contrdctor lP Moterials" means all lP Materials owned or licensed by Contractor.

L.14. "Contractor Personnel" means any individuals that are employees, representatives,
Subcontractors or agents of Contractor, or of a direct or indirect Subcontractor of Contractor.

1.15. "Controctor-Provided Equipmenl' means Equipment provided by or on behalf of
Contractor."

1.16. "Controctor-Provided Softwore" means Software provided by or on behalf of Contractor.

L.17. "Criminol tustice lnformotion" means data that meets the definition of "Criminal Justice

lnformation" in the most recent version of FBI's OIS Security Policy and also data that meets the definition
of "Criminal History Record lnformation" at 28 C.F.R. 20.

1.18. "Criticol Milestone" means those milestones critical to the completion of the Services as

identified in this Agreement, in any work plan, project plan, statement of work, or other document
approved in advance by the Using Agency.

1.19. "Doto Protection Lows" means laws, regulations, regulatory requirements, industry self-
regulatory standards, and codes of practice in connection with the processing of Personal lnformation,
including those provisions of the Health lnsurance Portability and Accountability Act of 1995 (42 U.S.C. S$

1320(d) et seq.) as amended by the Health lnformation Technology for Economic and Clinical Health Act

of 2009 (42 U.S.C. SS 17921 et seq.) and the Payment Card lndustry standards.

L.20. "Doto Security Breach" means (a) the loss or misuse (by any means) of any Using Agency

Data or other Using Agency Confidential lnformation; (b) the unauthorized or unlawful access, use, or
disclosure of any Using Agency Data or other Using Agency Confidential lnformation; or (c) any other act

or omission that compromises the security, confidentiality, integrity or availability of any Using Agency

Data or other Using Agency Confidential lnformation.

L.zt. "Deliveroble" has the same meaning as either: (a) "Deliverable" as defined in the County's
Professional Services Agreement, if such document forms the basis of this Agreement; or (b) "Deliverable"

as defined in the County's lnstruction to Bidders and General Conditions, if such document forms the basis

of this Agreement. ln either case, Deliverables includes without limitation Contractor-Provided
Equipment, Contractor-Provided Software, and Developed lntellectual Property.

1.22. "Developed tntellectual Property'' means lntellectual Property as well as any lP Materials
conceived, developed, authored or reduced to practice in the course of or in connection with the provision

of the Services, including, but not limited to: (a) modifications to, or enhancements (derivative works) of,

the Using Agency lntellectual Property or the Using Agency lP Materials; (b) Developed Software; (c)

documentation, training materials, or other lP Materials that do not modify or enhance then existing Using

Agency lP Materials; and (d) modifications to or enhancements (derivative works) of, Third Party

lntellectual Property or related lP Materials to the extent not owned by the licensor of the Third Party

lntellectual Property under the terms of the applicable license.
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1.23. "Developed Software" any Software conceived, developed, authored or reduced to
practice in the course of or in connection with the provision of the Services (including any modifications,

enhancements, patches, upgrades or similar developments).

L.24. "Disastel'means a sudden, unplanned, calamitous event causing substantial damage or
loss as defined or determined by a risk assessment and business impact analysis, and which creates an

inability or substantial impairment on the organization's part to provide critical business functions for a

material period of time. This also includes any period when the Using Agency management decides to
divert resources from normal production responses and exercises its Disaster Recovery Plan.

7.25. "Disoster Recovery Plon" means the planned process, and related activities, required to
return an lT environment to an acceptable condition of normal business operation following declaration

of a Disaster.

L.26. "Equipmen( means the computer, telecommunications, network, storage, and related

hardware and peripherals owned or leased by the Using Agency or its Third Party Contractors, or by

Contractor or its Subcontractors, and used or supported by Contractor or its Subcontractors, or by the
Using Agency or its agents, in connection with the Services.

1..27. "Exit Assistonce Plon" means a detailed plan for the delivery of the Exit Assistance

Services.

L.28. "Exit Assistance Period" has the meaning given in Section 9.2.

1.29. "ExitAssistonce Services" means such exit assistance services as are reasonably necessary

from Contractor and/or its Subcontractors to enable a complete transition of the affected Services to the
Using Agency or the Using Agency's designee(s), including, but not limited to, all of the services, tasks and

functions described in Section 9.

1.30. "lllicit Code" means any hidden files, automatically replicating, transmitting or activating

computer program, virus (or other harmful or malicious computer program) or any Equipment-limiting,

Software-limiting or Services-limiting function (including, but not limited to, any key, node lock, time-out
or similar function), whether implemented by electronic or other means.

1-.31. "lnciden{'means any event that is not part of the standard operation of a service in the
Using Agency lT environment (including an event in respect of the Services or any Equipment or Software)

and that causes, or may cause, an interruption to, or a reduction in the quality of, that service. The Using

Agency will determine the severity level of each reported lncident.

1.32. "lntellectuot Propeny'' means any inventions, discoveries, designs, processes, software,

documentation, reports, and works of authorship, drawings, specifications, formulae, databases,

algorithms, models, methods, techniques, technical data, discoveries, know how, trade secrets, and other
technical proprietary information and all patents, copyrights, mask works, trademarks, service marks,

trade names, service names, industrial designs, brand names, brand marks, trade dress rights, lnternet
domain name registrations, lnternet web sites and corporate names, and applications forthe registration

or recordation of any of the foregoing.

1.33. "lP Materials" means works of authorship, software, documentation, processes, designs,

drawings, specifications, formulae, databases, algorithms, models, methods, processes and techniques,
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technical data, inventions, discoveries, know how, the general format, organization, or structure of any

report, document or database, and other technical proprietary information.

1.34. "Lows" means all United States federal, state and local laws or foreign laws, constitutions,
statutes, codes, rules, regulations, ordinances, executive orders, decrees, edicts of or by any
governmental authority having the force of law or any other legal requirement (including common law),

including Data Protection Laws and the Cook County Code of Ordinances.

1.35. "Open Source Materials" meaRS any Software that: (a) contains, or is derived in any

manner (in whole or in part) from, any Software that is distributed as free Software, open source Software,
shareware (e.g., Linux), or similar licensing or distribution models; and (b) is subject to any agreement
with terms requiring that such Software be (i) disclosed or distributed in source code or object code form,
(ii) licensed for the purpose of making derivative works, andlor (iii) redistributable. Open Source Mater,ials

includes without limitation "open source" code (as defined by the Open Source lnitiative) and "free" code
(as defined by the Free Software Foundation).

1.35. "Porty''means either County, on behalf of County and its Using Agencies, or Contractor.

1.37. "Porties" means both County, on behalf of County and its Using Agencies, and Contractor.

1.38. "Personol lnformation" means personal data or information that relates to a specific,

identifiable, individual person, including Using Agency personnel and individuals about whom the Using

Agency, Contractor, Contractor's Subcontractors or affiliates has or collects financial and other
information. For the avoidance of doubt, Personal lnformation includes the following: (a) any
government-issued identification numbers (e.g., Social Security, driver's license, passport); (b) any

financial account information, including account numbers, credit card numbers, debit card numbers, and

other Cardholder Data; (c) Criminal Justice lnformation; (d) Protected Health lnformation; (e) user name

or email address, in combination with a password or security question and answer that would permit

access to an account; and (f) any other personal data defined as personally identifiable information under

the breach notification laws of the fifty states.

1.39. "Problem" means the underlying cause of one or more lncidents, including where such

cause is unknown or where it is known and a temporary work-around or permanent alternative has been

identified.

1.40. "Protected Heatth tnformotion" or PHI shall have the same meaning as the term
"Protected Health lnformation" in 45 C.F.R. 160.103.

1..4L. "Public Record" shall have the same meaning as the term "public record" in the lllinois

Local Records Act, 50 ILCS 205/1 et seq.

1.42. "Required Consent" means that consent required to secure any rights of use of or access

to any of Using Agency-Provided Equipment, Using Agency-Provided Software, Using Agency lntellectual
Property, Using Agency lP Materials, any other Equipment, any other Software whether Third Party

Software or otherwise, any other lntellectual Property whether Third Party lntellectual Property or
otherwise, any other lP Material, any of which are required by, requested by, used by or accessed by

Contractor, its Subcontractors, employees or other agents in connection with the Services.
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1.43. "services" either: (a) has the same meaning as "services" as defined in Article 3 of the
County's Professional Services Agreement, if such document forms the basis of this Agreement or (b)

collectively means all of Contractor's services and other acts required in preparing, developing, and

tendering the Using Agency's Deliverables as "Deliverables" is defined in the County's lnstruction to
Bidders and General Conditions, if such document forms the basis of this Agreement.

1-.44. "service Level Agreements" or "5lA" means service level requirement and is a standard
for performance of Services, which sets Contractor and Using Agency expectations, and specifies the
metrics by which the effectiveness of service activities, functions and processes will be measured,

examined, changed and controlled.

1.45. "softwore" means computer software, including source code, object, executable or
binary code, comments, screens, user interfaces, data structures, data libraries, definition libraries,
templates, menus, buttons and icons, and all files, data, materials, manuals, design notes and other items

and documentation related thereto or associated therewith.

L.46. "fhird Pdrty" means a legal entity, company or person that is not a Party to the
Agreement and is not a Using Agency, Subcontractor, affiliate of a Party, or other entity, company or
person controlled by a Party.

7.47. "Third Porty lntellectuol Property''means all lntellectual Property owned by a Third

Party, including Third Party Software.

1.48. 'Third Pdrty Contrdctor" means a Third Party that provides the Using Agency with
products or services that are related to, or in support of, the Seruices. Subcontractors of Contractor are

not "Third Party Contractors."

L.49. "Third Party Software" means a commercial Software product developed by a Third Party

not specifically for or on behalf of the Using Agenry. For clarity, custom or proprietary Software, including

customizations to Third Party Software, developed by or on behalf of the Using Agency to the Using

Agency's specifications shall not be considered Third Party Software.

1.50. "lJsing Agency'' has the same meaning as the term "Using Agency" in the Cook County

Procurement Code, located at Chapter 34, Article lV in the Cook County Code of Ordinances as amended,

as applied to each department or agency receiving goods, Services or other Deliverables under this
Agreement and includes Cook County, a body politic and corporate of the State of lllinois, on behalf of
such Using Agency.

1.51. "llsing Agency Confidentiol tnformotion" means: (a) all non-public proprietary
information of Using Agency that is marked confidential, restricted, proprietary, or with a similar

designation; (b) Using Agency Data; and (c) any information that is exempt from public disclosure under

the lllinois Freedom of lnformation Act, 5 ILCS 140/1 et seq. or under the Cook County Code of Ordinances.

L.52. "lJsing Agency Dotd" means all data, whether Personal lnformation or other data,
provided by the Using Agency to Contractor, provided by Third Parties to Contractor for purposes relating

to this Agreement, or otherwise encountered by Contractor for purposes relating to this Agreement,

including all data sent to Contractor by the Using Agency andlor stored by Contractor on any media

relating to the Agreement, including metadata about such data. To the extent there is any uncertainty as

to whether any data constitutes Using Agency Data, the data in question shall be treated as Using Agency
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Data. Using Agency Data further includes information that is: (a) input, processed or stored by the Using

Agency's lT systems, including any Using Agency-Provided Software; (b) submitted to Contractor or its
Subcontractors by any employees, agents, the Using Agency, Third Parties, business partners, and

customers in connection with the Services or otherwise; (c) lncident records containing information
relating to the Services; (d) Using Agency lntellectual Property and Using Agency lP Materials; (e) any raw

data used to generate reports under this Agreement and any data included therein; and (f) Using Agency

Confidential I nformation.

1-.53. "Using Agency tntellectuol Propefr' means all lntellectual Property owned or licensed

by the Using Agency, including Developed lntellectual Property.

7.54. "lJsing Agency lP Materials' means all lP Materials owned or licensed by the Using

Agency.

Agency.
1.55. "lJsing Agency-Provided Equipmenl' means Equipment provided by or on behalf of Using

1.56. "llsing Agency-Provided Softwore" means Software provided by or on behalf of Using

Agency.

7.57. "WISP" means written information security program.

2. SERVICES AND DETIVERABLES

2.L. Approved Facilities. Contractor will perform Services only within the continental United

States and only from locations owned, leased or othenruise utilized by Contractor and its Subcontractors,
with the following exceptions: (a) Contractor's employees may perform Services remotely (e.g. at an

employee's home) within the continental United States and (b) post-production support may be

performed outside of the continental United States as provided by Section 7.2 of Exhibit 1 - Statement of
Work. Notwithstanding the aforementioned exceptions, Contractor may not perform any Services in

which Contractor has access to CJIS, HIPAA or otherwise confidential data outside of locations owned,
leased or otherwise utilized by Contractor and its Subcontractors within the continental United States.

2.2. Licenses and Export Controls. Contractor will be responsible for obtaining all necessary

export authorizations and licenses for export of technical information or data relating to Using Agency

Data, Software, lntellectual Property, lP Materials, or otherwise under this Agreement.

2.3. Required Consents for Assets in Use and Third Partv Contracts as of the Effective Date.

Contractor shall be responsible for obtaining all Required Consents relating to this Agreement. lf
Contractor is unable to obtain a Required Consent, Contractor shall implement, subject to the Using

Agency's prior approval, alternative approaches as necessary to perform the Services. Contractor shall be

responsible for and shall pay all costs associated with this section, including any fees or other charges

imposedbytheapplicableThirdPartiesasaconditionorconsequenceof theirconsent(e.g.,anytransfer,
upgrade or similar fees). The Using Agency shall cooperate with Contractor and provide Contractor such

assistance in this regard as the Contractor may reasonably request.

2.4. SLAs and Critical Milestones. Commencing on the Effective Date or as otherwise specified

in this Agreement, Contractor shall, as set forth in this Agreement: (a) perform the Services in accordance

with SLAs and Critical Milestones; and (b) regularly measure and report on its performance against SLAs
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and Critical Milestones. Contractor shall maintain all data relating to and supporting the measurement of
its performance, including performance against SLAs and Critical Milestones, in sufficient detail to permit

a "bottom up" calculation, analysis and reconstruction of performance reports (including all inclusion and

exclusion calculations) throughout the term of this Agreement. Such data shall be made available to the
Using Agency in an electronic format reasonably acceptable to the Using Agency upon reasonable request
and upon the expiration or termination of this Agreement.

2.5. Default SLAs, Critical Milestones and Fee Reductions. The Contractot's SLA and SLA

targets and performance credits are as defined in Exhibit l- - Statement of Work

2.6. Standards and Procedures Manual. Contractor shall perform work under this contract
based on the scope and standards as defined in Exhibit 1 - Statement of Work.

2.7 Proiect Management Methodologv. Contractor shall perform the Services in accordance
project management methodology and procedures described in the Exhibit 1, Scope of Work subject to
Using Agency approval. Contractor shall comply with the Using Agency's procedures for tracking progress

and documents for the duration of the Agreement, including the submission of weekly or monthly status
reports to the Using Agency as the Using Agency may require.

2.8. Change Management Procedures. Contractor shall utilize Change Management
procedures, subject to Using Agency approval, that conform to lTlL/ITSM to manage, track and report on

Changes relatingtothe Services, including proceduresforscheduling maintenance, patching, replacement

of assets, and other matters required for proper management of the Services. No Change will be made

without the Using Agency's prior written consent (which shall not be unreasonably withheld), unless such

Change: (a) has no impact on the Services being provided by Contractor; (b)has no impact on the security
of the Using Agency Data and the Using Agency systems; and (c) causes no increase in any fees under this
Agreement or the Using Agency's retained costs.

2.9. Resources Necessary for Services. Except as set forth in this Agreement, Contractor shall

provide and be financially responsible for all Equipment, Software, materials, facilities, systems and other
resources needed to perform the Services in accordance with the Agreement.

2.10. Using Agencv Resources. Except as explicitly allowed under this Agreement, Contractor

shall not use, nor permit any Subcontractor, employee, agent, or other Third Party to use any Using

Agency-Provided Equipment, Using Agency-Provided Software, Using Agency facilities, or any other
Equipment, Software, materials, facilities, systems or other resources that the Using Agency provides or

otherwise makes available under this Agreement for any purpose other than the performance of the
Services; and Contractor shall do so only upon prior written approval of the Using Agency. Contractor shall

not purport to, pledge or charge by way of security any of the aforementioned. Contractor shall keep any

Equipment owned or leased by the Using Agency that is under Contractor's or a Contractor

Subcontractor's control, secure and, for any such Equipment that is not located at the Using Agency

facilities, such Equipment shall be clearly identified as the Using Agency's and separable from Contractor's

and Third Parties' property.

2.1I. Maintenance of Assets. lntentionally Omitted.

2.12 Service Compatibilitv. To the extent necessary to provide the Services, Contractor shall

ensure that the Services and Contractor-Provided Equipment (collectively, the "Contractor Resources")

are interoperable with the Using Agency-Provided Equipment, Using Agency-Provided Software and with
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the Using Agency's other Assets, at no cost beyond that specified in this Agreement and without adversely

affecting any systems or services retained by the Using Agency or its Third Party Contractors. ln the event

of any Problem related to service compatibility where it is not known whetherthe Problem is caused by

Contractor's Assets, Contractor shall be responsible for correcting the Problem except to the extent that
Contractor can demonstrate, to the Using Agenry's satisfaction, that the cause was not due to Contractor
Resources or to Contracto/s action or inaction.

2.13. Cooperation with UsinA Agencv's Third Partv Contractors. Contractor shall cooperate with
all Third Party Contractorsto coordinate its performance of the Services with the services and systems of
such Third Party Contractors. Subject to reasonable confidentiality requirements, such cooperation shall

include providing: (a) applicable written information, standards and policies concerning any or all of the
systems, data, computing environment, and technology direction used in performing the Services so that
the goods and services provided by the Third Party Contractor may work in conjunction with or be

integrated with the Services (b) Contractor's quality assurance, its development and performance

acceptance testing and the applicable requirements of any necessary interfaces for the Third Pafi
Contractor's work product; (d) applicable written requirements of any necessary modifications to the
systems or computing environment; and (e) access to and use of the Contracto/s Assets as mutually

agreed upon by the Using Agency and Contractor (such agreement not to be unreasonably withheld or
delayed) and subject to the Third Party Contractor's agreement to comply with Contractor's applicable
standard secu rity policies.

2.L4. Procurement Assistance. At any time during the Agreement, Contractor shall, as

requested by the Using Agenry, reasonably cooperate and assist the Using Agency with any Using Agency

procurement relating to any of the Services or replacing the Services, including: (a) providing information,
reports and data for use in the Using Agency's procurement or transition to a subsequent Third Party

Contractor; (b) answeringThird Parties'and Using Agency's questions regarding the procurement and

Services transition; and (c) allowing Third Parties participating in the .Using Agency's procurement to
perform reasonable, non-disruptive due diligence activities in respect of the relevant Services, including
providing reasonable access to Key Personnel.

3. WARRANTIES

3.1. Compliance with Law and Regulations. Contractor represents and covenants that it shall

perform its obligations u nder this Agreement in accordance with all Laws applicable to Contractor and its

business, including Laws applicable to the manner in which the Services are performed, including any

changes in such Laws. With respect to laws governing data security and privacy, the term 'Contractor
Laws' shall include any Laws that would be applicable to Contractor if it, rather than the Using Agency,

were the owner or data controller of any of the Using Agency Data in its possession or under its control in
connection with the Services. Contractor also represents and covenants that it shall identify, obtain, keep

current, and provide for Contractor's inspection, all necessary licenses, approvals, permits, authorizations,
visas and the like as may be required from time to time under Contractor Laws for Contractor to perform

the Services.

3.2. Non-lnfringement. Contractor represents and covenants that it shall perform its
responsibilities underthis Agreement in a mannerthat does not infringe any patent, copyright, trademark,
trade secret or other proprietary rights of any Third Party.

3.3. Contractor Materials and Third Partv lntellectual Propertv. Contractor represents and
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covenants that it owns, or is authorized to use, all Contractor lntellectual Property, Contractor lP Materials
a nd Co ntracto r-provided Th ird Party I ntel lectua I Property.

3.4. Developed Software. Contractor represents and covenants that all Developed Software
shall be free from material errors in operation and performance, shall comply with the applicable
documentation and specifications in all material respects, for thirty (30) days after the installation, testing
and acceptance of such Developed Software by the Using Agency; provided, however, for Developed

Software that executes on a monthly or less frequent basis (e.g., quarterly or annual cycle), such warranty
period will commence on the date of first execution of such Software. Any repairs made to Developed

Software pursuant to this Section shall receive a new thirty (30) days warranty period in accordance with
the terms of this Section.

3.5. No Open Source. Except as provided by or at the direction of the County, Contractor
represents and covenants that Contractor will not (i) incorporate Open Source Materials into, or combined
Open Source Materials with, the Deliverables or Software, (ii) distributed Open Source Materials in

conjunction with any Deliverables or Software, or (iii) used Open Source Materials, in such a way that,
with respect to the foregoing (i), (ii), or (iii), creates obligations for the Contractor with respect to any

material Deliverables or grant, or purport to grant, to any Third Party, any rights or immunities under any

material Deliverables (including, but not limited to, using any Open Source Materials that require, as a

condition of use, modification and/or distribution of such Open Source Materials that other material
Software included in Deliverables incorporated into, derived from or distributed with such Open Source

Materials be (A) disclosed or distributed in source code form, (B) be licensed for the purpose of making
derivative works, or (C) be redistributable at no charge).

3.6. Access to Using Agencv Data. Contractor represents and covenants that Contractor has

not and will not prevent, or reasonably fail to allow, for any reason including without limitation late
payment or otherwise, the Using Agency's access to and retrieval of Using Agency Data. Contractor
acknowledges that Using Agency Data may be Public Records and that any person who knowingly, without
lawful authority and with the intent to defraud any party, public officer, or entity, alters, destroys, defaces,

removes, or conceals any Public Record commits a Class 4 felony.

3.7. Viruses. Contractor represents and covenants that it has not knowingly provided, and will
not knowingly provide, to the Using Agency in connection with the Services, any Software that uses lllicit
Code. Contractor represents and covenants that it has not and will not introduce, invoke or cause to be

invoked such lllicit Code in any Using Agency lT environment at any time, including upon expiration or
termination of this Agreement for any reason, without the Using Agency's prior written consent. lf
Contractor discovers that lllicit Code has been introduced into Software residing on Equipment hosted or
supported by Contractor, Contractor shall, at no additional charge, (a) immediately undertake to remove
such lllicit Code, (b) promptly notify the Using Agenry in writing of the introduction, and (c) use reasonable

efforts to correct and repair any damage to Using Agency Data or Software caused by such lllicit Code and

otherwise assist the Using Agency in mitigating such damage and restoring any affected Service, Software
or Equipment.

3.8. Resale of Equipment and Software. lf Contractor resells to the Using Agency any

Equipment or Software that Contractor purchased from a Third Party, then Contractor, to the extent it is

legally able to do so, shall pass through any such Third Party warranties to the Using Agency and

reasonably cooperate in enforcing them. Such warranty pass-through will not relieve Contractor from its
warranty obligations set forth in this Section.
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3.9. Data Securitv. Contractor covenants and represents that (i) the performance of the
Services shall not permit any unauthorized access to or cause any loss or damage to Using Agency Data,

Using Agency lntellectual Property, or other Using Agency Confidential lnformation; and (ii) it complies
and shall comply with all Using Agency security policies in place from time to time during the term of this
Agreement.

4. INTELLECTUAL PROPERTY

4.1. Usins Agencv Intellectual Propertv. The Using Agency retains all right, title and interest
in and to all Using Agency lntellectual Property and Using Agency lP Materials. To the extent the Using

Agency may grant such license, Contractor is granted a worldwide, fully paid-up, nonexclusive license

during the term of thls Agreement to use, copy, maintain, modify, enhance and create derivative works

of the Using Agency lntellectual Property and Using Agency lP Materials that are necessary for performing

the Services, and that are explicitly identified in writing by the Using Agency's Chief lnformation Officer,
for the sole purpose of performing the Services pursuant to this Agreement. Contractor shall not be

permitted to use any of the Using Agency lntellectual Property or Using Agency lP Materials forthe benefit
ofanyentitiesotherthantheUsingAgency. ContractorshallceasealluseoftheUsingAgencylntellectual
Property and Using Agency lP Materials upon expiration or termination of this Agreement. Upon

expiration or termination of this Agreement or relevant Services under this Agreement, Contractor shall

return to the Using Agency allthe Using Agency lntellectual Property, Using Agency lP Materials and copies

thereof possessed by Contractor.

4.2. Developed lntellectual Propertv. As between the Parties, the Using Agency shall have all

right, title and interest in all Developed lntellectual Property. Contractor hereby irrevocably and

unconditionally assigns, transfers and conveys to the Using Agency without further consideration all of its
right, title and interest in such Developed lntellectual Property, including all rights of patent, copyright,
trade secret or other proprietary rights in such materials, which assignment shall be effective as of the
creation of such works without need for any further documentation or action on the part of the Parties.

Contractor agrees to execute any documents or take any other actions as may reasonably be necessary,

or as the Using Agency may reasonably request, to perfect the Using Agency's ownership of any such

Developed lntellectual Property. Contractor shall secure compliance with this Section by any personnel,

employees, contractors or other agents of Contractor and its Subcontractors involved directly or indirectly
in the performance of Services under this Agreement.

4.3. Contractor lntellectual Propertv. Contractor retains all right, title and interest in and to
Contractor lntellectual Property and Contractor lP Materials that Contractor developed before or
independently of this Agreement. Contractor grants to the Using Agency, a fully-paid, royalty-free, non-

exclusive, non-transferable, worldwide, irrevocable, perpetual, assignable license to make, have made,

use, reproduce, distribute, modify, publicly display, publicly perform, digitally perform, transmit, copy,

and create derivative works based upon Contractor lntellectual Property and Contractor lP Materials, in

any media now known or hereafter known, to the extent the same are embodied in the Services and

Deliverables, or otherwise required to exploit the Services or Deliverables. During the term of this

Agreement and immediately upon any expiration or termination thereof for any reason, Contractor will
provide to the Using Agency the most current copies of any Contractor lP Materials to which the Using

Agency has rights pursuant to the foregoing, including any related documentation. Contractor bears the
burden to prove that lntellectual Property and lP Materials related to this Agreement were not created
under this Agreement.
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4.4. Third Partv lntellectual Propertv. Contractor shall not introduce into the Using Agency's

environment any Third Party lntellectual Property or othenarise use such Third Party lntellectual Property

to perform the Services without first obtaining the prior written consent from the Using Agenry's Chief

lnformation Officer, which the Using Agency may give or withhold in its sole discretion. A decision by the
Using Agency to withhold its consent shall not relieve Contractor of any obligation to perform the Services.

4.5. Residual Knowledge. Nothing contained in this Agreement shall restrict either Contractor
or Using Agency from the use of any ideas, concepts, know-how, methodologies, processes, technologies,
algorithms or techniques relating to the Services which either Contractor or Using Agency, individually or
jointly, develops or discloses under this Agreement, provided that in doing so Contractor or Using Agency

does not breach its respective obligations under Section 5 relating to confidentiality and non-disclosure
and does not infringe the lntellectual Property rights of the other or Third Parties who have licensed or
provided materials to the other. Except for the license rights contained under Section 4, neither this
Agreement nor any disclosure made hereunder grants any license to either Contractor or Using Agency

under any lntellectual Property rights of the other.

4.6. Software Licenses. Contractor is not providing software licenses for this Contract.
Software licenses are provided by Oracle per County Contract #1390-12899.

5. USING AGENCY DATA AND CONFIDENTIALIW

5.1. Propertv of Using Agencv. All Using Agency Confidential lnformation, including without
limitation Using Agency Data, shall be and remain the sole property of the Using Agency. Contractor shall

not utilize the Using Agency Data or any other Using Agency Confidential lnformation for any purpose

other than that of performing the Services under this Agreement. Contractor shall not, and Contractor

shall ensure that its Subcontractors, its employees, or agents do not, possess or assert any lien or other
right against or to the Using Agency Data or any other Using Agency Confidential lnformation. Without
the Using Agency's express written permission, which the Using Agency may give or withhold in its sole

discretion, no Using Agency Data nor any other Using Agency Confidential lnformation, or any part

thereof, shall be disclosed, shared, sold, assigned, leased, destroyed, altered, withheld, or otherwise

restricted of by Contractor or commercially exploited by or on behalf of Contractor, its employees,
Su bcontractors or agents.

5.2. Acknowledsment of lmportance of Usine Aqencv Confidential lnformation. Contractor
acknowledges the importance of Using Agency Confidential lnformation, including without limitation
Using Agency Data, to the Using Agency and, where applicable, Third Party proprietors of such

information, and recognizes that the Using Agency and/or Third Party proprietors may suffer irreparable
harm or loss in the event of such information being disclosed or used otherwise than in accordance with
this Agreement.

5.3. Return of Using Asencv Data and Other Using Agencv Confidential lnformation. Upon the
Using Agency's request, at any time during this Agreement or at termination or expiration of this

Agreement, Contractor shall promptly return any and all requested Using Agency Data and all other
requested Using Agency Confidential lnformation to the Using Agency or its designee in such a format as

the Using Agency may reasonably request. Contractor shall also provide sufficient information requested

by the Using Agency about the format and structure of the Using Agency Data to enable such data to be

used in substantially the manner in which Contractor utilized such data. Also upon Using Agency's

request, in lieu of return or in addition to return, Contractor shall destroy Using Agency Data and other
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Using Agency Confidential lnformation, sanitize any media upon which such the aforementioned resided

using a process that meets or exceeds DoD 5220.28-M 3-pass specifications, and provide documentation
of same within 10 days of completion, all in compliance with Using Agency's policies and procedures as

updated. All other materials which contain Using Agency Data and other Using Agency Confidential
lnformation shall be physically destroyed and shredded in accordance to NIST Special Publication 800-88;

and upon Using Agency request, Contractor shall provide Using Agency with a certificate of destruction in

compliance with NIST Special Publication 800-88. Contractor shall be relieved from its obligation to
perform any Service to the extent the return of any Using Agency Data or other Using Agency Confidential
lnformation at the Using Agency's request under this Section materially impacts Contractor's ability to
perform such Service; provided, that Contractor gives the Using Agency notice ofthe impact ofthe return
and continues to use reasonable efforts to perform.

5.4. Public Records. Contractor will adhere to all Laws governing Public Records located at 50

ILCS 205/1 et seq. and at 44 lll. Admin. Code 4500.10 et seq. Specifically, and without limitation,
Contractor shall: (a) store Using Agency Data in such a way that each record is individually accessible for
the length of the UsingAgency's scheduled retention; (b)retain a minimum of twototalcopies of allUsing
Agency Data; (c) retain Using Agency Data according to industry best practices for geographic redundancy,
such as NIST Special Publication 800-34 as revised; (d) store and access Using Agency Data in a manner

allowing individual records to maintain their relationships with one another; (e) capture relevant
structural, descriptive, and administrative metadata to Using Agency Data at the time a record is created
or enters the control of Contractor or its Subcontractors.

5.5. Disclosure Reouired bv Law, Regulation or Court Order. ln the event that Contractor is

required to disclose Using Agency Data or other Using Agency Confidential lnformation in accordance with
a requirement or request by operation of Law, regulation or court order, Contractor shall, except to the
extent prohibited by law: (a) advise the Using Agency thereof prior to disclosure; (b) take such steps to
limit the extent of the disclosure to the extent lawful and reasonably practical; (c) afford the Using Agency

a reasonable opportunity to intervene in the proceedings; and (d) comply with the Using Agency's

requests as to the manner and terms of any such disclosure.

5.6. Loss of Using Agencv Confidential lnformation. Without limiting any rights and

responsibilities under Section 7 of these lT Special Conditions, in the event of any disclosure or loss of, or
inability to account for, any Using Agency Confidential lnformation, Contractor shall promptly, at its own

expense: (a) notify the Using Agency in writing; (b) take such actions as may be necessary or reasonably

requested by the Using Agency to minimize the violation; and (c) cooperate in all reasonable respects with
the Using Agency to minimize the violation and any damage resulting therefrom.

5.7. Undertakings With Respect To Personnel. Contractor acknowledges and agrees that
it is responsible for the maintenance of the confidentiality of Using Agency Data and other Using Agency

Confidential lnformation by Contractor Personnel. Without limiting the generality of the foregoing,
Contractor shall under.take to inform all Contractor Personnel of Contractor's obligations with respect to
Using Agency Data and other Using Agency Confidential lnformation and shall undertake to ensure that
all Contractor Personnel comply with Contractor's obligations with respect to same.

5.8. Background Checks of Contractor Personnel. Whenever the Using Agency deems it
reasonably necessary for security reasons, the Using Agency or its designee may conduct, at its expense,

criminal and driver history background checks of Contractor Personnel. Contractor and its Subcontractors
shall immediately reassign any individual who, in the opinion of the Using Agency, does not pass the

Cook County lT Special Conditions, p. 72oI 79

v1.0, rev. April 3, 2015



background check.

5.9 Contractor Confidential lnformation. Using Agenry shall use at least the same degree of
care to prevent disclosing Contractor Confidential lnformation to Third Parties as Using Agency employs
to avoid unauthorized disclosure, publication or dissemination of its Using Agency Confidential
lnformation of like character.

6. DATA SECURITY AND PRIVACY

6.1. General Requirement of Confidentialitv and Securitv. lt shall be Contractor's obligation
to maintain the confidentiality and security of all Using Agency Confidential lnformation, including

without limitation Using Agency Data, in connection with the performance of the Services. Without
limiting Contractor's other obligations under this Agreement, Contractor shall implement and/or use

network management and maintenance applications and tools and appropriate fraud prevention and

detection and encryption technologies to protect the aforementioned; provided that Contractor shall, at

a minimum, encrypt all Personal lnformation in-transit and at-rest. Contractor shall perform all Services

utilizing security technologies and techniques and in accordance with industry leading practices and the
Using Agency's security policies, procedures and other requirements made available to Contractor in
writing, including those relating to the prevention and detection of fraud or other inappropriate use or
access of systems and networks.

6.2. General Compliance. Contractor shall comply with all applicable Laws, regulatory
requirements and codes of practice in connection with all capturing, processing, storing and disposing of
Personal lnformation by Contractor pursuant to its obligations under this Agreement and applicable Data

Protection Laws and shall not do, or cause or permit to be done, anything that may cause or otherwise
result in a breach by the Using Agency of the same. Contractor and all Contractor Personnel shall comply
with all the Using Agency policies and procedures regarding data access, privacy and security.

6.3. Securitv. Contractor shall establish and maintain reasonable and appropriate physical,

logical, and administrative safeguards to preserve the security and confidentiality of the Using Agency

Data and other Using Agency Confidential lnformation and to protect same against unauthorized or

unlawful disclosure, access or processing, accidental loss, destruction or damage. Such safeguards shall

be deemed reasonable and appropriate if established and maintained with the more rigorous of: (a) the
Using Agency Policies as updated; (b) the security standards employed by Contractor with respect to the
protection of its confidential information and trade secrets as updated; (c)security standards provided by

Contractor to its other customers at no additional cost to such customers, as updated; or (d) compliance

with the then-current NIST 800-series standards and successors thereto or an equivalent, generally

accepted, industry-standard security standards series.

6.4. Written Information Security Program. Contractor shall establish and maintain a WISP

designed to preserve the security and confidentiality of the Using Agency Data and other Using Agency

Confidential lnformation. Contractor's WISP shall include Data Breach procedures and annual Data Breach

response exercises. Contractor's WISP shall be reasonably detailed and shall be subject to the Using

Agency's reasonable approva l.

6.5. Contractor Personnel. Contractor will oblige its Contractor Personnel to comply with
applicable Data Protection Laws and to undertake only to collect, process or use any Using Agency Data,

Using Agency lntellectual Property, Using Agency Confidential lnformation, or Personal lnformation
received from or on behalf of the Using Agency for purposes of, and necessary to, performing the Services
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and not to make the aforementioned available to any Third Parties except as specifically authorized
hereunder. Contractor shall ensure that, prior to performing any Services or accessing any Using Agency

Data or other Using Agency Confidential lnformation, all Contractor Personnel who may have access to
the aforementioned shall have executed agreements concerning access protection and data/software
security consistent with this Agreement.

6.6. lnformation Access. Contractor shall not attempt to or permit access to any Using Agency

Data or other Using Agency Confidential lnformation by any unauthorized individual or entity. Contractor
shall provide each of the Contractor Personnel, Subcontractors and agents only such access as is minimally
necessary for such persons/entities to perform the tasks and functions for which they are responsible.

Contractor shall, upon request from the Using Agency, provide the Using Agency with an updated list of
those Contractor Personnel, Subcontractors and agents having access to Using Agency Data and other
Using Agency Confidential lnformation and the level of such access. Contractor shall maintain written
policies that include auditing access levels and terminating access rights for off-boarded Contractor
Personnel, Su bcontractors and agents.

6.7 Protected Health lnformation. lf Contractor will have access to Personal Health

lnformation in connection with the performance of the Services, Contractor shall execute a Business

Associate Agreement in a form provided by the Using Agency and adhere to HIPAA/HITECH lnformation
Secu rity and Privacy requirements.

6.8 Criminal Justice lnformation. lf Contractor will have access to Criminal Justice

lnformation in connection with the performance of the Services, Contractorshall execute an addendum
to this Agreement governing the Contractor's access to such Criminal Justice lnformation in a form
provided by the Using Agency and adhere to OIS lnformation Security and Privacy requirements.

6.9. Cardholder Data. lf Contractor will have access to Cardholder Data in connection with the
performance of the Services, no less than annually, Contractor shall tender to Using Agency a current
attestation of compliance signed by a Qualified Security Assessor certified by the Payment Card lndustry.

6.10. Encryption Requirement. Contractor shall encrypt all Personal lnformation and all other
Using Agency Confidential Information the disclosure of which would reasonably threaten the
confidentiality and security of Using Agency Data. Contractor shall encrypt the aforementioned in motion,
at rest and in use in a manner that, at a minimum, adheres to NIST SP 800-111, NIST SP 800-52, NIST SP

8OO-77 and NIST SP 800-113 encryption standards. Contractor shall not deviate from this encryption
requirement without the advance, written approval of the Using Agency's lnformation Security Office.

6.11. Using Agencv Securitv. Contractor shall notify the Using Agency if it becomes aware of
any Using Agency security practices or procedures (or any lack thereof) that Contractor believes do not
comport with generally accepted security policies or procedures.

6.12. Contractor as a Data Processor. Contractor understands and acknowledges that, to the
extent that performance of its obligations hereunder involves or necessitates the processing of Personal

lnformation, it shall act only on instructions and directions from the Using Agency; provided, however,
that Contractor shall notify the Using Agency if it receives instructions or directions from the Using Agency

that Contractor believes do not comport with generally accepted security polices or procedures and the
Using Agency shall determine whether to modify such instructions or have Contractor comply with such

instructions unchanged.
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6.13. Data Subiect Right of Access and Rectification. lf the Using Agency is required to provide

or rectify information regarding an individual's Personal lnformation, Contractor will reasonably

cooperate with the Using Agency to the full extent necessary to comply with Data Protection Laws. lf a

request by a data subject is made directly to Contractor, Contractor shall notify the Using Agency of such

request as soon as reasonably practicable.

6.L4. Securitv, Privacv and Data Minimization in Software Development Life Cvcle. Contractor
shall implement an industry-recognized procedure that addresses the security and privacy of Personal

lnformation as part of the software development life cycle in connection with the performance of the
Services. Contractor shall implement procedures to minimize the collection of Personal lnformation and

shall, subject to Using Agency's written request to the contrary, minimize the collection of Personal

lnformation.

6.15. Advertising and Sale of Using Asencv Data. Nothing in this Agreement shall be construed

to limit or prohibit a Using Agency's right to advertise, sell or otherwise distribute Using Agency Data as

permitted by the Cook County Code of Ordinances.

7. DATA SECURIW BREACH

7.L. Notice to Using Agencv. Contractor shall provide to the Using Agency written notice of
such Data Security Breach promptly following, and in no event later than one (1) business day following,
the discovery or suspicion of the occurrence of a Data Security Breach. Such notice shall summarize in

reasonable detail the nature of the Using Agency Data that may have been exposed, and, if applicable,

any persons whose Personal lnformation may have been affected, or exposed by such Data Security

Breach. Contractor shall not make any public announcements relating to such Data Security Breach

without the Using Agency's prior written approval.

7.2. Data Breach Responsibilities. lf Contractor knows or has reason to know that a Data

Security Breach has occurred (or potentially has occurred), Contractor shall: (a) reasonably cooperate with
the Using Agency in connection with the investigation of known and suspected Data Security Breaches;

(b) perform any corrective actions that are within the scope of the Services; and (c) at the request and

under the direction of the Using Agency, take any all other remedial actions that the Using Agency deems

necessary or appropriate, including without limitation, providing notice to all persons whose Personal

lnformation may have been affected or exposed by such Data Security Breach, whether or not such notice

is required by Law.

7.3. Data Breach Exercises. Contractorshall conduct annual Data Breach exercises. Upon Using

Agency request, Contractor shall coordinate its exercises with the Using Agency.

7.4. Costs. The costs incurred in connection with Contractor's obligations setforth in Section

7 or Using Agency's obligations under relevant Data Security Laws shall be the responsibility of the Party

whose acts or omissions caused or resulted in the Data Security Beach and may include without limitation:
(a) the development and delivery of legal notices or repofts required by Law, including research and

analysis to determine whether such notices or reports may be required; (b) examination and repair of
Using Agency Data that may have been altered or damaged in connection with the Data Security Breach,

(c) containment, elimination and remediation of the Data Security Breach, and (d) implementation of new

or additional security measures reasonably necessary to prevent additional Data Security Breaches; (e)

providing notice to all persons whose Personal lnformation may have been affected or exposed by such

Data Security Breach, whether or required by Law; (f) the establishment of a toll-free telephone number,
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email address, and staffing of corresponding communications center where affected persons may receive

information relating to the Data Security Breach; (g) the provision of one (1) year of credit
monitoring/repair and/or identity restoration/insurance for affected persons.

8. AUDIT RIGHTS

8.1. Generallv. With notice, Contractor and its Subcontractors shall provide access to any

records, facilities, personnel, and systems relating to the Services, at any time during standard business

hours, to the Using Agency and its internal or externalauditors, inspectors and regulators in orderto audit,
inspect, examine, test, and verify: (a) the availability, integrity and confidentiality of Using Agency Data

and examine the systems that process, store, support and transmit Using Agenry Data; (b) controls placed

in operation by Contractor and its Subcontractors relating to Using Agency Data and any Services; (c)

Contractor's disaster recovery and backup/recovery processes and procedures; and (d) Contractor's
performance of the Services in accordance with the Agreement. The aforementioned Using Agency audit
rights include the Using Agency's right to verify or conduct its own SOC 2 audits.

8.2. SecuritvAudits. Contractorshall perform, at its sole cost and expense, a security audit no

less frequently than every twelve (12) months. The security audit shall test Contractor's compliance with
security standards and procedures set forth in: (a) thls Agreement, (b) the Standards and Procedures

Manual, and (c) any security standards and procedures otherwise agreed to by the Parties.

8.3. Service Organization Control(SOC 2), Tvpe llAudits. lntentionally Omitted.

8.4. Audits Conducted bv Contractor. Contractor promptly shall make available to the Using

Agency the results of any reviews or audits conducted by Contractor and its Subcontractors, agents or
representatives (including internal and external auditors relating to Contractor's and its Subcontractors'
operating practices and procedures to the extent relevant to the Services or any of Contractor's
obligations under the Agreement. To the extent that the results of any such audits reveal deficiencies or
issues that impact the Using Agency or the Services, Contractor shall provide the Using Agency with such

resu lts prom ptly followi ng com pletio n the reof .

8.5. lnternal Controls. Contractor shall notify the Using Agency prior to modifying any of its
internal controls that impact the Using Agency, the Services and/or Using Agency Data and shall

demonstrate compliance with this Agreement.

8.6. Subcontractor Agreements. Contractor shall ensurg that all agreements with its

Subcontractors performing Services under this Agreement contain terms and conditions consistent with
the Using Agency's audit rights.

9. RIGHT TO EXIT ASSISTANCE

9.1. Pavment for Exit Assistance Services. Exit Assistance Services shall be deemed a part of

the Services described in Exhibit 1, Statement of Work and included within the Contractor's fees under

this Agreement, to the extent the Contractor is able to provide the Exit Assistance Services using Managed

Services or Additional Services funds without impacting the Service Levels described in Exhibit 1,

Statement of Work.
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9.2. General. Upon Using Agency's request in relation to any termination, regardless of
reason, or expiration of the Agreement, in whole or in part, Contractor shall provide the Using Agency

and each of its designees Exit Assistance Services. During the Exit Assistance Period, Contractor shall

continue to perform the terminated Services except as approved by the Using Agency and included in

the Exit Assistance Plan. Contracto/s obligation to provide the Exit Assistance Services shallnot cease

until the Services have been completely transitioned to the Using Agency or the Using Agency's

designee(s) to the Using Agency's satisfaction.

9.3. Exit Assistance Period. Contractor shall: (a) commence providing Exit Assistance Services

at the Using Agency's request (i) up to six (6) months prior to the expiration of the Agreement, or (ii) in
the event of termination of the Agreement or any Services hereunder, promptly following receipt of notice
of termination from the Party giving such notice (such date notice is received, the "Termination Notice
Date"), and (b) continue to provide the Exit Assistance Services through the effective date of termination
or expiration of the Agreement or the applicable terminated Services (as applicable, the "Termlnaljqn
Date") (such period, the "Exit Assistance Period"). At the Using Agency's option, the Exit Assistance Period

may be extended for a period of up to twelve (12) months after the Termination Date. The Using Agency

shall provide notice regarding its request for Exit Assistance Services at least sixty (60) days prior to the
date upon which the Using Agency requests that Contractor commence Exit Assistance Services unless

such time is not practicable given the cause of termination.

g.4. Manner of Exit Assistance Services. Contractor shall perform the Exit Assistance Services

in a manner that, to the extent the same is within the reasona ble control of Contractor: (a) is in accordance

with the Using Agency's reasonable direction; (b) is in cooperation with, and causes its Subcontractors to
cooperate with, the Using Agency and the Using Agency's designee(s); (c) supports the efficient and

orderly transfer of the terminated Services to the Using Agency; (d) minimizes any impact on the Using

Agency's operations; (e) minimizes any internal and Third Party costs incurred by the Using Agency and

the Using Agency's designee(s); and (f) minimizes any disruption or deterioration of the terminated
Services. Exit Assistance Plan. Contractor shall develop and provide to the Using Agency, subject to the
Using Agency's approval and authorization to proceed, an Exit Assistance Plan that shall: (a) describe

responsibilities and actions to be taken by Contractor in performing the Exit Assistance Services; (b)

describe in detail any Using Agency Responsibilities which are necessary for Contractor to perform the
Exit Assistance Services; (c) describe how any transfer of Assets and any novation, assignment ortransfer
of contracts will be achieved during the Exit Assistance Period; (d) detail the return, and schedule for
return, of Using Agency Data and other Using Agency-specific information to be provided; (e) set out the
timetable for the transfer of each element of the terminated Services (including key milestones to track
the progress); (f) identify a responsible party for each service, task and responsibility to be performed

underthe Exit Assistance Plan; and (g)specify reasonable acceptance criteria and testing procedures to
confirm whether the transfer of the terminated Services has been successfully completed. Following the
Using Agency's approval ol and authorization to proceed with the final Exit Assistance Plan, Contractor
will perform the Exit Assistance Services in accordance with the Exit Assistance Plan.

9.5. Exit Assistance Manasement. Within the first thirty (30) days of the Exit Assistance

Period, Contractor will appoint a senior project manager to be responsible for, and Contractor's primary
point of contact for, the overall performance of the Exit Assistance Services. Upon Using Agency request,

Contractor will provide individuals with the required expertise to perform Exit Assistance Services, even if
those individuals are not currently performing Services. Contractor will promptly escalate to the Using

Agency any failures (or potential failures) regarding the Exit Assistance Services. Contractor will meet
weekly with the Using Agency and provide weekly reports describing: the progress of the Exit Assistance
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Services against the Exit Assistance Plan; any risks encountered during the performance of the Exit

Assistance Services; and proposed steps to mitigate such risks. The Using Agency may appoint, during the
Exit Assistance Period, a Using Agency designee to be the Using Agency's primary point of contact and/or
to operationally manage Contractor during the Exit Assistance Period.

9.6. Removal of Contractor Materials. Contractor shall be responsible at its own expense for
de-installation and removal from the Using Agency Facilities any Equipment owned or leased by

Contractor that is not being transferred to the Using Agency under the Agreement subject to the Using

Agency's reasonable procedures and in a manner that minimizes the adverse impact on the Using Agency.

Prior to removing any documents, equipment, software or other material from any Using Agency Facility,

Contractor shall provide the Using Agenry with reasonable prior written notice identifying the property it
intends to remove. Such identification shall be in sufficient detail to apprise the Using Agency of the
nature and ownership of such property.

9.7. Using Agency-specific lnformation. Upon Using Agency's request, Contractor will
specifically provide to the Using Agency the following Using Agency Data to relating to the Services: (a)

SLA statistics, reports and associated raw data; (b) operational logs; (c) the Standards and Procedures

Manual; (d) lncident and Problem logs for at least the previous two (2) years; (e) security features; (f)

passwords and password control policies; (g) identification of work planned or in progress as of the
Termination Date, including the current status of such work and projects; and (h) any other information
relating to the Services or the Using Agency's lT or operating environment which would be required by a

reasonably skilled and experienced Contractor of services to assume and to continue to perform the
Services following the Termination Date without disruption or deterioration. This section shall not limit
any other rights and duties relating to Using Agency Data.

9.8. Subcontractors and Third Partv Contracts. For each contract for which Using Agency has

an option to novate or transfer, Contractor will supply the following information upon Using Agency's

request: (a) description of the goods or service being provided under the contracU (b) whether the
contract exclusively relates to the Services; (c) whether the contract can be assigned, novated or
otherwise transferred to the Using Agency or its designee and any restrictions or costs associated with
such a transfer; (d) the licenses, rights or permissions granted pursuant to the contract by the Third Party;

(e) amounts payable pursuant to the terms of such contracq (f)the remaining term of the contract and

termination rights; and (g) contact details of the Third Party. Contractor's agreements with Third Parties

that predominantly or exclusively relate to this Agreement shall not include any terms that would restrict

such Third Parties from entering into agreements with the Using Agency or its designees as provided

herein.

9.9. Knowledge Transfer. As part of the Exit Assistance Services and upon Using Agency's

reasonable request, Contractor will provide knowledge transfer services to the Using Agency or the Using

Agency's designee to allow the Using Agency or such designee to fully assume, become self-reliant with
respect to, and continue without interruption, the provision of the terminated Services. Contractor shall:

allow personnel of the Using Agency or the Using Agency's designee to work alongside Contractor
Personnel to shadow their role and enable knowledge transfer; answer questions; and explain procedures,

tools, utilities, standards and operations used to perfoim the terminated Services.

9.10. Change Freeze. Unless otherwise approved by the Using Agency or required on an

emergency basis to maintain the performance of the Services in accordance with the Performance

Standards and SLAs, during the Exit Assistance Period, Contractor will not make or authorize material
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10.

Changes to: (a) the terminated Services, including to any Equipment, Software or other facilities used to
perform the terminated Services; and (b) any contracts entered into by Contractor that relate to the
Se rvices (i nclud in g co ntracts with Su bcontractors).

9.11. SoftwareLicenses.lntentionallyomitted.

MlSCELI.ANEOUS

10.1. Survival. Sections 1 (Definitions for Special Conditions), 4 (lntellectual Property), 7 (Data

Security Breach), and 8 (Audit Rights) shall survive the expiration or termination of this Agreement for a

period of five (5) years (and Sections 5 (Using Agency Data and Confidentiality) and 10 (Miscellaneous)

shall survive for a period of ten [10] years) from the later of (a) the expiration or termination of this
Agreement (including any Exit Assistance Period), or (b)the return or destruction of Using Agency

Confidential lnformation as.required by this Agreement,

70.2. No Limitation. The rights and obligations set forth in these lT special conditions exhibit do

not limit the rights and obligations set forth in any Articles of the Professional Services Agreement. For

the avoidance of doubt, the use of County in the PSA or GC shall expressly include Using Agency and vice

versa.

L0.3. No Waiver of Tort lmmunitv. Nothing in this Agreement waives immunity available to the
Using Agency under Law, including under the lllinois Local Governmental and Governmental Employees

Tort lmmunity Act, 745 ILCS t}lt-101. et seq.

10.4. No Click-Wrap or lncorporated Terms. The Using Agency is not bound by any content on

the Contractor's website, in any click-wrap, shrink-wrap, browse-wrap or other similar document, even if
the Contracto/s documentation specifically referenced that content and attempts to incorporate it into
any other communication, unless the Using Agency has actual knowledge of the content and has expressly

agreed to be bound by it in a writingthat has been manually signed bythe County's Chief Procurement
Officer.

10.5. Chanse Requests. Except as otheruruise set forth in this Agreement, this Section 10.5 shall
govern all Change Requests and Change Orders. lf either Party believes that a Change Order is necessary

or desirable, such Party shall submit a Change Request to the other. Accordingly, if Change Requests are

made, Contractor shall provide Using Agency with written notification of the change of scope within ten
(10) business days after receipt of the Change Request. ln the event of a Using Agency-initiated Change

Request, within ten (10) business days of Contractor's receipt of such Change Request, Contractor shall

provide to Using Agency a written statement describing in detail: (a) the reasonably anticipated impact

on any Services and Deliverables as a result of the Change Request including, without limitation, changes

in Software and Equipment, and (b) the fixed cost or cost estimate for the Change Request. lf Contractor

submits a Change Request to Customer, such Change Request shall include the information required for
a Change Response.

10.5. Change Orders. Any Change Order that increases the cost or scope of the Agreement, or
that materially affects the rights or duties of the Parties as set forth the Agreement, must be agreed upon

by the Using Agency in a writing executed by the County's Chief Procurement Officer. ln all cases, th€
approval of all Change Requests and issuance of corresponding Change Orders must comply the County's

Procurement Code. lf either Party rejects the other's Change Request, Contractor shall proceed to fulfill
its obligations under this Agreement.
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Exhibit 4

BUSINESS ASSOCIATE AGREEMENT

This Agreement is executed by Cook County by and between the County of Cook , hereinafter referred to as

"Covered Entity", and Applications Software Technoloqy Corporation hereinafter referred to as "Business Associate",

(individually, a "Party" and collectively, the "Parties"), and shall be made effective on the date Cook County Contract

1488-13992 is executed by the County.

Business Associate may have access to Protected Health Information ("PHl") from or on behalf of Covered Entity. To

the extent applicable, the Parties desire to meet their respective obligations under the Health lnsurance Portability

and Accountability Act of 1996, as amended (the "Act"), The HIPAA Rules shall mean the Privacy, Security, Breach

Notification, and Enforcement Rules codified in the Code of Federal Regulations ("C.F.R.') at 45 C.F.R. parts 160

and '164, Pub. Law No. 104-191 (collectively,'HIPAA') and the Health lnformation Technology for Economic and

Clinical Health Act provisions of the American Recovery and Reinvestment Act of 2009, Pub. Law No. 111-5 and its

implementing regulations (collectively,'H ITECH').

Business Associate agrees that as of the effective daie this Agreement it shall abide by the provisions of this

Agreement with respect to any Protected Health lnformation or Electronic Protected Health lnformation (as defined

below).

1, DEFINITIONS

Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in

the Privacy Rule, Security Rule, Breach Notification Rule, and Enforcement Rule.

(a). Breach. "Breach" shall mean the unauthorized acquisition, access, use, or disclosure of Protected

Health lnformation which compromises the security or privacy of such information subject to the

exceptions set forth in 45 C.F.R. 164.402.

(b) Business Associate. "Business Associate" shall generally have the same meaning as the term

"Business Associate" at 45 C.F.R. 160.'103, and in reference to the party to this agreement, shall

mean the entity named above

(c). Covered Entitv. "Covered Entity" shall generally have the same meaning as the term "Covered

Entity" at 45 C.F.R. 160.103, and in reference to the party to this agreement, shall mean Cook

County,

(d) Electronic Protected Health lnformation. "Electronic Protected Health lnformation" or "EPHl" shall

have the same meaning as the term "Electronic Protected Health lnformation" in 45 C.F,R.

160.103, limited to the information created, received, maintained, or transmitted by Business

Associate from or on behalf of Covered Entity.

(e) lndividual. "lndividual" shall have the same meaning as the term "lndividual" in 45 C.F.R. 160,103

and shall include a person who qualifies as a personal representative in accordance with 45 C.F,R.

164 502(9)

(f) Privacv Rule. "Privacy Rule" shall mean the Standards for Privacy of lndividually ldentifiable Health

lnformation at 45 C.F.R, part 160 and part 164.
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2.

(g) Protected Health lnformation. "Protected Health lnformation" or PHI shall have the same meaning

as the term "Protected Health lnformation" in 45 C.F.R. 106.103, limited to the information created,

received, maintained, or transmitted by Business Associate from or on behalf of Covered Entity.

(h) Required Bv Law, "Required By Law" shall have the same meaning as the term "Required By Law"

in 45 C.F.R. 1M,103.

(i), Secretary. "Secretary" shall mean the Secretary of the U,S Department of Health and Human

Services or his designee.

(j) Securitv Rule, "security Rule" shall mean the Security Standards at 45 C.F.R. parts 160, and 164.

(k). Unsecured Protected Health lnformation. "Unsecured Protected Health lnformation" shall mean

Protected Health lnformation is not rendered unusable, unreadable, or indecipherable to

unauthorized persons through the use of a technology or methodology specified by the Secretary.

OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE

(a). For purposes of this Part 2, Business Associate shall ensure that any obligations set forth herein

shall apply to any of its employees, agents, consultants, contractors or subcontractors or assigns

who creates, receives, maintains or transmits Covered Entity's Protected Health lnformation.

(b). Business Associate shall not use or disclose Protected Health lnformation otherthan as permitted

or required by this Agreement or as Required By Law.

(c) Business Associate shall implement administrative, physical, and technical safeguards that

reasonably and appropriately protect the confidentiality, integrity, and availability of EPHI that

Business Associate creates, receives, maintains, or transmits on behalf of Covered Entity as

required by the Privacy Rule, Security Rule, and the HITECH Act.

(d). Business Associate shall report to Covered Entity any use or disclosure of the Protected Health

lnformation not provided for by this Agreement of which it becomes aware.

(e). Business Associate must, following the discovery of any appearance of a Breach, non-permitted

use or disclosure, security incident, or other incident affecting unsecured Protected Health

lnformation, notify the Cook County Department of Risk Management and the Office of the Chief

Procurement Officer without unreasonable delay, and no later than 10 days from the date that the

Business Associate discovers such Breach, non-permitted use or disclosure, security incident, or

other incident. Business Associate shall provide any reports or notices required by HIPAA as a
result of Business Associate's discovery. On behalf of Cook County, Business Associate will

provide such reports or notices to any party or entity (including but not limited to media, Secretary,

and individuals affected by the Breach) entitled by law to receive the reporls or notices as directed

by the County, Business Associate agrees to pay the costs associated with notifying individuals

affected by the Breach, which may include, but are not limited to, paper, printing, and mailing

costs. ln the event of a disagreement, final determination of a Breach will be made by the Cook

County Department of Risk Management..

(f) lf applicable, Business Associate shall provide access, at the request of Covered Entity, and in a

reasonable time and manner, to Protected Health lnformation in a Designated Record Set, to
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Covered Entity or, as directed by Covered Entity, to an lndividual or an individual's designee in

order to meet the requirements under 45 C.F.R. 164.524.

Business Associate shall, when directed by Covered Entity, make amendment(s) to Protected

Health lnformation in a Designated Record Set in a reasonable time and manner, or take other

measures as necessary, as required by 45 C.F.R. 164526.

Business Associate shall make internal practices, books, and records relating to the use and

disclosure of Protected Health lnformation received from, or created or received by Business

Associate on behalf of, Covered Entity available to the Secretary, in a reasonable time and manner

or as designated by the Secretary, for purposes of the Secretary determining Covered Entity's

compliance with HIPAA and the HITECH Act.

Business Associate shall restrict disclosure of an lndividual's Protected Health lnformation as

directed by Covered Entity.

Business Associate shall provide to Covered Entity when requested for a specific individual, in a

reasonable time and manner, an accounting of disclosures of Protected Health lnformation in

accordance with 45 C.F.R. 164.528

To the extent Business Associate is to carry out one or more of Covered Entity's obligations under

the Privacy Rule, Business Associate shall comply with the requirements of the Privacy Rule that

apply to Covered Entity in the performance of such obligations.

J. PERMITTED USES AND DISCLOSURES BY BUSINESS ASSOCIATE

For purposes of this Part 3, Business Associate shall ensure that any of its employees, agents,

consultants, contractors or subcontractors or assigns who creates, receives, maintains or transmits

Covered Entity's Protected Health lnformation shall comply with the provisions set for herein.

Except as otherwise limited in this Agreement, Business Associate may use or disclose

Protected Health lnformation to perform functions, activities, or services for, or on behalf

of, Covered Entity as set foft in this Agreement.

Business Associate may use or disclose Protected Health lnformation as Required by

Law.

Business Associate agrees to make uses and disclosures and requests for Protected

Health lnformation consistent with Covered Entity's minimum necessary policies and

procedures,

Business Associate may not use or disclose Protected Health lnformation in a manner

that would violate the Privacy Rule if done by Covered Entity, except for the specific uses

and disclosures set forth below in Section 3.2.

Business Associate may use Protected Health lnformation to report violations of law to

appropriate Federal and State authorities, consistent with 45 C.F.R. 164.502(j)(l ).

Except as otherwise limited in this Agreement, Business Associate may use Protected

Health lnformation for the proper management and administration of the Business

(s)

(h)

(i)

0)

(k)

31

(a).

(b)

(c).

(d)

(e)

(0
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Associate or to carry out the legal responsibilities of the Business Associate.

Except as otherwise limited in this Agreement, Business Associate may disclose

Protected Health lnformation for the proper management and administration of the

Business Associate or to carry out the legal responsibilities of the Business Associate,

provided that disclosures are Required By Law, or Business Associate obtains reasonable

assurances from the person to whom the information is disclosed that it will remain

confidential and used or further disclosed only as Required By Law or for the purpose for

which it was disclosed to the person, and the person notifies the Business Associate of

any instances of which it is aware in which the confidentiality of the information has been

breached.

Except as otherwise limited in this Agreement, Business Associate may use Protected

Health lnformation to provide Data Aggregation services to Covered Entity as permitted by

45 c F R 164 504(e)(2)(i)(B)

Data Ownership

Business Associate acknowledges and agrees that Covered Entity owns all right, title, and interest

in and to all Protected Health lnformation of Covered Entity that Business Associate creates,

receives, maintains or transmits and that such all such right, title, and interest is vested in Covered

Entity; nor shall Business Associate nor any of its employees, agents, consultants or assigns have

any right, title or interest to any of the Protected Health lnformation. Business Associate shall not

use the Protected Health lnformation in any form including, but not limited to, stripped, de-

identified, or aggregated information, or statistical information derived from or in connection with

the Protected Health lnformation, except as expressly set forth in this Agreement. Business

Associate represents, warrants, and covenants that it will not compile and/or distribute analyses to

third pariies using any Protected Health lnformation without Covered Entity's express written

consent,

A.+. OBLIGATIONS OF COVERED ENTITY

Provisions for Covered Entity to lnform Business Associate of Privacy Practices and

Restrictions

Covered Entity shall notify Business Associate itself of any limitation(s) in the Notice of

Privacy Practices of Covered Entity, to the extent that such limitation may affect Business

Associate's use or disclosure of Protected Health lnformation.

Covered Entity shall notify Business Associate itself of any changes in, or revocation of,

permission by lndividual to use or disclose Protected Health lnformation, to the extent

that such changes may affect Business Associate's use or disclosure of Protected Health

lnformation,

Covered Entity shall notify Business Associate itself of any restriction on the use or

disclosure of Protected Health lnformation thai Covered Entity has agreed to as provided

in 45 C.F.R. 164.522, to the extent that such restriction may affect Business Associate's

use or disclosure of Protected Health lnformation.

(g)

(h)

3.2

4.1

(a)

(b)

(c)
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(d) Covered Entity shall obtain any consent, authorization or permission that may be required

by the Privacy Rule or applicable state law and/or regulations prior to furnishing Business

Associate Protected Health lnformation.

4.2 Permissible Requests by Covered Entity

Covered Entity shall not request Business Associate to use or disclose Protected Health

lnformation in any manner that would not be permissible under the Privacy Rule if done by Covered

Entity except for uses and disclosures under Section 3.2.

TERMINATION

Term, This Agreement shall be effective as of the Effective Date, and shall either terminate when

Covered Entity provides written notice to Business Associate or as provided in 5(b), Termination for

Cause, below.

Termination for Cause. Upon Covered Entity's knowledge of a material breach by Business

Associate, Covered Entity shall either:

Provide an opporlunity for Business Associate to cure the breach or end the violation

and if Business Associate does not cure the breach or end the violation within the

time specified by Covered Entity, terminate this Agreement;

lmmediately terminate this Agreement if Business Associate has breached a material

term of this Agreement and cure is not possible.

(c) Effect of Termination

1. Except as provided in paragraph (2) of this Section, upon termination of this

Agreement, for any reason, Business Associate shall return or destroy all Protected

Health lnformation received from Covered Entity, or created, received, or maintained

by Business Associate on behalf of Covered Entity. This provision shall apply to

Protected Health lnformation that is in the possession of consultants, contractors,

subcontractors, employees or agents of Business Associate. Business Associate

shall retain no copies of the Protected Health lnformation.

ln the event that Business Associate determines that returning or destroying the

Protected Health lnformation is infeasible, Business Associate shall provide to

Covered Entity notification of the conditions that make returning or destroying it

infeasible. lf Covered Entity agrees that such return or destruction is infeasible,

Business Associate shall extend the protections of this Agreement to such Protected

Health lnformation and limit fu(her uses and disclosures of such Protected Health

lnformation to those purposes that make the return or destruction infeasible, for so

long as Business Associate maintains such Protected Health lnformation.

The provisions of this Section 5(c), Effect of Termination, shall survive the termination

of this Agreement.

(a)

(b)

1.

2.

2.
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b.

7.

MITIGATION
(a) Mitiqation. To the extent known or reasonably foreseeable, Business Associate agrees to use

commercially reasonable efforts to mitigate, to the extent practicable, any harmful effect resulting

from a use or disclosure of Protected Health lnformation by Business Associate or its agents in

violation of the terms of this Agreement.

MISCELLANEOUS

(a). Requlatory References. A reference in this Agreement to a Section in HIPAA or the HITECH Act

means the Section as in effect or as amended.

(b) Amendment. The Parties agree to meet and confer regarding amendment of this Agreement from

time to time as is necessary for either Party or both Parties to comply with the requirements of

HIPAA and the HITECH Act. Any amendment, however, must be mutually agreed upon by the

Parties in writing. ln the event the Parties are, for any reason, unable to agree on an acceptable

amendment, either Party may terminate this Agreement on written notice to the other Party.

(c). lnterpretation. Any ambiguity in this Agreement shall be resolved to permit the Parties to comply

with the HIPAA and the HITECH Act as may be amended from time to time,

(d) Construction of Terms. The terms of this Agreement shall be construed in light of any applicable

interpretation or guidance on HIPAA and/or the HIIECH Act issued by HHS or the Office for Civil

Rights ("OCR")from time to time.

(e) No Third Party Beneficiaries. Nothing in this Agreement shall confer upon any person other than

the Parties and their respective successors or assigns, any rights, remedies, obligations, or

liabilities whatsoever.
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Schedule of Compensation
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EXHIBIT 6

Cook County Travel Policy



COOKCOUNTY
TRANSPORTATION

EXPENSE RE,IMBURSEMENT
AND TRAVEL REGULATIONS

POLICY

Adopted: FY2009



COOK COUNTY TRANSPORTATION EXPENSE
REIMBURSEMENT

AUTOMOBILE REIMBURSEMENT PLAN

Any employee who is required and authorizedto use their personally owned
automobile in the conduct of official County Business shall be allowed and
reimbursed. The number of County business miles drivenper l/zmonth will
be compensated at the standard IRS deduction for business related
transportation currently in effect and authorized by the Bureau of
Administration. IRS mileage rates adjusted midyear will not be made
retroactive.

In addition, parking and tolls shall be allowed for reimbursement if items are
supported by receipts. Proof of IPASS charges shall be submitted along with
the Transportation Expense Voucher.

GUIDELINES

Commuting Expenses

Commuting expenses between an employee's home and regular place of
assignment will not be reimbursed, even if an employee's regular place of
assignment is at different locations on different days within the County.

Example: An employee working for the Assessor's Office is regularly
assigned to the Assessor's Office in Markham on Mondays and to the
Assessor's Office in Maywood on Tuesdays through Fridays. Travel
expenses to andfrom the employee's home and Assessor's Office on any day
will not be reimbursed when assignments are permanent.

Temporary and MinorAssignments (residence to temporary dutypoint)

Employees who are required to perform County business in the form of
temporary and minor assignments beyond the general area of their regular
place of assignment in the County may be reimbursed for their transportation
expenses between home and their first or last stop, for such travel attributed
to County business.

Mileage to first stop or from last stop between home and temporary place of
assignment may be allowed and reimbursed.

Authorization for reimbursement for transportation between home and first
or last stop shall only be allowed when, in the judgment of the Department
head, reporting to the regular place of assignment is not reasonable because
ofthe elements oftime, place, business purpose and employee effectiveness.
The assignment must be temporary and not indefinite.

SECTION I.

A.

SECTION II.

A.

B.

B.

-2-



C. Temporary and Minor Assignments (mileage between temporary duty
points)

Employees who receive one or more temporary assignments in a day may be
reimbursed for transportation for getting from one place to the other. Mileage
from the employee's regular plaCe of assignment, or first duty point, to all
temporary duty points and babk to regular place of assignment, or last duty
point, is entitled to reimbursement.

General Guidelines

1. Mileage must be computed on the basis ofthe most direct route. Any
mileage incurred solely for personal reasons is not reimbursable.

2. Employees must bear the cost of their normal commuting expenses
between residence and official place of assignment.

3. Close supervision shall be maintained over the use ofprivately owned
vehiclesby the Department Heads. Authorization for use of privately
owned vehicles shall only be given when deemed a service and
benefit to Cook County Government. Reimbursements for
transportation shall only be as compensation for services performed
for the County.

D.

SECTION III.

A.

TRANSPORTATION EXPENSE VOUCHER

Preparation

t.

2.

All claims for compensation oftransportation expenses including the
use of privately owned automobile and incidental parking fees and
tolls, and taxicab and bus fares shall be submitted and itemized in the
Transportation Expense Voucher. (For each stop of business use,
enter date, started from location, finished at location, miles
and expense between each stop. Total the dollar amount and enter in
the space for "Total.")

When travel between home and first or last temporary duty point is
authorized, the employee's residence shall be entered on the
Transportation Expense Voucher, "Started from Location" or
"Finished at Location."

The Transportation Expense Voucher shall be supported by receipts
for all items, individually.

The Transportation Expense Voucher shall be prepared and slSne{ b.y

the indivitlual who has incurred the expense and signed by their
Supervisor. The original Voucher shall be submitted to the
Comptroller's Office and a copy should be retained by the employee
and by the department. Falsification of a Transportation Expense
Voucher is considered a major cause infraction subject to disciplinary
action up to and including discharge.

J.

4.

-3-



B.

5. The individual submitting the Transportation Expense Voucher is
personally responsible for its accuracy and priority. Trip details shall
be entered immediately following automobile use to eliminate
possibility of errors. The form must be completed in its entirety, e.g.,
msurance coverage.

Approval and Submission

1. The Transportation Expense Voucher shall be approved by tfe
Departrnent Head or a designated representative, who shall sign the
original copy of the Transportation Expense Voucher. The original
Voucher shall be sent to the Comptroller's Office by the 10'" day of
the following month in which the travel expense was incurred.
Transportation Expense Vouchers submitted 60 days after the end of
the month in which travel expense was incurred will not be
reimbursed. A copy of the Transportation Expense Voucher shall be
retained by the department and the employee.

2. Any Transportation Expense Voucher not prepared in accordance
with these regulations, including the proper signatures, will be
returned to the originator for corrections.

Authorized Attendance at Seminars, Meetings, Conventions, etc., on
County Business

These expenses shall be detailed in accordance with the procedure relating to
"Cook County Travel Regulations."

COUNTY-OWNED AUTOMOBILE

Section 162(a)(2) of the Internal Revenue Code requires that any employee
who is assigned a County-owned vehicle for use in performance of the
employee's duties and who uses the vehicle for use in performance of the
employee's duties and who uses the vehicle to commute from home to work
and/or from work to home must include in their compensation the value to
the employee (as provided for by the IRS) for each day such vehicle is used
for commuting purposes, and Cook County must include this compensation
on employee W-2 form.

The use of County-owned vehicles for personal use is prohibited.

C.

SECTION IV.

-4-



COOK COUNTY TRAVEL REGULATIONS

SECTION I TRAVEL EXPENSES

A. Travel expenses are ordinary and necessary expenses for transportation, hotel
accommodations, meals and incidental expenses for travel that is longer than
an ordinary day's work, and the employee needs to get sleep or rest during
non-working time while away.

Reimbursements shall be allowed if the following requirements are met:

1. Travel is for periods more than or equal to be employee's scheduled
workdays hours, plus 2 hours (usually 10 hours).

2. The employee must get sleep or rest while away in order to complete
County business. (This does not mean napping in the car.)

3. Lodging and air travel shall be arranged through a County travel
vendor, as specified by the Purchasing Agent.

SECTION II

A.

B.

C.

D.

RESPONSIBILITY OF DEPARTMENT HEAD

The Department Head is responsible for the execution of all travel regulations
as well as such other policies and guidelines regarding travel as published by
the Bureau of Administration.

A1l travel subject to these regulations shall be authorized in advance by the
Department Head in accordance with current County directives.

Each Department shall develop a system for the prior authorization and
control oltravel to prevent expenses exceeding appropriations and to hold
travel to the minimum requir-ed for efficient and economical conduct of
County business.

The rates for reimbursements set forth in these regUlations represent the
maximums permitted under IRS guidelines.

ALLOWABLE TRANSPORTATION EXPENSE

Modes of transportation authorized for official travel in the course of County
business will include automobiles, railroads, airlines, buses, taxicabs, and
other usual means of conveyance. Transportation may include fares and
expenses incidental to transportation such as baggage transfer, official
telephone messages in conneCtion with items classed as transportation, and
reasonable tips.

All taxicab fares shall be accompanied by a receipt indicating the amount
paid.

SECTION III

A.

B.

-5-



C. Transportation between place of lodging and place ofbusiness at a temporary
work location shall be allowed as a transportation expense.

MODE OF TRAVEL

All travel shall be by the most direct route.

In cases where an individual for their own convenience travels by an indirect
route or intemrpts travel by direct route, that individual shall bear the extra
expense. Reimbursement for expenses shall be based only on such charges
as would have been incurred by the most direct and economical route.

All travel shall be by the most economical mode of transportation available,
considering travel time, costs, and work requirements.

ACCOMMODATIONS ON AIRPLANES, TRAINS, AND BUSES

First class favel is prohibited

Travel on airplanes shall be coach class.

Any charges incurred as a result of changes to an original airline reservation
made prior to or during travel are subject to Department Head approval.

USE OF PRIVATELY OWNED OR RENTED CONVEYANCE

When an individual rendering service to the County uses privately owned
motor vehicles in the conductbf official business and such use is authorized
or approved as advantageous to the County, payment shall be made on a
mileage basis at rates not to exceed those published by the Bureau of
Administration.

Reimbursement for the cost of automobile parking fees and tolls shall be
allowed. The fee for parking an automobile at a coillmon carrier terminal, or
other parkin g area,wlile the traveler is on official business, shall be allowed
only to the extent that the fee does not exceed the cost of public
transportation.

When a privatelyowned automobile is used fortravel, the total transportation
cost (including mileage allowance, parking fees, tolls andper diem expenses)
shall not exceed the cost of public transportation, if reasonable public
transportation is available.

The use of rented automobiles will be kept to an absolute minimum and
rented only in an emergency upon prior approval of the responsible
Departmeni Head. Every effort 

-shalf 
be made to obtain other suitable

transportation rather than io use rented vehicles. Where emergencies_lequire
the use of a rented vehicle, the most economical vehicle available and
suitable for the conduct of County business shall be obtained.

SECTION IV

SECTION V

SECTION VI

A.

B.

C.

A.

B.

C.

A.

B.

C.

D.

-6-



SECTION VII LIVING EXPENSES

Meals and Incidental Expense (M&IE)

Employees assigned to out of town travel shall receive a per diem set by the
current U.S. General Services Administration in their Federal Travel
Regulations (FTR) Meal and Incidental Expense (M&IE) rate. Travel rates
differ by travel location and are periodically revised by the Federal
Government. These rates can be found at the GSA "Domestic Per Diem
Rates" website page at u' n,u'. g,sa. govr'pcrdicm.

The per diem rate is intended to include all meals and incidental expenses
during the period of travel. There will be no reimbursement for meals and
incidental expenses beyond this rate.

In addition, the traveler may receive reimbursement for special expenses as
provided in Paragraph "C-3" below.

Travel Without Lodging

When lodging is not required, the per diem M&IE allowance is not permitted.
Travel shall be on "acfual expenses incurred."

Reimbursable Expenses

1. Lodging - Reasonable costs of hotel accommodations incurred will
be allowed. Lodging shall be reimbursed by receipt up to the limits
of the current Federal Travel Regulations as shown on the GSA
"Domestic Per Diem Rates" website page at www.gsa.goviperdiem.

Questions of reasonable hotel accommodations should be referred to
the Bureau of Administration. Receipts are to be submitted with the
Invoice Form to support accommodation expenses claimed.

2. Transportation - Transportation to and from duty point; between
places of lodging, business and meals shall be allowed.

3. Special Expenses - The reasonable cost of miscellaneous expenses
incurred shall be allowed to a traveler. The following are examples
of miscellaneous expenses that may be deemed reimbursable or non-
reimbursable:

Reimbursable Non-Reimbursable

Storage ofBaggage
Hire of Room for Official Business

Alcoholic Beverages
Traffic Tickets

Telephone Calls on Official Business

A11 special expenses shall be itemized on the Conference and Travel
Reimbursement Voucher with receipts attached.

A.

B.

C.

-7-



SECTION VIII

SECTION IX

CONFERENCES

When the cost of meals for approved seminars or official meetings is an
integral part ofthe Registration Fee, the "per diem" traveler shall deduct such
amounts from the "cost of meals and incidental expenses" allowance, and the
traveler on "actual expenses incurred" shall not claim meals which are
included in the conference fee.

CONFERENCE AND TRAVEL REIMBURSEMENT VOUCHER

Memorandum of Expenditures

A memorandum of all travel expenditures properly chargeable to the County
shall be kept by individuals subject to these regulations. The information
thus accumulated shall be available for proper Invoice Form preparation.

Conference and Travel Reimbursement Voucher Preparation

1. A1l claims for reimbursement of travel expenses shall be submitted
on the Conference and Travel Reimbursement Voucher and shall be
itemized in accordance with these regulations.

2. The Conference and Travel Reimbursement Voucher shall show the
purpose of travel, the dates of travel, the points of departure and
destination, mode of transportation, and the cost of the transportation
secured or mileage allowance if automobile is used.

3. The Conference and Travel Reimbursement Voucher shall be
supported by receipts in all instances for railroad and airplane
transportation, for lodging, meals and incidental expense (M&IE)
items, and all other items. Also, a copy of the travel authorization is
to be included for out-of-state travel.

4. The Conference and Travel Reimbursement Voucher shall be
prepared and signed by the individual who has incurred the expenses.

5. TheindividualsnrbmittingtheConferenceandTravelReimbursement
Voucher is personally responsible for accuracy and propriety. A
misrepreseniation shall be cause for disciplinary or legal action.

Approval and Submission of Invoice Form

1. The Conferenqe and Travel Reimbursement Voucher shall be
approved by the Department Head or a designated representative, who
shall sign the original Voucher and submit to the Comptroller's
Office. A copy of the Voucher shall be retained by the Department
as well as the person submitting the Voucher.

2. Any Conference and Travel Reimbursement Voucher not prepared in
accordance with these regulations or not properly supported by
receipts where required will be returned to the originator for
correction.

A.

B.

C.

-8-



D. Frequency of Submission

The original Conference and Travel Reimbursement Voucher shall be sent to
the Comptroller's Office by the 10tr day of the following month in which the
travel expense was incurred. Conference and Travel Reimbursement
Vouchers submitted 60 days after the end of the month in which travel
expense was incurred will not be reimbursed. A copy of the Conference and
Travel Reimbursement Voucher shall be retained by the department and the
employee.

-9-



EXHIBIT 7

ldentifi cation of S ub-Contractors/Suppliers/Sub-Consultant Form



Cook County
Office of the Chief Procurement Officer

ldentification of Subcontractor/Supplier/Subconsultant Form

The Bidder/Proposer/Respondent ("the Contractor'') will fully complete and execute and submit an ldentification of
Subcontractor/Supplier/Subconsultant Form ("lSF") with each Bid, Request for Proposal, and Request for
Qualification. The Contractor must complete the ISF for each Subcontractor, Supplier or Subconsultant which
shall be used on the Contract. ln the event that there are any changes in the utilization of Subcontractors,
Suppliers or Subconsultants, the Contractor must file an updated lSF.

Note: Upon request, a copy of all written subcontractor agreements must be provided to the OCPO.

The subcontract documents will incorporate all requirements of the Contract awarded to the Contractor as applicable.
The subcontract will in no way hinder the Subcontractor/Supplier/Subconsultant from maintaining its progress on any
other contract on which it is either a Subcontractor/Supplier/Subconsultant or principal contractor. This disclosure is
made with the understanding that the Contractor is not under any circumstances relieved of its abilities and obligations,
and is responsible forthe organization, performance, and quality of work. This form does not approve any proposed
changes, revisions or modifications to the contract approved MBE/WBE Utilization Plan. Any changes to the
contract's approved MBE/WBE/Utilization Plan must be submitted to the Office of the Contract Compliance.

Contractor
Pravin Kumar

B|d/RFP/RFQ No.: RFP No. 1488-13992 Dale:1110612015

Total Bid or Proposal Amount: $2,221,265 Contract Title: Enterprise Service Bus (ESB) RFP

Contractor: AST Corporation
Subcontractor/Supplier/
Subconsultant to be
added or substitute: LG Associates dba Asen Computer

Authorized Contact
for Contractor: Pravin Kumar

Authorized Contact for
S ubcontractor/Supplier/
Subconsultant: LanaGertz

EmailAddress
(Contractor): pkumar@astcorporation.com

EmailAddress
(Subcontractor): lana.gertz@asen.com

Company Address
(Contractor): 1755 Park Street, Suite 100

Company Address
(Subcontractor): 900 N. National Parkway, Suite 155

City, State and
Zip (Contractor): Naperville, lL 60563

City, State and Zip
(Subcontractor): Schaumburg, lL 60173

Telephone and Fax
(Contractor) (630) 778-1180 / (630) 7ZB-1179 Fax

Telephone and Fax
(Subcontractor) (847) 995-1300

Estimated Start and
Completion Dates
(Contractor) December 1,2015 - November 30, 2018

Estimated Start and
Completion Dates
(Subcontractor) December 1,2015 - November 30, 20'18

Description of Services or Supplies
Total Price of

Subcontract for
Services or Suoolies

lT staffing professionals $424,028.75

Name

ISF-1



Cook County
Office of the Ghief Procurement Officer

ldentification of Subcontractor/Supplier/Subconsultant Form

The Bidder/Proposer/Respondent ("the Contracto/') will fully complete and execute and submit an ldentification of
Subcontractor/Supplier/Subconsultant Form ("lSF") with each Bid, Request for Proposal, and Request for
Qualification. The Contractor must complete the ISF for each Subcontractor, Supplier or Subconsultant which
shall be used on the Contract. ln the event that there are any changes in the utilization of Subcontractors,
Suppliers or Subconsultants, the Contractor must file an updated lSF.

Note: Upon request, a copy of all written subcontractor agreements must be provided to the OCPO.

The subcontract documents will incorporate all requirements of the Contract awarded to the Contractor as applicable.
The subcontract will in no way hinder the Subcontractor/Supplier/Subconsultant from maintaining its progress on any
other contract on which it is either a Subcontractor/Supplier/Subconsultant or principal contractor. This disclosure is
made with the understanding that the Contractor is not under any circumstances relieved of its abilities and obligations,
and is responsible for the organization, performance, and quality of work. This form does not approve any proposed
changes, revisions or modifications to the contract approved MBE/WBE Utitization Plan. Any changes to the
contract's approved MBEMBE/Utilization Plan must be submifted to the Office of the Contract Compliance.

Contractor
Pravin Kumar

B|d/RFP/RFQ No.: RFP No. 1488-13992 Date: 1114012015

Total Bid or Proposal Amount: $2,321,265 Contract Title: Enterprise Service Bus (ESB) RFP

Contractor: AST Corporation
S u bcontractor/Supplier/
Subconsultant to be
added or substitute: System Solutions, lnc. (SSl)

Authorized Contact
for Contractor: Pravin Kumar

Authorized Contact for
Su bcontractor/S upplier/
Subconsultant: Dan Hoff

EmailAddress
(Contractor): pkumar@astcorporation.com

EmailAddress
(Subcontractor): dan.hoff@thessi.com

Company Address
(Contractor): 1755 Park Street, Suite 100

Company Address
(Subcontractor): 3630 Commercial Avenue

City, State and
Zip (Contractor); Naperville, lL 60563

City, State and Zip
(Subcontractor): Northbrook, lL 60062

Telephone and Fax
(Contractor) (630) 778-1180 / (630) 778-1179Fax

Telephone and Fax
(Subcontractor) (847) 272-6160

Estimated Start and
Completion Dates
(Contractor) December 1,2015 - November 30, 2018

Estimated Start and
Completion Dates
(Subcontractor) December 1,2015 - March 31, 2016

Description of Services or Supplies
Total Price of

Subcontract for
Seruices or Suoolies

Oracle servers and storage $388,414

Name

ISF-1



EXHIBIT 8

Minority and Women Owned Business Enterprise Commitment and MBE/WBE Utilization Plan



L POLICY AND GOALS

A. It is the policy of the County of Cook to prevent discrimination in the award of or
participation in County Contracts and to eliminate arbitrary barriers for participation in
such Contracts by local businesses certified as a Minority Business Enterprise (MBE) and
Women-owned Business Enterprise (WBE) as both prime and sub-contractors. ln
furtherance of this policy, the Cook County Board of Commissioners has adopted a
Minority- and Women-owned Business Enterprise Ordinance (the "Ordinance") which
establishes annual goals for MBE and WBE participation as outlined below:

Contract Type

Goods and Services
Construction
Professional Services

E.

Goals
MBE WBE
2s% 10%
24% t0%

35o/o Overall

B. The County shall set contract-specific goals, based on the availability of MBEs and
WBEs that are certified to provide commodities or services specified in this
solicitation document. The MBEAilBE participation goals for this Agreement is 35%.
A Bid, Quotation, or Proposal shall be rejected if the County determines that it fails to
comply with this General Condition in any way, including but not limited to: (i) failing to
state an enforceable commitment to achieve for this contract the identified MBE/WBE
Contract goals; or (ii) failing to include a Petition for Reduction/Waiver, which states that
the goals for MBE/WBE participation are not attainable despite the Bidder or Proposer
Good Faith Efforts, and explains why. If a Bid, Quotation, or Proposal is rejected, then a
new Bid, Quotation, or Proposal may be solicited if the public interest is served thereby.

To the extent that a Bid, Quotation, or Proposal includes a Petition for Reduction/Waiver
that is approved by the Office of Contract Compliance, the Contract specific MBE and
WBE participation goals may be achieved by the proposed Bidder or Proposer's status as

an MBE or WBE; by the Bidder or Proposer's enforceable joint-venture agreement with
one or more MBEs and/or WBEs; by the Bidder or Proposer entering into one or more
enforceable subcontracting agreements with one or more MBE and WBE; by the Bidder or
Proposer establishing and carrying out an enforceable mentor/prot6g6 agreement with one
or more MBE and WBE; by the Bidder or Proposer actively engaging the Indirect
Participation of one or more MBE and WBE in other aspects of its business; or by any
combination of the foregoing, so long as the Utilization PIan evidences a commitment to
meet the MBE and WBE Contract goals set forth in (B) above, as approved by the Office
of Contract Compliance.

A single Person, as defined in the Procurement Code, may not be utilized as both an MBE
and a WBE on the same Contract, whether as a Consultant, Subcontractor or supplier.

Unless specifically waived in the Bid or Proposal Documents, this Exhibit; the Ordinance;
and the policies and procedures promulgated thereunder shall govem. If there is a conflict

C.

D.



between this Exhibit and the Ordinance or the policies and procedures, the Ordinance shall
control.

F. A Consultant's failure to carry out its commitment regarding MBE and WBE participation
in the course of the Contract's performance may constitute a material breach of the
Contract. If such breach is not appropriately cured, it may result in withholding of
payments under the Contract, contractual penalties, disqualification and any other remedy
provided for in Division 4 of the Procurement Code at law or in equity.

II. REOUIRED BID OR PROPOSAL SUBMITTALS

A Bidder or Proposer shall document its commitment to meeting the Contract specific MBE and
WBE participation goals by submitting aUtilization Plan with the Bid or Proposal. The Utilization
Plan shall include (1) one or more Letter(s) of Intent from the relevant MBE and WBE firms; and
(2) current Letters of Certification as an MBE or WBE. Alternatively, the Bidder or Proposer shall
submit (1) a written Petition for Reduction/Waiver with the Bid, Quotation or Proposal, which
documents its preceding Good Faith Efforts and an explanation of its inability to meet the goals
for MBE and WBE participation. The Utilization Plan shall be submitted at the time that the bid
or proposal is due. Failure to include a Utilization PIan will render the submission not
Responsive and shall be cause for the CPO to reject the Bid or Proposal.

A. MBE/WBE Utilization Plan

Each Bid or Proposal shall include a complete Utilization Plan, as set forth on Form I of
the M/WBE Compliance Forms. The Utilization Plan shall include the name(s), mailing
address, email address, and telephone number of the principal contact person of the relevant
MBE and WBE firms. If the Bidder or Proposer submits a Bid or Proposal, and any of
their subcontractors, suppliers or consultants, are certified MBE or WBE firms, they shall
be identified as an MBE or WBE within the Utilization Plan.

1. Letter(.s) of Intent

Except as set forth below, a Bid or Proposal shall include, as part of the Utilization Plan,
one or more Letter(s) of Intent, as set forth on Form 2 of the M/WBE Compliance Forms,
executed by each MBE and WBE and the Bidder or Proposer. The Letter(s) of Intent will
be used to confirm that each MBE and WBE shall perform work as a Subcontractor,
supplier, joint venture, or consultant on the Contract. Each Letter of Intent shall indicate
whether and the degree to which the MBE or WBE will provide goods or services directly
or indirectly during the term of the Contract. The box for direct participation shall be

marked if the proposed MBE or WBE will provide goods or services directly related to the
scope of the Contract. The box for Indirectparticipation shall be marked if the proposed
MBE or WBE will not be directly involved in the Contract but will be utilized by the Bidder
or Proposer for other services not related to the Contract. lndirect Participation shall not
be counted toward the participation goal. Each Letter of Intent shall accurately detail the
work to be performed by the relevant MBE or WBE firm, the agreed dollar amount, the
percentage of work, and the terms of payment.



Failure to include Letter(s) of Intent will render the submission not Responsive and
shall be cause for the CPO to reject the Bid or Proposal.

All Bids and Proposals must conform to the commitments made in the corresponding
Letter(s) of Intent, as may be amended through change orders.

The Contract Compliance Director may at arry time request supplemental information
regarding Letter(s) of Intent, and such information shall be furnished if the corresponding
Bid or Proposal is to be deemed responsive.

2. Letter(s) of Certification

Only current Letter(s) of Certification from one of the following entities may be accepted
as proof of certification for MBE/WBE status, provided that Cook County's requirements
for certification are met:

o Qounty of Cook
' City of Chicago

Persons that are currently certified by the City of Chicago in any area other than
Construction/Public Works shall also complete and submit a MBE/WBE Reciprocal
Certification Affidavit along with a current letter of certification from the City of Chicago.
This Affidavit form can be downloaded from www.cookcountyil.gov/contractcompliance.

The Contract Compliance Director may reject the certification of any MBE or WBE on the
ground that it does not meet the requirements of the Ordinance, or the policies and rules
promulgated thereunder.

3. Joint Venture Affidavit

In the event a Bid or Proposal achieves MBE and/or WBE participation through a Joint
Venture, the Bid or Proposal shall include the required Joint Venture Affidavit, which can
be downloaded from www.cookcountyil.gov/contractcompliance. The Joint Venture
Affidavit shall be submitted with the Bid or Proposal, along with current Letter(s) of
Certification.

B. Petition for Reduction/Waiver

In the event a Bid or Proposal does not meet the Contract specific goals for MBE and WBE
participation, the Bid or Proposal shall include a Petition for ReductionAVaiver, as set forth
on Form 3. The Petition for Reduction/Waiver shall be supported by sufficient evidence
and documentation to demonstrate the Bidder or Proposer's Good Faith Efforts in
attempting to achieve the applicable MBE and WBE goals, and its inability to do so despite
its Good Faith Efforts.



Failure to include Petition for ReductionAilaiver will render the submission not
Responsive and shall be cause for the CPO to reject the Bid or Proposal.

III. REDUCTIONNilAIVER OF MBENilBE GOALS

A. Granting or Denyine a Reduction/Waiver Request.

1 . The adequacy of the Good Faith Efforts to utilize MBE and WBE firms in a Bid or
Proposal will be evaluated by the CCD under such conditions as are set forth in the
Ordinance, the policies and rules promulgated thereunder, and in the "Petition for
Reduction/Waiver of MBE/WBE Participation Goals" - Form 3 of the M/WBE
Compliance Forms.

2. With respect to a Petition for Reduction/Waiver, the sufficiency or insufficiency of a
Bidder or Proposer's Good Faith Efforts shall be evaluated by the CCD as of the date
upon which the corresponding Bid or Proposal was due.

3. The Contract Compliance Director or his or her duly authorized Waiver Committee
may grant or deny the Petition for Reduction/lVaiver based upon factors including but
not limited to: (a) whether sufficient qualified MBE and WBE firms are unavailable
despite good faith efforts on the part of the Bidder or Proposer; (b) the degree to which
specifications and the reasonable and necessary requirements for performing the
Contract make it impossible or economically infeasible to divide the Contract into
sufficiently small tasks or quantities so as to enable the Bidder or Proposer to utilize
MBE and WBE firms in accordance with the applicable goals; (c) the degree to which
the prices or prices required by any potential MBE or WBE are more that 10olo above
competitive levels; and (d) such other factors as are determined relevant by the Contract
Compliance Director or the duly authorized Waiver Committee.

4. If the Contract Compliance Director or the duly authorized Waiver Committee
determines that the Bidder or Proposer has not demonstrated sufficient Good Faith
Efforts to meet the applicable MBE and WBE goals, the Contract Compliance Director
or the duly authorized Waiver Committee may deny a Petition for Reduction/Waiver,
declare the Bid or Proposal non-responsive, and recommend rejection of the Bid,
Quotation, or Proposal.

IV. CHANGES IN CONSULTAI{T'S UTILIZATION PLAN

A. A Consultant, during its performance ofthe Contract, may not change the original MBE
or WBE commitments specified in the relevant Utilization Plan, including but not
limited to, terminating a MBE or WBE Contract, reducing the scope of the work to be
performed by a MBE/WBE, or decreasing the price to a MBE/WBE, except as

otherwise provided by the Ordinance and according to the policies and procedures
promulgated thereunder.



B. Where a Person listed under the Contract was previously considered to be a MBE or
WBE but is later found not to be, or work is found not to be creditable toward the MBE
or WBE goals as stated in the Utilization Plan, the Consultant shall seek to discharge
the disqualified enterprise, upon proper written notification to the Contract Compliance
Director, and make every effort to identify and engage a qualified MBE or WBE as its
replacement. Failure to obtain an MBE or WBE replacement within 30 business days
of the Contract Compliance Director's written approval of the removal of a purported
MBE or WBE may result in the termination of the Contract or the imposition of such
remedy authorized by the Ordinance, unless a written Petition for Reduction/Waiver is
granted allowing the Consultant to award the work to a Person that is not certified as

an MBE or WBE.

V. NON-COMPLIANCE

If the CCD determines that the Consultant has failed to comply with its contractual commitments
or any portion of the Ordinance, the policies and procedures promulgated thereunder, or this
Exhibit, the Contract Compliance Director shall notify the Consultant of such determination and
may take any and all appropriate actions as set forth in the Ordinance or the policies and procedures
promulgated thereunder which includes but is not limited to disqualification, penalties,
withholding of payments or other remedies in law or equity.

VI. REPORTING/RECORD-KEEPING REOUIREMENTS

The Consultant shall comply with the reporting and record-keeping requirements in the manner
and time established by the Ordinance, the policies and procedure promulgated thereunder, and
the Contract Compliance Director. Failure to comply with such reporting and record-keeping
requirements may result in a declaration of Contract default. Upon award of a Contract, a
Consultant shall acquire and utilize all Cook County reporting and record-keeping forms and
methods which are made available by the Office of Contract Compliance. MBE and WBE firms
shall be required to verify payments made by and received from the prime Consultant.

VII. EQUAL EMPLOYMENT OPPORTUNITY

Compliance with MBE and WBE requirements will not diminish or supplant other legal Equal
Employment Opportunity and Civil Rights requirements that relate to Consultant and
S ubcontractor obligations.

Any questions regarding this section should be directed to:
Contract Compliance Director
Cook County
1 18 North Clark Street, Room 1020
Chicago, Illinois 60602
(3t2) 603-ss02



MBE/WBE UTILIZATION PLAN . FORM 1

BIDDEFyPROPOSER HEREBY STATES that all MBEMBE firms included in this Plan are certified MBEs/WBEs by at least one of the entities listed in the General
Conditions - Section 19.

l. BIDDER PROPOSER MBEWBE STATUS: (check the appropriate tine)

Bidder/Proposer is a certified MBE or WBE firm. (lf so, attach copy of cunent Letter of Certification)

Bidder/Proposer is a Joint Venture and one or more Joint Venture partners are certified MBEs or WBEs. (lf so, attach copies of Lette(s) of
Certification, a copy of Joint Venture Agreement clearly describing the role of the MBEMBE firm(s) and its ownership interest in the Joint
Venture and a completed Joint Venture Affidavit - available online at www.cookcountyil.qov/contractcompliance)

{- Bidder/Proposer is not a certified MBE or WBE firm, nor a Joint Venture with MBEiWBE partners, but will utilize MBE and WBE firms elther
directly or indirectly in the performance of the Contract. (lf so, complete Sections ll below and the Lette(s) of lntent - Form 2).

ll. I X I Direct Participation of MBEMBE Firms I hdirec{ Participation of MBEMBE Firms

NOTE: Where goals have not been achieved through direct participation, BidderlProposer shall include documentdion outlining efforts to
achieve Direct Participation at the time of BidlProposal submission. lndirect Participation will only be considered after all efforts to
achieve Direct Participation have been exhausted. Only after written documentation of Good Faith Efforts is received will lndirect
Participation be considered.

MBEs/WBEs that will perform as subcontractors/suppliers/consultants include the following:

MBEATVBE Firm: LG Associates. lnc. dha Asen Comnrrter Associales

Address: 900 N. National Parkway. Ste. 155. Schaumburg, lL 60173

E-mail: lana.qertz@asen.com

Contact Person: Lana Gertz Phone: {847) 995-1300

Dollar Amount Particlpation : $____421,020J0

Percent Amount of Participation: 18.3

.Letter 
of lntent attached? Yes X No

*Current 
Letter of Certification attached? Yes X No

MBEMBE Firm: Svstem Solulions. lnc

Address: 3630 Commercial Ave.. Northbrook. lL 60062

E-mail: dan.hoff@thessi.com

Contact Person: Dan Hoff Phone: (84il 2726160

Dollar Amount Participation s 388 414

Percent Amount of Participation: 16.7

*Letter 
of lntent attached? Yes X No

*Cunent 
Letter of Certification attached? Yes X No

Aftach additional sheets as needed.

* Lette(s) of lntent and current Letters of Certification must be submitted at the time of bid.

Yo

o/o

M/WBE Utilization Plan - Form 1 Revised: Otl29/20!4



MBEMBE LETTER OF INTENT . FORM 2

M/WBE Firm: LG Associates dba Asen Computer Assoc. Certifying Agency: Citv of Chicaoo

Contact Person: Lana Gertz Certification Expiration Dale: 12101 12019

Address: 900 N. NationalParkwav. Ste. 155

CitylState: Schaumburo. lL Zip: 60173

Phone: (847) 995-1300 Fax (84il 995-1305

Email: lana.oerE@asen.com

Ethnicity:

Bid/Proposal/Contract #: RFP No. 1488-13992

FEIN #: 364326613

Participation: [X]Direct [ ]lndirect

Will the M/WBE firm be subcontracting any of the goods or services of this contract to another firm?

IX ] No [ ] Yes - Please attach explanation. Proposed Subcontracto(s): None

The undersigned MMBE is prepared to provide the following Commodities/Services for the above named ProjecU Contract (tf
more space ls needed to fully descibe MMBE Firm's proposed scope of work and/or payment schedule, aftach additional sheets)

lT staffi no professionals

lndicate the Dollar Amount, Percentase, and the Terms of Payment for the above-described Commodities/ Services:
$424.028.7s 1830/" Net 30

THE UNDERSIGNED PARTIES AGREE that this Letter of lntent will become a binding Subcontract Agreement for the above
work, conditioned upon (1) the Bidder/Proposer's receipt of a signed contract fom the Gounty of Cook; (2) Undersigned
Subcontractor remaining compliant with all relevant credentials, codes, ordinances and statutes required by Contractor, Cook
County, and the State to participate as a MBEMBE frm for the above work. The Undersigned Parties do also certify that they
did not affix |feir signatures to this document until all areas under of Service/ Supply and Fee/Cost were completed.

t

Signature (MMBfl

lon* Ger*z- Pravin Kumar
Print Name

LG Associates, lnc. dba Asen Computer Associates
Firm Name

N rr. b , -:ao, 5
Date

Subscribed and sworn before me

m*&loayof /%qfu/'

Notary Public

OFFICIAL SEAL
VINCENT BAVARO

NOTARY PIJBTIC - STATE OF ILLINOIS

MY COMMISSION EXPIRES ClI1 'I 16

Print Name

AST Corporation

Firm Name

rrldlrr
Date

Subscribed and sworn before me

tnis doay ot-&ovs ^6e,--- ,20)5.

ruoo,v pruri. ,'!nJ- Yn 9rr,0r

SEAL

M/WBE Utilization Plan - Form 2 :L/29/t4



Nov 11 2014

C},}'Y {}F ilFiICA*{-'
Lana Gertz
LG Associates, lnc. DBA Asen Computer Associates
900 N National Parkway #155
Schaumberg, lL 60173

Dear Lana Gertz:

We are pleased to inform you that LG Associates, lnc. DBA Asen Computer Associates
has been recertified as a Women0wned Business Enterprise ("WBE") by the City of
Chicago ('City"). This WBE certification is valid until 12/0{ 12019; however your firm's
certification must be revalidated annually. ln the past the City has provided you with an
annual letter confirming your certification; such letters will no longer be issued. As a
consequence, we require you to be even more diligent in filing your annual No-Change
Affidavit 60 days before your annual anniversary date.

It is now your responsibility to check the City's certification directory and verifi7 your
certification status. As a condition of continued certification during the five year period
stated above, you must file an annual No-Change Affidavit. Your firm's annual No-
Change Afftdavit is due by 1210112015,1210112016,1210112017, and 1210112018. Please
remember, you have an affirmative duty to file your No-Change Affidavit 60 days prior to
the date of expiration. Failure to file your annual No-Change Affidavit may result in the
suspension or rescission of your certification.

Your firm's five year certification wilt expire on 12fi1t2019. You have an affinnative duty to
file for recertification 60 days prior to the date of the five year anniversary date. Therefore,
you must file for recertification by 10l0,1.n019.

It is important to note that you also have an ongoing affirmative duty to notify the City of any
changes in ownership or control of your firm, or any other fact affec'ting your firm's eligibility
for certification within 10 days of such change. These changes may include but are not
limited to a change of address, change of business structure, change in ownership or
ownership structure, change of business operations, gross receipts and or personal net
worth that exceed the program threshold. Failure to provide the City with timely notice of
such changes may result in the suspension or rescission of your certification. ln addition,
you may be liable for civil penalties under Chapter 1-22, "False Claims", of the Municipal
Code of Chicago.

Please note - you shall be deemed to have had your certification lapse and will be
ineligible to participate as a WBE if you fail to:

121 r\*Si].T?* E,ASA.LLE S?$toE'il" R.*ili!,i SS&. CFi idiAri&. f Li,lr,{*ES 6{}6S7



LG Associates, lnc. DBA Asen Computer Associates

" File your annual No-Change Affidavit within the required time period;

Page 2 of 2

r PrOvide fihancial or other records requested pursuant to an audit within the required
time period;

. Notify the City of any changes affecting your firm's certification within 10 days of
such change; or

o File your recertification within the required time period.

Ptease be reminded of your contractualobligation to cooperate with the City with respect to
any reviews, audits or investigation of its contracts and affirmative action programs. We
strongly encourage you to assist us in maintaining the integrity of our programs by reporting
instances or suspicions of fraud or abuse to the 

-City's 
tnspector General at

chicagoi nspectorgeneral.org, or 866-lG-TlpLl N E (s6644847s4).

Be advised that if you or your firm is found to be involved in certification, bidding and/or
contractual fraud oi aOuse, the City witl pursue Oecertificafi"; 

"rd 
d;n"irlrnt. in""JOi$*

to any other penalty imposed by law, any person who knowingly obtains, or knowingly
assists another in obtaining a contract with the City by falsely representing the individual-o
entity, or the individual or entity assisted is guitty of a 

-misdemeanoi, 
punishable by

incarceration in the county jail for a period not to exceed six months, or a fine of not lesi
than $5,000 and not more than $10,000 or both.

Your firm's name will be listed in the City's Directory of Women-Owned Business
Enterprises in the specialty area(s) of:

NAICS Code(s):
541511- Computer Programming Seruices, Custom
54'1511 - Computer Softnvare Support Services, custom
541512- computer systems lntegration Design Gonsulting services
5415{3 - Facilities (i.e., ctients'faeilities} Support Seruices-, Gomputer systems or
Data

Your firm's participation on City contracts will be credited only toward Women.Orrned
Bueinese Enterprise goals in your area(s) specialty. While your participation on City
contracts is not limited to your area of specialty, credit toward goals will be given only foi
work that is self-performed and providing a commercially useful function that is done in the
approved specialty category.

te$ y91for your interest in the City's Minority and Women-Owned Business Enterprise
(MBEMIBE) Program.

,,,.Sincerely,
i i ,.. /', ii
'.," ,iil i*! i )!',
,! i ty' ,y1, ,(

Jamie LllRhde'' 
Ctiief Procurement Officer'ltRles



uEflrysElEItEE_ollNIEUr . r, e8tl_z

MA&BE Firm: Svstern Solutions, lnc 
-__Contact Person: Dan Hoff

Certifying Agency: lllinois Dept. of Central Mqmt. Sqrv.

Certifit;ation Expiration Date: l?/311201!_.__-. .

Ethnic'ty: .

Bid/Pnlposal/Contract #: if!_[to. t+98-1 3992

FEIN lt: 36-3589055

Address: 3630 Commercial Ave

City/State: Northbrook. lL _Ziy 60062 __
Phone: (847) 272-6160 Fax,. (847\ 222-9.40!___

Email: dan.hoff@thessi.com

Participation: IX ] Direct [ ] lndirecl

Will the MMBE firm be subcontracting any of the goods or services of this :ontract to another firm?

IX ] No [ ] Yes - Please attach explanation, proposed Subcontractor(:;): None

The undersigned M/WBE is prepared to provide the following Commodities'services for the above named ProjecU Contract: (/f
nore space is needed to fully describe MMBE Firm's proposed scope of work andior payment schedule, attach additionai sheets)

Oracle servers and storage -_

lndicate the Dollar Amou.nt, Percentaqe, and the Terms of Eqyrn€CIl for the above-described Commodities/ Services:
$388,414 16.7Y0 Net 3l)

THE UNDERSIGNED PARTIES AGREE that this Letter of lntent will bec,)me a binding Subconkact Agreement for the above
work, conditioned upon (1) the Bidder/Proposeis receipt of a signed r;ontract from the County of Cook; (2) Undersigned
Subcontractor remaining compiiant with all relevant credentials, codes, odinances and statutes required by Contractor, 

-ook

County, and the State to participate as a MBE/WBE firm for the above work. The Undersigned Parties do also certify that they
until all areas under of Service/ Supply and Fee/Cost were completed

Pravin Ktrmar
Print Name

System Solutions lnc

Firm Name

ttlt,iect,j
Dutu 

..--

Subscribed and sworn before me

Firm Nanre

ttldllr
Dutu------]_-. -

Subscribed and sworn before me

Print Nanre

AST Conloration

tn1s 6*ay ,t-Ny.er"lq" 201€ this L,Aday of

NotaryPubtic b?}.9'*_--_

SEAL

OlHCruSEAL
$AlmEENSHA,nml

rgr.F{Ptns-SIAIEsuHS
TYffiIAPN$fiOI'B

Nohty Publlo, Sate of llllnols

M/WBE Utilization Plan - Forrn

Notary
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ocT 1 02013

Naushad Ali
System Solutions, lnc.
3630 CommercialAvenue
Northbrook, lL 60062

Dear Mr. Ali:

We are pleased to inform you that System Solutions, lnc. has been recertified as a Minority
Business Enterprise ("MBE") by the City of Chicago ("City"). This MBE certification is valid
until t0/01/20{8; however your firm's certification must be revalidated annually. ln the past the
City has provided you with an annual letter confirming your certification; such letters will no
longer be issued. As a consequence, we require you t6 be even more diligent in fiting your
annual No-change Affidavit 60 days before your annual anniversary date.

It is now your responsibility to check the City's certification directory and verifo your certification
status. As a condition of continued certification during the five year period stated above, you
must file an annual No-Change Affidavit. Your firm's annual No-Ghange Aftidavit is due by
1910112014, 1010112015, IOIOUZA{6, and filffin}17. Please remember, you have an
aflirmative duty to file your No-Change Affidavit 60 days prior to the date of expiration.
Failure to fih your annual No-Change Affidavit may result in the suspension or resciision of
your certification.

Your firm's five year certification will expire on 1$ft1if:018. You have an affirmative duty to file
for recertiflcation 60 days prior to the date of the five year anniversary date. Therefoie, you
must lile for recertification by 08/0112018.

It is important to note that you also have an ongoing affirmative duty to notifi the City of any
changes in ownership or control of your firm, or any other fact affecting your firm's eligibility for
certification within 10 days of such change. These changes may include but are not limited to
a change of address, change of business structure, change in ownership or ownership
structure" change of business operations, gross receipts and or personal net worth that exceed
the program threshold. Failure to provide the City with timely notice of such chaages may
result in the suspension or rescission of your certification. ln addition, you may be liable for civil
penalties under chapter 1-22, "False claims", of the Municipal code of chicago.

Please note - you shall be deemed to have had your certification lapse and will be ineligible to
participate as a MBE if you fail to: 

,fo,u n
121 NORTH I.{SAI.I,FI S'l'RHltT. li()()h{ 80G. (:HIC:;I(}O tl,l,lN0ls 60602 i it[ t ,'
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CMffi

DearBusiness Owner:

trE,tr,INOTS Eruce Rauner, Governor

DEPARTMENT OF' CENTR.AT MANAGEMENT SER\flCES

January 22,2015

Zulfi Sayla
System Solutions Inc
3630 Commercial Ave
Northbrook, IL 60062- I 823

Certification Term Expires: December 31, 2015

Re: IvIBE Recognition Certification Approval
(cMsDc)

Congratulations! After reviewing the information tbat you supptied we are pleased to inform you that
your firm has been granted certification as a Minority Business Enterprise (M$q under the Busincss
Enterprise Prograrn for Minorities, Females, and Persons with Disabilities.

BEP accepts the Chicago Minority Supplier Development Council's (CMSDC) certification regarding
your business status. This outside certiflrcation is in effect with the State of Illinois as long as it is
valid with the CMSDC.

At least 60 days prior to the anniversary day of your certification, you will be notified by BEP to
update your certification as a condition of continued certification. In addition, should any changes
occur in ownership and/or control of thE businEss or other changee affecting the firm's operations,
you are required to nodry BEP within two weeks. Failure to notiff our office of changes will result
in decertification of your firm.

Please be advised, while this certification does not guarantee you witl receive a State coutract, it does
assure your firm the opportunity to participate in thE Sute's piocurement process. Your firm's partic-
ipation on State contracts will be credited only toward Minority Business Enterprise (IugE) goals in your
area(s) of specialty. Your firm's name will appear in the State's Directory as a certified vendor with
the Business Enterprise Progrann (BEP) in tlie specialty alea(s) of:

EDP, HARDWARE MAINTENANCE
EDP,MHARDWARE
EDP, SOFTWARE IVTAINTENANCE
EDP, MI(N.OCOMPUTERS, WORKSTATION/
EDP, MID RANGE - HARDWARE (AS400,RISC)
EDP, MrD RANGE - SOFTWARE (AS4oo,RISC)
EDP,MICROCOMPUTERS, SERYERSiLAN HARDWARE
EDP, MAINFRA]\,TE SOFTWARE
DATA EQT.JIPMENT
COMPUTER SI.JPPLIES, MISC.
COMPUTER SI,JPPLIES, COIvIPUTER TAPE
COMPUTER SUPPLIES, DATA TAPE CARTRIDCES
COMPUTER SI.JPPLIES
EDP PERSONAL COMPUTERS

Please visit our website at www.sell2.illinois.gov to obtain information about current and upcoming
procurement oppornrnities, conEacts, forrns, and also to register to receive email alerts when the
State is preparing to purchase a product or service you may provide.

100 w Randolph St., Suite 4-100, Chicago, IL 60601

l'rinted on fr,cs1tcfud Paper



Thank y.ou for yory participation in the Business Enterprise Program (BEP). We welcomo your participation
and wish you continued sutcess.

Sincerely,

(L2rMBE)



TONI PRECKWINKLE

PRESIDENT

Cook County Board

of Commissioners

RICHARD R. BOYKIN

1st District

ROBERT STEELE

. 2nd District

JERRY BUTLER

3rd District

STANLEY MOORE

4th District

DEBORAH SIMS

5th District

JOAN PATRICIA MURPHY

6th District

JESUS G, GARCIA

7th District

LUiS ARROYO, JR

8th District

PETER N. SILVESTRI

9th District

BRIDGET GAINER

10th District

JOHN P. DALEY

11th District

JOHN A. FRITCHEY

12th District

LARRY SUFFREDIN

13th District

GREGG GOSUN

14th District

NMOTHY O. SCHNEIDER

15th District

JEFFREY R. TOBOLSKI

16th District

SEAN M, MORRISON

17th District

OFFICE OF CONTRACT COMPLIANCE

JACQUEUNE GOMEZ

DIRECTOR

118 N. Clark, County Building, Room 1020 c Chicago, Illinois 60602 o (312) 603-5502

November 10, 2015

Ms. Shannon E. Andrews

Chief Procurement Officer

County Building-Room 1 01 8

Chicago, lL 60602

Re: Contract No. 1488-13992

Description Enterprises Service Bus

Bureau of Technology

Dear Ms. Andrews:

The following bid for the above-referenced contract has been reviewed for compliance with the General

Conditions regarding the Minority- and Women- owned Business Enterprises (MBEMBE)Ordinance and have

been found to be responsive to the ordinance.

Bidder: Application Software Technology Corporation

Contract Value: $2,321,265.00

Gontract Goal: 35% MBEAruBE

MBEMBE

System Solutions, lnc,

LG Associates dba

Asen Computer Associates

Certifvinq Aqencv

City of Chicago

City of Chicago

Commitment

16.7% (Direct)

18.3% (Direct)

Status

MBE (8)

wBE (7)

The Office of Contract Compliance has been advised by the Requesting Depaftment that no other bidders are

being recommended for award. Original MBEA/VBE forms were used in the determination of the

responsiveness of this contract.

Sincerely,

q,rf@M*%*
Jacqueline Gomez

Contract Compliance Director

JG/ate

Tangela Malloy, OCPO

Dr. Regine Nazaire, BOT

Cc:

$ fiscat Responsibility ! Innovative Leadership S Transparency & Accountability @ Improved Services



EXHIBIT 9

Certification for Consulting or Auditing Services



COOK COUNTY
OFFICE OF THE CHIEF PROCUREMENT OFFICER

CERTIF]CATION FOR CONSULTING OR AUDIT!NG SERVICES

This Certification is made and required pursuant to Section 34.193 of the Procurement Code, and must be
completed by any Contractor providing Consulting or Auditing Services for Cook County or Elec-ted Officials. For
purposes of this Certification, the following definitions shall apply:

"Auditing" means the formal examination of accounting records or financial statemenk for compliance with
financial accounting standards applicable to governmental entities, which functions are generally exclusively
performed or supervised by Persons licensed and authorized to do business as public accounts in the State.
Auditing shall also include any independent reports and management recommendations derived or resulting from
the performance of auditing services and which reports and recommendations are included within the scope of
the Contrac't for Auditing Services.

"Consulting" means the rendering of analysis and advice requiring specialized expertise in a parlicular subject
area or field. Such expertise may have been gained by education or experience in the area or field. Consulting
expressly excludes auditing services.

"Elected Official" means the President and Commissioners of the Gook County Board, Assessor, Board of
Review, Chief Judge, CIerk of the Gircuit Gourt, County Clerk, Recorder of Deeds, Sheriff, State's Attorney,
Treasurer and any other elected official included in the Cook Gounty Appropriations Ordinance.

"County" shal! mean the offices which are administered by the President of the County Board.

Please print or type responses clearly and legibly. Add additional pages if needed, being carefu! to identify each
portion of the form to which each additional page refers to.

SECTIONl: CONTRACTOR'SINFORMATION

COMPANY NAME:

ADDRESS:

TELEPHONE:

CONTACT NAME:

CONTACT EMAIL:

Applications Software Technolo gy Corporation

1755 Park Street, Suite100, Naperville, IL 60563

(630) 778-1180

Shaji Zechariah

szechari@astcorporation. com

SECTION 2: AFFILIATE INFORMATION
lf the Contractor has any "Affiliates" please provide the names, addresses and telephone numbers of each Affiliate below,

For purposes of this Certification "Affiliates" shall mean any Person that directly or indirectly through one or more

intermediaries Controls, is Conholled by, or is under Conhol with the Person specified. "Control" shall mean a Person that

has the power to directly or indirectly affect the management or the policies of the other through ownership of voting

securities or voting rights, by contract or othenivise. "Person" means any individual, corporation, partnership, Joint

Venture, trust, association, limited liability company, sole proprietorship or other legal entity.

None

412013



SECTION 3: CONTRACT INFORMATION
a. This Ceftification relates to the following Conhact: 1488-13992

b, The Contractor is providing the following type of Services: [ ]Auditing or [{ Consulting

c. The Contractor is providing the Services under the Contract for the following Cook County Business Unit or

Elected Official:

B"r.u" of T..hrology
d. ras a

subcontractor to the County or Elected Official under any other Contracts? [ ] Yes or [{No.
lf yes, please state the other Contract Numbe(s) and the Nature of Services.

N/A

THE CONTRACTORACKNOWLEDGES, UNDERSTANDS AND AGREES AS FOLLOWS:
a. lt has read Section 34-193 (a)-(b) of the Procurement Code, which provides as follows:

The County will not enter into any Contract for Auditing Services, nor shall it consent to a subcontract for

such Auditing Services, with any Person, if such Person, or any Affiliate of such Person, has a Contract or

subcontract for consulting services for or with the County. Additionally, the County will not enter into any

Contract for Consulting Services, nor shall it consent to a subcontract for such Consulting Services, with any

Peson, if such Person, or any Affiliate of such Person, has a Contract or subcontract for Auditing Services

for or with the County. For purposes of this provision, "County" shall refer only to offices which are

administered by the President of the County Board and shall not refer to offices which are administered by

Elected Officials.

The County shall not enter into any Contract for Consulting Services on behalf of any. Elected Official,

nor shall it consent to a subcontract for such Consulting Services on behalf of an Elected Official with

any Person, if such Person, or any Affiliate of such Person, has a Contract or subcontract to provide

Auditing Services for the Elected Official.

b. The Conkactor's Services under the Contract shall not violate Section 34-193 of the Procurement Code.

c. The information provided herein is a material inducement to the CPO's execution of the Contract, and the

CPO may rely on the information provided herein. The Contractor warrants that the information contained

herein is true and conect, lf the CPO determines that any information provided herein is false, incomplete,

or incorrect, the CPO may terminate the Contract.

4t2013



Shaji Zechariah

Name (Type or Print)

Executive Vice President 11t30t15

Title

4t2013



EXHIBIT 10

Evidence of Insurance



-- OP lD: RC

ACORD'\--' CERTIFICATE OF LIABILITY INSURANGE
DATE (MM/DDIYYYY)

11109t2015

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFIGATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.
IMPORTANT: lf the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. lf SUBROGATION lS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the
certificate holder in lieu of such endorsement(s).

PRODUCER

John J. Matsock & Assoc. lnc.
t750 N Washington Street
Naperville, 1L 60563
Steven L. Monteith

$3SIl" sANDY wADE
lllPnif, ,*,.sro 770 1180 I l-fit. ro,,

iss: swade@astcorporation.com
ISEL",.appu-z

INSURER(SI AFFORDING COVERAGE NAIC #

rNsuRED APPLICATIONS SOFTWARE
TECHNOLOGY CORPORATION
1755 PARK ST STE 1OO

NAPERVILLE,IL 60563

rNsuRER A , HARTFORD CASUALTY INS COMPANY 29424

rNsuRER B 
' 
HISCOX

INSURER C ;

INSURER D :

INSURER E :

COVERAGES CERTIFICATE
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTMCT OR OTHER DOCUMENT W|TH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSUMNCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSF
tT0 TYPE OF TNSURANCE POLICY NUMBER

POUCY EXP
iMM/DD/YYYYT LIMITS

A

A

GEI

x

x

IERAL LI,ABILITY

COMMERCIAL GENERAL LIABILITY

ll "*,rr-ror, ]Tl o..uo
CONTRAC LIABILITY

x ,3UUNW0512

33UUNWO6,I2

03/01/201 5

03/01/201 5

03/01/2016

o3t01t20't6

EACH OCCURRENCE s 1,000,001
UAMAGE IUKENIEU
PPEMISFS /F. dccrrrrehm) $ 300,00r

MED EXP (Anv one oerson) s 10,00(

PERSONAL & ADV INJURY s 1,000,00(

GENERAL AGGREGATE E 2,000,00(

GEI ,].1AGGREGATE LIMIT APPLIES PER

oo.,.r ]Tl iF,.t; f_l ,n.
PRODUCTS - COIVIP/OP AGG s 2,000,00(

$

A
A

AU'

x

.OMOBILE 
LIABILITY

L or" or.o
I o,-, o*r.o orro,
| ..r.orruo orro,
I

1 HIRED AI.]TOS

] 
"o*-o*.,., 

orro.
I3UUNWO612

13UUNWO6{2

03t0'U2015

03/01/2015

03/0{/201 6

03/01/20{ 6

COMBINED SINGLE LIMIT
(Ea accident)

$ 1,000,00(

BODILY INJURY (Per person) $

BODILY INJURY (Per accident) $

PROPERTY DAMAGE
(PER ACCIDENT)

$

x $

$

A

x UMERELLA LIAB

EXCESS LiAB

X l occun

CLAIMS.MADE
13RHUWO663 03/01/20{ 5 03/01/2016

EACH OCCURRENCE $ 5,000,00(

AGGREGATE $ 5.000.00(

DEDUCTIBLE

RETENToN s 10.000
$

x s

A

WORKERS COMPENSATION
AND EMPLOYERS'LIAB|L|TY Y/ N
ANY PROPRTETOR/PARTNER/EXECUIVE r----"1
oFFICER/MEMBER EXCLUDED? L___l(Mandatory in NH)
lf yes, desffibe under
DESCRIPTION OF OPERATIONS below

N/A
!3WEVX0846

}ORP OFFICERS EXCLUDED

03/01/201 5 03/0't /2016

vIWCSTATU-l IOTH-A. lrnDVrrrrrrel I trp

E.L. EACH ACCIDENT s 1,000,001

E.L. DISEASE - EA EMPLOYEI s 1,000,001

F I DISFASF . POLICY LIMIT s 1,000.00(
A
B

=&O/GYEER.
}RIME

t3TE024E942

JC214',t7949

03t01t2015

03t11t2015

03t01t2016

03/01/201 6

3,OOO,OUt
:IDELITY 1,000,00(

DESCRIPTIONOFOPERATIONS/LOCATIONS/VEHICLES (AttachACORDl0l,Additioml RemrksSchedule,ifmorcspaceisrequired)
aDDTTIONAJ, INSURED WHERE REQUIP;ED By Vf,RITTEN CONTRLCT SITB.TECT TO POLTCY
IERMS AIID CONDITIONS: COOK COITNTY ILLINOIS GOVERNMENT

REVISION NUMBER:

CERTIFICA

GOOKCOT

COOK COUNTY ILLINOIS
GOVERNMENT
TAGNELA MOSES.MALLOY CPPB
118 N CLARK ST ROOM 1018
cHtcAGo, !L 60602

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE W]LL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORlzED REPRESENTATIVE

z4-;2 2-*;*.

O 1988-2009 ACORD CORPORATION. All rights reserved.

ACORD 25 (2009/09) The ACORD name and logo are registered marks of ACORD
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Board Authorization



Board of Commissioners of Cook 1 18 North Clark Street
Chicago, lL

County

Legislation Details

File #:

Type:

File created:

On agenda:

Title:

16-0027 Version: 1

Contract (Technology)

10t30t2015

12t16t2015

Name:

Status:

In control:

Final action:

Applications Software Technology Corporation,
Naperville, lllinois
Approved

Board of Commissioners

12t1612015

PROPOSED CONTRACT (TECHNOLOGY)

Department(s): Bureau of Technology

Vendor: Applications Software Technology Corporation, Naperville, lllinois

Request: Authorization for the Chief Procurement Officer to enter into and execute contract

Good(s) or Service(s): Enterprise Service Bus

Contract Value: $2,321,265.00

Contract period: 11112016 - 1213112018 with two (2) one-year renewal optrons

Potential Fiscal Year Budget lmpact: FY 2015 $0, FY 2016 $1,931,265.00, FY 2017 $225,000.00, FY
2018 $165,000.00

Accounts: (CPID 9416)(CPID 8851)

Contract Number(s): 1488-13992

Concurrence(s):
The vendor has met the Minority and Women Owned Business Enterprises Ordinance.

The Chief Procurement Officer concurs.

Summary: On 412312002, this Board adopted Resolution O2-R-216, establishing the Cook County
lntegrated Criminal Justice lnformation Systems ("CClCJlS') Committee, the intended purpose of
which was to develop an integrated criminaljustice enterprise for Cook County. The CCICJIS
Committee subsequently published a Strategic Plan detailing strategic issues directly affecting the
integration of the County's criminaljustice enterprise. ln response, this Board adopted Resolutions 04
-R-255 and 06-R-233 requesting a Detailed Plan of Action from the CCICJIS Committee. The
resulting 2006 Detailed Plan of Action contained various recommendations, including the
recommendation that the County establish an Enterprise Service Bus ("ESB") to facilitate the
communication of data among disparate systems operated by each of the criminaljustice agencies.

On 1012312013, this Board adopted Resolution 13-1945 entreating the Cook County Chief lnformation
Officer to convene the CCICJIS Committee and discuss the automation of data exchanges among the
County's criminal justice agencies.

The Bureau of Technology now requests Board approval of Contract No. 1488-13992, which calls for
the implementation of ESB software and hardware as well as development and managed services for
data exchanges among County criminaljustice agencies.

Request for Proposals (RFP) procedures were followed in accordance with the Cook County

Board of Commissioners of Cook County Page '1 of 2 Printed on 1213112015

. .-.,,,.i:., -_, , . '.:



File #: 16-0027, Vercion: 1

Procurement Code. Applications Software Technology Corporation was recommended based on
established evaluation criteria.

Sponsors:

lndexes: SIMONA ROLLINSON, Chief lnformation Officer, Bureau of Technology

Gode sections:

Aftachments:

Date Ver. Action By Action Result

1211612015 1 Board of Commissioners approved

Board of Commissioners of Cook County Page 2 of 2 Printed on 1213112015



EXHIBIT 12

Economic Disclosure Statement



CONTRACT NO.

RFP No. 1488-13992

COOK COUNTY
ECONOMIC DISCLOSURE STATEMENT

AND EXECUTION DOCUMENT
INDEX

Section Description Pages

1 lnstructions for Completion of EDS EDS i. ii

2 Certifications EDS 1- 2

3
Economic and Other Disclosures, Affidavit of Child

Support Obligations, Disclosure of Ownership lnterest
and Familial Relationship Disclosure Form

EDS 3- 12

4 Cook County Affidavit for Wage Theft Ordinance EDS 13-14

5 Contract and EDS Execution Page EDS 15-17

o Cook County Signature Page EDS 18



SECTION 1

CONTRACT NO.
RFP No. 1488-t3992

TEMENT

This Economic Disclosure Statement and Execution Document ('EDS') is to be completed and executed
by every Bidder on a County contract, every Proposer responding to a Request for Proposals, and every
Respondent responding to a Request for Qualifications, and others as required by the Chief Procurement
Officer. The execution of the EDS shall serve as the execution of a contract awarded by the County. The
Chief Procurement Officer reserves the right to request that the Bidder or Proposer, or Respondent
provide an updated EDS on an annualbasis.

Definitions. Terms used in this EDS and not otherwise defined herein shall have the meanings given to
such terms in the lnstructions to Bidders, General Conditions, Request for Proposals, Request for
Qualifications, as applicable.

Affiliate means a person that directly or indirectly through one or more intermediaries, Controls is
Controlled by, or is under common Controlwith the Person specified.

Applicant means a person who executes this EDS.

Biddermeans any person who submits a Bid.

Code means the Code of Ordinances, Cook County, lllinois availabb on municode.com.

Contract shall include any written document to make Procurements by or on behalf of
Cook County.

Contractor or Contracting Party means a person that enters into a Contract with the
County.

Control means the unfettered authority to directly or indirectly manage governance,
administration, work, and all other aspects of a business.

EDS means this complete Economic Disclosure Statement and Execution Document,
including all sections listed in the lndex and any attachments.

Joint Venture means an association of two or more Persons proposing to perform a for-
profit business enterprise. Joint Ventures must have an agreement in writing specifying
the terms and conditions of the relationship between the partners and their relationship
and respective responsibility for the Contract

Lobby or lobbying means to, for compensation, attempt to influence a County official or
County employee with respect to any County matter.

Lobbyist means any person who lobbies.

Person or Persons means any individual, corporation, partnership, Joint Venture, trust,
association, Limited Liability Company, sole proprietorship or other tegat entity.

Prohibited Acts means any of the actions or occurrences which form the basis for
disqualification under the Code, or under the Certifications hereinafter set forth.

Proposalmeans a response to an RFP.

Proposer means a person submitting a Proposal.

Response means response to an RFQ.

Respondent means a person responding to an RFQ.

RFP means a Request for Proposals issued pursuant to this Procurement Code.

RFQ means a Request for Qualifications issued to obtain the qualifications of interested parties.

EDS-i 8t2015



CONTRACT NO.
RFp No. t4BB_13992

ECONOMIC DTSCLOSURE STATEMENT AND EXECUTION DOCUMENT

Section 1: lnstructions. Section 1 sets forth the instructions for completing and executing this EDS.

Section 2: Certifications. Section 2 sets forth certifications that are required for contracting parties under
the Code and other applicable laws. Execution of this EDS constitutes a warranty that all the statements
and certifications contained, and allthe facts stated, in the Certifications are true, correct and complete as
of the date of execution.

Section 3: Economic and Other Disclosures Statement. Section 3 is the County's required Economic
and Other Disclosures Statement form. Execution of this EDS constitutes a warranty that all the
information provided in the EDS is true, correct and complete as of the date of execution, and binds the
Applicant to the warranties, representations, agreements and acknowledgements contained therein.

Required Updates. The Applicant is required to keep all information provided in this EDS current and
accurate. ln the event of any change in the information provided, including but not limited to any change
which would render inaccurate or incomplete any certification or statement made in this EDS, the
Applicant shall supplement this EDS up to the time the County takes action, by filing an amended EDS or
such other documentation as is required.

Additional lnformation. The County's Governmental Ethics and Campaign Financing Ordinances
impose certain duties and obligations on persons or entities seeking County contracts, work, business, or
transactions, and the Applicant is expected to comply fully with these ordinances. For further information
please contact the Director of Ethics at (312) 603-4304 (69 W. Washington St. Suite 3040, Chicago, lL
60602) or visit the web-site at cookcountyil.gov/ethics-board-of.

Authorized Signers of Contract and EDS Execution Page. lf the Applicant is a corporation, the
President and Secretary must execute the EDS. ln the event that this EDS is executed by someone other
than the President, attach hereto a certified copy of that section of the Corporate By-Laws or other
authorization by the Corporation, satisfactory to the County that permits the person to execute EDS for
said corporation. lf the corporation is not registered in the State of lllinois, a copy of the Certificate of
Good Standing from the state of incorporation must be submitted with this Signature Page.

lf the Applicant is a partnership or joint venture, all partners or joint venturers must execute the EDS,
unless one partner or joint venture has been authorized to sign for the partnership or joint venture, in
which case, the partnership agreement, resolution or evidence of such authority satisfactory to the Office
of the Chief Procurement Officer must be submitted with this Signature Page.

lf the Applicant is a member-managed LLC all members must execute the EDS, unless otheruise
provided in the operating agreement, resolution or other corporate documents. lf the Applicant is a
manager-managed LLC, the manager(s) must execute the EDS. The Applicant must attach either a
certified copy of the operating agreement, resolution or other authorization, satisfactory to the County,
demonstrating such person has the authority to execute the EDS on behalf of the LLC. lf the LLC is not
registered in the State of lllinois, a copy of a current Certificate of Good Standing from the state of
incorporation must be submitted with this Signature Page.

lf the Applicant is a Sole Proprietorship, the sole proprietor must execute the EDS.

A "Partnership" 'Joint Venture' or "Sole Proprietorship" operating under an Assumed Name must be
registered with the lllinois county in which it is located, as provided in 805 ILCS 405 (2012), and
documentation evidencing registration must be submitted with the EDS.

EDS.ii a2u5



SECTION 2

CERTIFICATIONS

CONTRACT NO,:

RFP No. 1488-13992

THE FOLLOWING CERTIFICATIONS ARE MADE PURSUANT TO STATE LAW AND THE CODE. THE APPLICANT IS CAUTIONED
TO CAREFULLY READ THESE CERTIFICATIONS PRIOR TO SIGNING THE SIGNATURE PAGE. SIGNING THE SIGNATURE
PAGE SHALL CONSTITUTE A WARRANry BY THE APPLICANT THAT ALL THE STATEMENTS, CERTIFICATIONS AND
INFORMATION SET FORTH WTHIN THESE CERTIFICATIONS ARE TRUE, COMPLETE AND CORRECT AS OF THE DATE THE
SIGNATURE PAGE IS SIGNED. THE APPLICANT IS NOTIFIED THAT IF THE COUNW LEARNS THAT ANY OF THE
FOLLOWING CERTIFICATIONS WERE FALSELY MADE, THAT ANY CONTRACT ENTERED INTO WITH THE APPLICANT SHALL
BE SUBJECT TO TERMINATION.

A. PERSONS AND ENTITIES SUBJECT TO DISOUALIFICATION

No person or business entity shall be awarded a contract or sub-contract, for a period of five (5) years from the date of
conviction or entry of a plea or admission of guilt, civil or criminal, if that person or business entity:

1) Has been convicted of an aclcommitted, within the State of lllinois, of bribery or attempting to bribe an officer or
employee of a unit of state, federal or local government or school district in the State of lllinois in that officer's or
employee's official capacity,

2) Has been convicted by federal, state or local government of an act of bid-rigging or attempting to rig bids as defined
in the Sherman Anti-Trust Act and Clayton Act. Act. 15 U.S.C. Section 1 et seq.;

3) Has been convicted.of bid-rigging or attempting to rig bids under the laws of federal, state or local government,

4) Has been convicted of an act committed, within the State, of price-fixing or attempting to fix prices as defined by the
Sherman Anti-Trust Act and the Clayton Act. 15 U.S.C. Section 1, et seq.;

5) Has been convicted of price-fixing or attempting to fix prices under the laws the State;

6) Has been convicted of defrauding or attempting to defraud any unit of state or local government or school district
within the State of lllinois;

7) Has made an admission of guilt of such conduct as set forth in subsections (1) through (6) above which admission is
a matter of record, whether or not such person or business entity was subject to prosecution for the offense or
offenses admitted to; or

8) Has entered a plea of nolo contendere to charge of bribery, price-fixing, bid+igging, or fraud, as set forth in sub-
paragraphs (1) through (6) above.

ln the case of bribery or attempting to bribe, a business entity may not be awarded a contract if an official, agent or employee
of such business entity committed the Prohibited Act on behalf of the business entity and pursuant to the direction or
authorization of an officer, director or other responsible official of the business entity, and such Prohibited Act occured within
three years prior to the award of the contract. ln addition, a business entity shall be disqualified if an owner, partner or
shareholder controlling, directly or indirectly, 2Oo/o ot more of the business entity, or an officer of the business entity has
performed any Prohibited Act within five years prior to the award of the Contract.

THE APPLTCANT HEREBY CERTIF1ES THAT:TheApplicant has read the provisions of Section A, Persons and Entities
Subject to Disqualification, that the Applicant has not committed any Prohibited Act set forth in Section A, and that award of
the Contract to the Applicant would not violate the provisions of such Section or of the Code.

B. BID-RIGGING OR BID ROTATING

THE APPLICANT HEREBY CERTIFIES THAT: ln accordance with 720 ILCS 5/33 E-11, neither the Appticant nor any
Affiliated Entity is barred from award of this Contracf as a result of a conviction for the violation of State laws prohibiting bid-
rigging or bid rotating.

C. DRUGFREEWORKPLACEACT

THE APPLTCANT HEREBY CERTIFIES THAT:TheApplicant will provide a drug free workplace, as required by (30 ILCS 580/3).

EDS-1 8t2015



E.

F.

G.

D. DELINSUENCY IN PAYMENT OF TAXES
CONTMCT NO.

RFP No. 1488-L3992

THE APPLICANT HEREBY CERTIFIES THAT: The Applicant is not an owner or a pafty responsible for the payment of any tax
or fee administered by Cook County, by a local municipality, or by the lllinois Depaftment of Revenue, which such tax or fee is
delinquent, such as bar award of a contract or subcontract pursuant to the Code, Chapter 34, Secfrbn U-171.

HUMAN RIGHTS ORD]NANGE

No person who is a party to a contract with Cook County ("County") shall engage in unlawful discrimination or sexual harassment
against any individual in the terms or conditions of employment, credit, public accommodations, housing, or provision of County
facilities, services or programs (Code Chapter 42, Section 42-30 ef seg.).

ILLINOIS HUMAN RIGHTS ACT

THE APPLICANT HEREBY CERTIFIES THAT: lt is in compliance with the lllinois Human Nghts Act (775 ILCS 5/2-105), and
agrees to abide by the requirements of the Act as part of its contractual obligations.

INSPECTOR GENERAL (COOK COUNTY CODE, CHAPTER 34, SECTION 34-174 and Section U-2501

The Applicant has not willfully failed to cooperate in an investigation by the Cook County lndependent lnspector General or to
report to the Independent lnspector General any and all information concerning conduct which they know to involve conuption, or
other criminal activity, by another county employee or official, which concerns his or her office of employment or County related
transaction.

The Applicant has reported directly and without any undue delay any suspected or known fraudulent activity in the County's
Procurement proc€ss to the Office of the Cook County lnspector General.

CAMPA|GN CONTRIBUTTONS (COOK COUNTY CODE, CHAPTER 2, SECTTON 2{85)

THE APPLICANT CERTIFIES THAT: lt has read and shall comply with the Cook County's Ordinance conceming campaign
contributions, which is codlfied at Chapter 2, Division 2, Subdivision ll, Section 585, and can be read in its entirety at
www.municode.com.

GIFT BAN, (COOK COUNTY CODE, CHAPTER 2, SECTION 2d74)

THE APPLICANT CERTIFIES THAT: lt has read and shall comply with the Cook County's Ordinance concerning receiving and
soliciting gifts and favors, which is codified at Chapter 2, Division 2, Subdivision ll, Section 574, and can be read in its entirety at
www.municode.com.

LlvlNG WAGE ORDTNANCE PREFERENCE (COOK COUNTY CODE, CHAPTER 34, SECTION 34-160;

Unless expressly waived by the Cook County Board of Commissioners, the Code requires that a living wage must be paid to
individuals employed by a Contractor which has a County Contract and by all subcontractors of such Contractor under a County
Contract, throughout the duration of such County Contract. The amount of such living wage is annually by the Chief Financial

Officer of the County, and shall be posted on the Chief Procurement Officer's website.

The term "Contract'as used in Sectlon 4, I, of this EDS, specifically excludes contracts with the following:

Not-For Proflt Organizations (defined as a corporation having tax exempt status under Section 501(CX3) of the United

State lnternal Revenue Code and recognized under the lllinois State not-for -profit law);

Community Development Block Grants;

Cook County Works Department;

Sheriffls Work Alternative Program; and

Department of Correction inmates.

H.

J.

1)

2)

3)

4)

5)

EDS.2 812015



CONTRACT NO.

RFP No. 1488-13992
SEGTION 3

REQUIRED DISCLOSURES

1. DISCLOSURE OF LOBBYIST CONTACTS

List all persons that have made lobbying contacts on your behalf with respect to this e,ontract:

Name Address

Marty Small 1455 Calais Circle, Hiehland Park,IL 60035

2. LOCAL BUSINESS PREFERENCE STATEMENT(CODE, CHAPTER34, SECTION 34-230)

Local business means a Person, including a foreign corporation authorized to transact business in lllinois, having a bona fide
establishment located within the County at which it is transacting business on the date when a Bid is submitted to the County, and
which employs the majority of its regular, full-time work force within the County. A Joint Venlr.rre shall constitute a Local Business if one
or more Persons that qualify as a "Local Business" hold interests totaling over 50 percent in the Joint Venture, even if the Joint Venture
does not, at the time of the Bid submittal, have such a bona fide establishment within the County.

a) ls Applicant a "Local Business" as defined above?

No: X

b) lf yes, list business addresses within Cook County:
N/A

c) Does Applicant employ the majority of its regular full-time workforce within Cook County?

Yes: No: X

3. THE CHILD SUPPORT ENFORCEMENT ORDTNANCE (CODE, CHAPTER 34, SECTION 34-1721

Every Applicant for a County Privilege shall be in full compliance with any child support order before such Applicant is entitled to receive or
renew a County Privilege. When delinquent child support exists, the County shall not issue or renew any County Privilege, and may
revoke any County Privilege.

All Applicants are required to review the Cook County Affidavit of Child Support Obligations attached to this EDS (EDS-S) and
complete the Affidavit, based on the instructions in the Affidavit.
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CONTRACT NO.
4. REAL ESTATE OWNERSHIP DISCLOSURES. RFp No. l48t-L3992

The Applicant must indicate by checking the appropriate provision below and providing all required information that either:

a) The following is a complete list of all real estate owned by the Applicant in Cook County:

PERMANENT INDEX NUMBER(S): N/A

(ATTACH SHEET IF NECESSARY TO LIST ADDITIONAL INDEX
NUMBERS)

OR:

b) X me Applicant owns no real estate in Cook County.

5. EXCEPTIONS TO CERTIFICATIONS OR DISCLOSURES.

lf the Applicant is unable to certifo to any of the Certifications or any other statements contained in this EDS and not explained elsewhere in
this EDS, the Applicant must explain below:

N/A

lf the letters, "NA", the word "None" or "No Response" appears above, or if the space is left blank, it will be conclusively presumed that the
Applicant certified to all Certifications and other statements contained in this EDS.
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CONTMCT NO.

RFP No. 14g$-t3992
COOK COUNTY DISCLOSURE OF OWNERSHIP INTEREST STATEMENT

1 X 1 Original Statement or [ ]Amended Statement

ruame Application Software Technolow Corooration

This Statement is an:

ldentifying lnformation:

The Cook County Code of Ordinances ($2-610 ef seq.) requires that any Applicant for any County Action must disclose information
concerning ownership interests in the Applicant. This Disclosure of Ownership Interest Statement must be completed with all
information current as of the date this Statement is signed. Furthermore, this Statement must be kept current, by filing an amended
Statement, until such time as the County Board or County Agency shall take action on the application. The information contained in
this Statement will be maintained in a database and made available for public viewing.

lf you are asked to list names, but there are no applicable names to list, you must state NONE. An incomplete Statement will be
returned and any action regarding this contract will be delayed. A failure to fully comply with the ordinance may result in the action
taken by the County Board or County Agency being voided.

"Applicant'means any Entity or person making an application to the County for any County Action.

"County Action" means any action by a County Agency, a County Department, or the County Board regarding an ordinance or
ordinance amendment, a County Board approval, or other County agency approval, with respect to contracts, leases, or sale or
purchase of real estate.

"Person"'Entity''or "Legal Entity" means a sole proprietorship, corporation, partnership, association, business trust, estate, two or
more persons having a joint or common interest, trustee of a land trust, other commercial or legal entity or any beneficiary or
beneficiaries thereof.

This Disclosure of Ownership lnterest Statement must be submitted by :

1. An Applicant for County Action and

2. A Person that holds stock or a beneficial interest in the Applicant and is listed on the Applicant's Statement (a 'Holdefl') must file a
Statement and complete #1 only under Ownership lnterest Declaration.

Please print or type responses clearly and legibly. Add additional pages if needed, being careful to identify each portion of the form to
which each additional page refers.

This Statement is being made by the I X ]Applicant or [ ] Stock/Beneficial lnterest Holder

D/B/A:AST Corporation

Street Address: L755 Park Street, Suite 100

FEIN No.: 36-4038140

City: Naperville State: IL Zip Code: 60563
pnone No.: (630) 778-1180 Fax Number: ((.30\ 77s-LL79 Email:@.com

Cook County Business Registration Number:
(Sole Proprietor, Joint Venture Partnership)

Corporate File Number (if applicable)

Form of Legal Entity:

t I Sole Proprietor [ ] Partnership tX Corporation I I Trustee of Land Trust

I I BusinessTrust t I Estate t I Association t I JointVenture

I I Other (describe)
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CONTRACT NO.

Ownership lnterest Declaration: RFP No. 1488-13992

1. List the name(s), address, and percent ownership of each Person having a legal or beneficlal interest (including ownership) of
m6re than five percent (5%) in the ApplicanUHolder.

Name Address Percentage lnterest in
ApplicanUHolder

Pravin Kumar 1755 Park St., Ste 100, Naperville, IL 60563 50%

Shaii Zechariah 1755 Park St., Ste 100, Naperville, IL 60563 50o/o

2. lf the interest of any Person listed in (1) above is held as an agent or agents, or a nominee or nominees, list the name and
address of the principal on whose behalf the interest is held.

Name of AgenUNominee Name of Principal Principal's Address

N/A

3. ls the Applicant constructively controlled by another person or Legal Entity? [ ]Yes t X ] No

lf yes, state the name, address and percentage of beneficial interest of such person, and the relationship under which such
control is being or may be exercised.

Name Address Percentage of Relationship
Beneficial lnterest

N/A

Corporate Officers, Members and Partners lnformation:

For all corporations, list the names, addresses, and terms for all corporate officers. For all limited liability companies, list the names,
addresses for all members. For all partnerships and joint ventures, list the names, addresses, for each partner or joint venture.

Name Address Title (specify title of
Office, or whether manager
or partner/joint venture)

Pravin Kumar 1755 Park St.. Ste. 100. Naoerville. IL 60563 President

Shaii Zechariah 1755 Park St.. Ste. 100. Naoerville. IL 60563 Vice President, Secretary, Treasurer

Declaration (check the applicable box):

tXl I state under oath that the Applicant has withheld no disclosure as to ownership interest in the Applicant nor reserved
any information, data or plan as to the intended use or purpose for which the Applicant seeks County Board or other County

Agency action.

t ] I state under oath that the Holder has withheld no disclosure as to ownership interest nor reserved any information required to
be disclosed.

Term of Office
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Representative (please print or type)

CONTRACT NO.
RFP No. 1488- 13992

COOK COUNTY DISCLOSURE OF OWNERSHIP INTEREST STATEMENT SIGNATURE PAGE

Pravin Kumar

E-mail address

Subscribed to and sworn before me
this &,*n oayof tucry ,201-.5

President & CEO
Title

I'tr lr
uarc '

(630) 778-1180
Phone Number

My commission expires

pkumar@astcorporation.com

^ 
..4 *"Afio^ ar c\v *&,r

Notary Public Signature
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CONTRACT NO.

RFP No. 1488-13992

COOKCOUNTY BOARD OF ETHICS
69 W, WASHINGTON STREET, SUITE 3O4O

CHICAGO, ILLINOIS 60602
3121 603 -4304 Offtce 3 121 603-9988 Fax

FAMILIAL RELATIONSHIP DISCLOSURE PROVISION

Nepotism Disclosure Requirement:

Doing a significant amount of business with the County requires that you disclose to the Board of Ethics the existence of any familial
relationships with any County employee or any person holding elective office in the State of Illinois, the County, or in any
municipality within the County. The Ethics Ordinance defines a significant amount of business for the purpose of this disclosure
requirement as more than $25,000 in aggregate County leases, contracts, purchases or sales in any calendar year.

If you are unsure of whether the business you do with the County or a County agency will cross this threshold, err on the side of
caution by completing the attached familial disclosure form because, among other potential penalties, any person found guilty of
failing to make a required disclosure or knowingly filing a false, misleading, or incomplete disclosure will be prohibited from doing
any business with the County for a period of three years. The required disclosure should be filed with the Board of Ethics by January
1 ofeach calendar year in which you are doing business with the County and again with each bid/proposal/quotation to do business
with Cook County. The Board of Ethics may assess a late filing fee of $100 per day after an initial 30-day grace period.

The person that is doing business with the County must disclose his or her familial relationships: If the person on the County lease or
contract or purchasing from or selling to the County is a business entity, then the business entity must disclose the familial
relationships of the individuals who are and, during the year prior to doing business with the County, were:

" its board ofdirectors,
. its officers,
r its employees or independent contractors responsible for the general administration of the entity,
r its agents authorized to execute documents on behalfofthe entity, and
. its employees who directly engage or engaged in doing work with the County on behalf of the entity.

Do not hesitate to contact the Board of Ethics at (312) 603-4304 for assistance in determining the scope of any required familial
relationship disclosure.

Additional Definitions:

"Familial relationship" means a person who is a spouse, domestic partner or civil union partner of a County employee or State,
County or municipal official, or any person who is related to such an employee or official, whether by blood, marriage or adoption, as

a'.

n Parent
r child
tr Brother
1l Sister
! Aunt
! Uncle
! Niece
lI Nephew

I Grandparent
n Grandchild
! Father-in-law
tl Mother-in-law
ll Son-inJaw
fl Daughter-in-law
fl Brother-in-law
U Sister-inlaw

! Stepfather
E Stepmother
Il Stepson
I Stepdaughter
! Stepbrother
n Sbpsister
I Half-brother
U Half-sister
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CONTRACT NO.
COOK COUNTY BOARD OF ETHICS RFP No. L488-L3992

FAMILIAL RELATIONSHIP DISCLOSURE FORM

A. PERSON DOING OR SEEKING TO DO BUSINESS WITH TTIE COUNTY

Name of Person Doing Business with the County: AST Corpgration

Address of Person Doing Business with the County: 1755 Park St., Ste. 100. Naperville. IL 60563

Phone number of Person Doing Business with the County: (630) 778- 1180

Email address of Person Doing Business with the County: pkumar@astcorporation.com

If Person Doing Business with the County is a Business Entity, provide the name, title and contact information for the
individual completing this disclosure on behalf of the Person Doing Business with the County:
Pravin Kumar. President & CEO. 1755 Park St., Ste. 100. Naperville. IL 60563. (630) 778-1180

B. DESCRIPTION OF BUSINESS WITH THE COUNTY
Append additional pages as needed andfor each County lease, contract, purchase or sale sought and/or obtained
during the calendar year of this disclosure (or the proceeding calendar year if disclosure is made on January I ),
identify:

The lease number, contract number, purchase order number, request for proposal number and/or request for qualification
number associated with the business you are doing or seeking to do with the County:

RFP No. 1488-13992

The aggregate dollar value of the business you are doing or seeking to do with the County: g 2,141,265

The name, title and contact information for the County official(s) or employee(s) involved in negotiating the business you are
doing or seeking to do with the County:

Bureau ofTechnology

The name, title and contact information for the County official(s) or employee(s) involved in managing the business you are
doing or seeking to do with the County:

Bureau ofTechnology

C. DISCLOSURE OF FAMILIAL RELATIONSHIPS WITH COUNTY EMPLOYEES OR STATE. COUNTY OR
MUNICIPAL ELECTED OFFICIALS

Check the box that applies and provide related informationwhere needed

tr The Person Doing Business with the County is an individual and there is no familial relationship between this individual
and any Cook County employee or any person holding elective offrce in the State of Illinois, Cook County, or any
municipality within Cook County.

il The Person Doing Business with the County is a business entity and there is no familial relationship between any member
ofthis business entity's board ofdirectors, officers, persons responsible for general administration ofthe business entity,
agents authorized to execute documents on behalfofthe business entity or employees directly engaged in contractual work
with the County on behalf of the business entity, and any Cook County employee or any person holding elective office in the
State of Illinois, Cook County, or any municipality within Cook County

EDS-10 8t2015



CONTRACT NO.
COOKCOUNTYBOAR.DOFETHICS RFPNO. 1488-13992

FAMILIAL RELATIONSHIP DISCLOSURE FORM

tr The Person Doing Business with the County is an individual and there is a familial relationship between this individual
and at least one Cook County employee and/or a person or persons holding elective office in the State oflllinois, Cook
County, and/or any municipality within Cook County. The familial relationships are as follows:

Name of Individual Doing Name of Related County Title and Position of Related Nature of Familial
Business with the County Employee or State, County or County Employee or State, County Relationship-

Municipal Elected Official or Municipal Elected Official

N/A

If more space is needed, attach an additional sheet following the above format.

tr The Person Doing Business with the County is a business entity and there is a familial relationship between at least one
member of this business entity's board of directors, officers, persons responsible for general administration of the business
entity, agents authorized to execute documents on behalfofthe business entity and/or employees directly engaged in
contractual work with the County on behalf of the business entity, on the one hand, and at least one Cook County employee
andlor a person holding elective office in the State of Illinois, Cook County, and/or any municipality within Cook County, on
the other. The familial relationships are as follows:

Name of Member of Board Name of Related County Title and Position of Related Nature of Familial
of Director for Business Employee or State, County or County Employee or State, County Relationship-
Entity Doing Business with Municipal Elected Oflicial or Municipal Elected Official
the County

N/A

Name of Officer for Business Name of Related County Title and Position of Related Nature of Familial
Entity Doing Business with Employee or State, County or County Employee or State, County Relationship.
the County

NiA

Municipal Elected Offrcial or Municipal Elected Official
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Name of Person Responsible
for the General
Administration of the
Business Entity Doing
Business with the County

N/A

Name of Agent Authorized
to Execute Documents for
Business Entity Doing
Business with the County

N/A

Name of Employee of
Business Entity Directly
Engaged in Doing Business
with the County

N/A

Name of Related County
Employee or State, County or
Municipal Elected Ofiicial

Title and Position of Related
County Employee or State, County
or Municipal Elected Official

Title and Position of Related Nature of Familial
County Employee or State, County Relationship-
or Municipal Elected Official

CONTMCT NO.

ilH;ill?P"t' RFP No. r4ss-t3esz

Name ofRelated County
Employee or State, County or
Municipal Elected Official

Name of Related County
Employee or State, County or
Municipal Elected Offi cial

Title and Position of Related Nature of Familial
County Employee or State, County Relationship-
or Municipal Elected Official

If more space is needed, attach an additional sheet following the above format

VERIFICATION: To the best of my knowledge, the information I have provided on this disclosure form is accurate and complete. I
that an inaccurate or incomplete disclosure is punishable by law, including but not limited to fines and debarment.

,i rt6[rr
DateSignature of Recipient

SUBMIT COMPLETED FORM TO: Cook County Board of Ethics
69 West Washington Street, Suite 3040, Chicago, Illinois 60602
Oflice (312) 603-4304 -Fax (312) 603-9988
CookCounty.Ethics@cookcountyil. gov

- 
Spouse, domestic partner, civil union partner or parent, child, sibling, aunt, uncle, niece, nephew, grandparent or grandchild
by blood, marriage (2.e. in laws and step relations) or adoption.
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SECTION 4
CONTRACT NO.

RFP No. 1488-13992

COOK COUNTY AFFIDAVIT tr'ORWAGE THETT ORDINANCE

must comply with the Cook County Wage
Ordinance set forth in Chapter 34, Article lV, Section 179. Any Person/Substantial Owner, who fails to comply with Cook County Wage Theft Ordinance,
may request that the Chief Procurement Ofiicer grant a reduction or waiver in accordance with Section 34-179(d).

"Contract' means any written document to make Procurements by or on behalf of Cook County.

"Person" means any individual, corporation, partnership, Joint Venture, trust, association, limited liability company, sole proprietorship or other legal entity.

" Procuremenf' means obtaining supplies, equipment, goods, or services of any kind,

"Substantial Ownel' means any person or persons who own or hold a twenty-five percent (25%) or more percentage of interest in any business entig
seeking a County Privilege, including those shareholders, general or limited partners, beneficiaries and principals; except where a business entity is an
individual or sole proprietorship, Substantial Owner means that individual or sole proprietor.

All Persons/Substantial Owners are required to complete this affidavit and comply with the Cook County Wage Theft Ordinance before any Contract is
awarded. Signature of this form constitutes a certification the information provided below is conect and complete, and that the individual(s) signing this form

l. Contract lnformation:

Contract Number: RFP No. 1488-13992

Cou nty Using Agency (requesting Procurement):

ll. Person/Substantial Owner lnformation:

Bureau ofTechnology

Person (Corporate Entity Name):

Substantial Owner Complete Name:

FErN# 36-4038140

Date of Birth:

Applications Soft ware Technolo gECorporation

Pravin Kumar

E-mail address: Pkumar@astcorporation.com

StreetAddress: 1755 ParkStreet. Suile 100

City: Naperville State: IL Zip: 60563

Home Phone: ( ) Driver's License No:

lll. Gompliance with Wage Laws:

Within the past five years has the Person/Substantial Owner, in any judicial or administrative proceeding, been convicted of, entered a
plea, made an admission of guilt or liability, or had an administrative finding made for committing a repeated or willful violation of any of
the following laws:

lllinois Wage Payment and Collection Act, 820 ILCS 115/1 ef seg.,

ttlinois Minimum Wage Act, 820 ILCS 105/1 et seq., YES o@

ves or@)

tllinois Worker Adiustment and Retraining Notification Act,82O ILCS 65/1 et seq.,VeS (n"O*)
Emptoyee Classification Act, 820 ILCS 185/1et seq., YES 6@t_r #
Fair LaborSfandards Act of 1938,29 U.S.C. 201, et seq., YES f,6i
Any comparable state statute or regulation of any state, which governs the payment of wages YES o

lf the Person/Substantial Owner answered "Yes" to any of the questions above, it is ineligible to enter into a
County, but can request a reduction or waiver under Section !V.

@
Contracl
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tv. Request for Waiver or Reduction

CONTRACT NO.

RFP No. I488-L3992

lf Person/Substantial Owner answered "Yes" to any of the questions above, it may request a reduction or waiver in
accordance with Section 34-179(d), provided that the request for reduction of waiver is made on the basis of one or more of
the following actions that have taken place:

' There has been a bona fide change in ownership or Contro! of the ineligible Person or Substantial Owner
YES or NO

Disciplinary action has been taken against the individual(s) responsible for the acts giving rise to the violation
YES or NO

Remedial action has been taken to prevent a recurrence of the acts giving rise to the disqualif,cation or default
YES or NO

Other factors that the Person or Substantial Owner believe are relevant.
YES or NO

The Person/Substantial Owner must submit documentation to support the basis of its reauest for a reduction or w?iver. The Chief
Procurement Officer reserves the riqht to make additional inquiries and reauest additional documentation.

v. Affirmation
The Owner affirms that all statements contained in the Affidavit are true, accurate apd complete.

Date: lt16lly
Name of Person signing (printl: P IZA'li l,f.,l K U MrfB- Tifle:

I

day of NJo'.'< rlrba-r

Notary Seal
Note: The above information is subject to verffication prior to the award of the Contract.

("+h ,2015--Subscribed and sworn to before me this
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CONTRACT NO.

RFP No. 1488-13992
CONTRACT AND EDS EXECUTION PAGE

PLEASE AGCUTETHREE ORIGINAL PAGES OF EDS
The Applicant hereby certifies and warranb that all of the statements, certifications and representations set forth in this EDS are true,

complete and correct; that the Applicant is in full compliance and will continue to be in compliance throughout the term of the Contract or
County Privibge issued to the Applicant with all the policies and requirements set forth in this EDS; and that all fucts and information
provided by the Applicant in this EDS are true, complete and correct. The Applicant agrees to inform the Chief Procurement Officer in

writing if any of such statements, certifications, representations, facts or information becomes or is found to be untrue, incomplete or
inconect during the term of the Contract or County Privilege.

Execution by Corporation

SECTION 5

Pravin
President's Printed Name and Signature

okumar@astcorporation. com

Applications Software Technolo gv Corporation
Corporation's Name

(630) 778-1180
Telephone

Execution by LLC

LLC Name "Member/Manager Printed Name and Signature

Date Telephone and Email

Execution by Partnerchip/Joint Venture

Partnership/Joint Venture Name *Partner/Joint Venturer Printed Name and Signature

Date Telephone and Email

Execution by Sole Proprietorchip

Printed Name Signature Assumed Name (if applicable)

' /,,r4r*r
Notary Public Signature Notary Seal

*lf the operating agreement, partnership agreement or governing documents requiring execution by multiple members, managers,
partners, or joint venturers, please complete and execute additional Contract and EDS Execution Pages.

Date

Subscribed and sworn to before me this
tf\ oayot lvrl J ,2o-j

Telephone and Email

Notary Seal
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SECTION 6
COOK COUNTY SIGNATURE PAGE

CONTRACT NO.

RFP No. 1488-L3992

ON BEHALF OF THE COUNTY OF COOK, A BODY POLITIC AND CORPOMTE OF THE STATE OF ILLINOIS, THIS CONTMCT IS HEREBY EXECUTED BY:

DArEDATCH,.AG', rL,NorsrHs 6 I DAyoF }.zd/nbo^f 20 I 5

OR

rrEM(s), sEcroN(s), PART(S)

IN THE CASE OF A BID' PROPOSAL'RESPONSE, THE COUNTY HEREBY ACCEPTS:

rHE FoREGotNG BtD/pRoposAURESpoNSE AS TDENT|FTED rN THE CoNTRACT DoCUMENTS FoR coNXpFASliEffe, 
BOABp__or

800K c0uilTv c0trMlt$$ffns

\+88 - \3qq L
DEo 1 6 2015

COOK COUNTY CHIEF PROCUREMENT OFFICER

Lt3L\ ,2to5. DOTOTAL AMOUNT OF CONTRACT:

(DOLLARS AND CENTS)

FUND CHARGEABLE:

(Required on contracts over $1,000,000.00)

I \ i'3cJ iF
Date

AS IO
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